Royal Roads

UNIVERSITY

PRIVACY IMPACT ASSESSMENT

| BASIC INFORMATION - Use of Closed Circuit Television Cameras (CCTV) in the Habitat Café

1. Public Body and Program Area.
Public Body Royal Roads University
Program Area | Campus Services Division
Service Truffles Catering
Provider
2. Contact Position and/or Name, Telephone Number and E-Mail Address.

(This should be the name of the individual most qualified to respond to questions regarding the PIA).

Name, Title Bonnie Nelson, Director

Program Campus Services Division

Phone Number | (250) 391-2684

E-Mail Bonnie.nelson@royalroads.ca
3. Description of the Initiative being assessed.

(Please note here if the initiative does not collect, use or disclose personal information). If this is
a change to an existing legislation, system or program, describe the current system or program
and the proposed changes.

Royal Roads University is installing closed circuit television cameras in the Habitat Café. The
Café provides food services to all students, staff, faculty and any member of the public while on
the University grounds. The cameras will have the capability of recording individuals who use the
Café within the cashier area (including the beverage services area) as well as images of Café
staff, University staff, and external service/supply providers within the kitchen, receiving, and
inventory storage areas only.

There will be no cameras within the Café eating areas.

The cameras will be purchased, installed and administered by Truffles Catering. Truffles Catering
is under contract to Royal Roads University to provide onsite food services. Truffles Catering is a
locally owned professional catering company who provides catering services for corporate
events, weddings, office functions, and other social occasions as well as operating permanent
restaurant facilities within Greater Victoria. In addition they own a number of liquor stores that
also have CCTV in place. Their offices reside at 1461 Benvenuto Avenue

Victoria, BC.

CCTV cameras will record customer and staff activity at the above noted operating areas as a
tool to both deter and manage instances of perceived or confirmed theft. In addition, recorded
images may be used for the assessment of instances involving personal injury when
responding to claims.
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The project involves installation of a digital recording system in the Café which will record
activity in key areas where there is a perceived risk of theft due to the nature of the services
performed and/or the nature of the products being stored in that area. The system will be
installed internally. No cameras will record images external to the Café. There is no audio
recording capability installed for this system.

Royal Roads University employs a Privacy Officer who is responsible for ensuring that the
University is in compliance with the Freedom of Information and Protection of Privacy Act

(FIPPA).

TR

(@) | Does this PIA involve a common or integrated program/activity (as _
defined in the FOIPP Act)? X

| and l

"""" | Is the common or integrated program/activity confirmed by the 1

- written requirements set out in the regulation? '

'(b) | Does this PIA involve a data-linking initiative (as defined in the O _
FOIPP Act)? X

If yes, please ensure you have notified the Office of the Information and Privacy
Commissioner at an early stage of development of the initiative pursuant to section 69
(5.5) of the FOIPP Act.

4. Purpose/Objectives of the initiative (if statutory, provide citation).

The purpose of this initiative is to manage, and deter possible theft that may be occurring within
both the service/cash area and the operational and storage areas of the Café by recording
images of patrons, service providers and staff that can be used to verify or confirm if any
suspicious activity or confirmed theft has occurred, as well as to review specific instances
involving personal injury claims.

B What are the potential impacts of this proposal? (Include privacy impacts in this description).

The cameras will record the activity of individuals who work at and patronize the Café. The
images will be stored for a period of 14 days and will be constantly overwritten unless an event
occurs which requires the review/copying of the recordings (please see Section |l for further
details regarding the /review/copying of video footage). The event in question will be copied and
further disciplinary action or the need for police involvement will be assessed. Potential privacy
impacts include the storage of personally identifiable information and securing all images from
time of collection to the point of disclosure for internal investigation and/or local police.

6. Provide details of any previous PIA or other form of personal information assessment
done on this initiative (in whole or in part).

A former CCTV system was in place prior to the legislated requirement for the completion of PIA’'s
by Royal Roads University. As such, this is the first PIA completed for this initiative. If additional
camera locations are established that are not already contemplated by this PIA, a follow up PIA
must be completed at that time.

IF THERE IS NO PERSONAL INFORMATION INVOLVED, GO TO X. SIGNATURES.

“IMPORTANT NOTE: The FOIPP Act defines personal information as "recorded information
about an identifiable individual other than contact information." Contact information includes the
name, title, telephone or facsimile number, email address etc., which enables an individual at a
place of business to be contacted.

September 2014 Page 2 of 19



Il DESCRIPTIVE INFORMATION

1. Describe the elements of personal information that will be collected, used and/or
disclosed and the nature and sensitivity of the personal information. [See note above about
the definition of personal information.]

Cameras will capture individual images of users of the Café including physical appearance,
general payment methods, food preferences for customers, date and time of use of the Café, and
details of alleged incidences. Physical appearance, and work methods/habits of staff and service
providers will also be recorded.

Note: payment methods will indicate if either cash or debit/credit card transactions are being used
only. No discernable debit/credit card details will be recorded.

2. Provide a description (either a narrative or flow chart) of the linkages and flows of
personal information collected, used and/or disclosed.

Motion activated dome cameras will record images of customers, staff and service providers at
cash and beverage service area, within the kitchen, receiving areas and inventory storage areas.
The images will be recorded on a standalone DVR located in the catering office for a period of 14
days. The DVR will be accessible by the Accountant, Operations Manager, Chef and the General
Manager of Truffles Catering only. The recorded images remain on the system and are
continually looping and re-writing unless an incident occurs. Upon receiving a report of an
incident occurring, the footage is reviewed by the Truffles Catering Operations Manager. If the
event appears to have been caused by a Royal Roads University student, staff member or faculty
member, the Truffles Operations Manager will notify Royal Roads University's Director of Campus
Services who will review the footage on the system located in the catering office. If it is deemed
that the incident should become a police matter, the Director of Physical and Environmental
Resources for Royal Roads University should be contacted, who will, intern, liaise with the
appropriate local police. If the event appears to have been caused by a Truffles Catering staff
member, the General Manager (in consultation with the Operations Manager) will lead all further
steps. Once the alleged event is identified and confirmed, the image is copied by the Truffles
Catering Operations Manager and provided to either the Director of Campus Services, Director of
Physical & Environmental Resources, and/or local police if deemed necessary. If the police
request a copy of the video, a copy of the video segment may be provided upon presentation of a
valid police file number. Royal Roads University’'s Human Resources department will be notified
if the incident involved a staff or faculty member. Royal Roads University Student Services
department will be notified if the incident involved a Royal Roads University student. See
Appendix A which provides a schematic of all personal information flows.

No images will be collected unless there is a security or law enforcement related incident, a
personal injury incident or an incident requiring further investigation.

As stated above, the recording will occur on a continuous basis for the system and will be
retained for a maximum of 14 calendar days. This time frame may be increased to a maximum of
thirty days if security risks are elevated. Royal Roads University will approve and provide
instructions to extend the recording time when required.

Please see Appendix B for specific camera locations and their field of view.
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]| PERSONAL INFORMATION COLLECTION
(Section 26 and section 27 of the Freedom of Information and Protection of Privacy Act "FOIPP Act")

*IMPORTANT NOTE: Recent amendments to the FOIPP Act have clarified when personal
information has not been collected by a public body. See section 27.1 or contact the Legislation,

IF THERE IS NO PERSONAL INFORMATION BEING COLLECTED, GO TO V. USE OF
PERSONAL INFORMATION

1) Authorization for Collection:

A public body may collect personal information as authorized by one of the following provisions:

5. 26 ...............

| (@) I the collection of personal information specifically authorized by, or |

(b) Is the personal information being collected for law enforcement

(c) ' Is the personal information directly related to, and necessary for, a
program or activity of the university? X

(d) Is the personal information being collected for a prescribed purpose
- (where there is a regulation defining that purpose)? X

(i) Has the individual whose personal information is being collected |
consented, in the prescribed manner, to that collection?

and

(i) Would a reasonable person consider that collection appropriate
in the circumstances?

(e) Is the collection of personal information necessary for the purposes of
planning or evaluating a program or activity of the university? X

() Is the collection of personal information necessary for the purpose of
reducing the risk that an individual will be a victim of domestic violence, X
if domestic violence is reasonably likely to occur?

(9) Is the personal information being collected by observation at a
presentation, ceremony, performance, sports meet, or similar event
where the individual voluntarily appears and that is open to the public? X

Please identify event:

(h) Is personal identity information being collected by:
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5 e T T
" A designated provincial identity information services provider and the | “ :

collection of the information is necessary to enable it to provide services
under section 69.2, X

ar

A public body from a designated provincial identity information services

- provider and the collection of the information is necessary to enable the ;
public body to identify an individual for the purposes of providing a X
service to the individual or the provincial identity information services
provider to provide services under section 69.2.

If none of the above questions has been answered "yes", your office does not have the
authority under the FOIPP Act to collect the personal information in question. If you have any
questions or require clarification please contact the Legislation, Privacy and Policy Branch.

2) How will the personal information be collected?

Royal Roads University must collect personal information directly from the individual the
information is about, with certain specific exceptions.

S T = i i e R
Wil the personal information be collected directly from the individual that the |

information is about? 5

IF YOU ARE ONLY COLLECTING PERSONAL INFORMATION DIRECTLY AS NOTED ABOVE,
YOU WILL NOT NEED TO COMPLETE THE NEXT SECTION ON INDIRECT COLLECTION. GO
TO 3. NOTIFICATION TO COLLECT INFORMATION.

If the personal information has not been collected directly from the individual it is about, check
which of the following authorizes the indirect collection:

= 27(1) ; TN

(aﬁ(i) ' Did the individual the information is about authorize another method

(a)(ii)  Has indirect collection been authorized by the Information and |

(a)(iiiy  Has indirect collection been authorized by another enactment?

If yes, please specify the name of the Act and relevant section(s)

(a.1)(i)  Is the personal information necessary for the medical treatment of
an individual and it is not possible to collect the information directly
from that individual?

(a.1)(ii)  Is the personal information necessary for the medical treatment of
an individual and it is not possible to obtain authority under (iv) for
another method of collection?

(b) Is the public Body collecting personal information disclosed to it by
another public body under an authority within sections 33 to 36 of
the FOIPP Act?

Specify relevant section(s) or subsections that apply.
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s.27(1) ' Yes  No  nia

(c)(i)" ' Is the 'personal information being collected for the prbbse of
determining suitability for an honour or award including an honorary
degree, scholarship, prize or bursary?

(c)(ii) | Isthe personal information being collected for the purpose of a
proceeding before a court or a judicial or quasi-judicial tribunal?
(c)(iii) s the personal information being collected for the purpose of
collecting a debt or fine or making a payment?
(c)iv)  Is the personal information being collected for the purpose of law
enforcement?
(c)(v) Is the personal information being collected to reduce the risk that an

individual will be a victim of domestic violence, if domestic violence
is reasonably likely to occur?

(d) | Is the personal information being transferred to the public body from

| another public body in accordance with section 27.1?
(e) " Is the 'personéImi"ﬁfdfmétion bé'iH'ngblleE:{e_d he(':'eé'sary for deiivering a
| common or integrated program or activity?

()  Is the personal information about an employee, other than a service
- provider, and the collection of the information is necessary for the
purposes of managing or terminating an employment relationship
between a public body and the employee?

(9) " Is the information personal identity information that is collected by
the designated provincial identity information service that is

If none of the above authorities have been checked, your office does not have the authority
under the FOIPP Act to collect the personal information in question If you have any questions
or require clarification please contact the Legislation, Privacy and Policy Branch.

3) Notification to collect information

A public body must ensure that an individual from whom it collects personal information is notified
of the collection as outlined below.

s. 27(2) Yes | No ' n/a
Has the individual from whom personal information is being collected, been informed of:

' (a) the purpose for collection? X

(b) the legal authority for collection? X

(c) the contact information of the person who can answer questions
regarding the collection?
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s. 27(2) ' ) ~Yes No | nia |

Additional details as required (e.g., method of notification)

Notification is provided at all entrances into the Habitat Café prior to an individual
entering into the field of recording for the cameras. All Habitat Café staff are
advised at the time of the commencement of their employment that CCTV is in use
in their workplace.

Notification is not required if the answer is “yes” to any of the following:

S TG o _ TR | e
(a) . Is the pefsonal informatién about law enforcementoranythmg o R B
referred to in section 15(1) or section 15(2) of the FOIPP Act? X
(b)  Has the Minister responsible for the FOIPP Act excused the University from complying
. because it would
~(a) resultin the collection of inaccurate information? T T x
£ R . N ] |
| (b) defeat the purpose or prejudice the use for which the personal X
information is collected?
()  The information
(a) is not required, under subsection 27(1), to be collected directly i
from the individual the information is about, and i
(b) is not collected directly from the individual the information is '
about
(d) Is the information collected by observation at a presentation,
ceremony, performance, sports meet or similar event at which the
individual voluntarily appears and that is open to the public. X

Please identify event:

27 (4)  lIs it reasonable to expect that notifying an employee of collection
under subsection 27 (1) (f) would compromise

(a) the availability or accuracy of the information, or X

(b) an investigation or a proceeding related to the
employment of the employee?

Additional details as required

If you have not provided the required notification as outlined above, please contact the
Legislation, Privacy and Policy Branch.
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v USE OF PERSONAL INFORMATION - (Section 32 of the FOIPP Act)

Is personal information being used? ' ' | X

IF THERE IS NO PERSONAL INFORMATION BEING USED, GO TO V. DISCLOSURE OF
PERSONAL INFORMATION

Under the FOIPP Act, the University may use personal information in our custody or under our
control only for certain specified purposes as outlined below.

The University must check one or more of the authorities listed below:

e ] s B : _ o BT _n!a

(a) " Will the information be used only for the purpose for which it was T |
obtained or compiled or for a use consistent with the original purposes?

X

obtained or compiled. Include, if applicable, details of the consistent/secondary use.

The personal information collected by the CCTV system will be used to review
circumstances concerning any known or alleged theft, vandalism or violence
occurring in the Habitat Café. The footage may also be used in the event of injury
claims to assess the incidents resulting in the claim itself.

(b) ' Has the individual the personal information is about consented to the
" use?
(Note: Supporting documentation must be on file.)

Consent is implied when the individual, having been notified of the use
of CCTV in the Café via posted signage, continues to enter into the
Café.

(c) ' If the personal information was disclosed to the University by another
public body under an authority within sections 33 to 36, is the X
information being used for that same purpose?

If you have not checked one of the above, you do not have the authority to use the information. If
you have any questions or require clarification please contact the Legislation, Privacy and Policy
Branch.

Vv DISCLOSURE OF PERSONAL INFORMATION
(Section 33, section 33.1, section 33.2, section 33.3, section 34, section 35 and section 36 of the FOIPP Act)

Yes  No | nia |

Is personal information being disclosed? X

IF THERE IS NO PERSONAL INFORMATION BEING DISCLOSED, GO TO
VI. ACCURACY AND CORRECTION OF PERSONAL INFORMATION.
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The University may disclose personal information in its custody or under its control only as
permitted under sections 33.1, 33.2, or 33.3 of the FOIPP Act.

1) Disclosure of Personal Information

Sections 33, 33.1, 33.2 and 33.3 of the FOIPP Act provide the legislative authority to disclose personal
information. Section 33 provides that personal information cannot be disclosed unless it is authorized
under section 33.1, 33.2, or 33.3.

Please choose the main authorization(s) for disclosure below. All authorities that may apply do
not need to be checked, only the main authorizations for the initiative.

s.33.1 Disclosure inside OR outside Canada ) Yes No nia

(1 )(a) In accordance with Part 2 (pursuant to an FOI request) - E ) X

(1)(a1) I the information or disclosure is of a type described in section 22(4) (), (f), (h), (i) or ()’

22(4) A disclosure of personal information is not an unreasonable invasion of a third
party's personal privacy if

remuneration as an officer, employee or member of a public body X
or as a member of a minister's staff,

' (f) the disclosure reveals financial and other details of a contract to =
supply goods or services to a public body, X

" (h) the information is about expenses incurred by the third party while
travelling at the expense of a public body, X

(i) the disclosure reveals details of a licence, permit or other similar
discretionary benefit granted to the third party by a public body, not :
including persenal information supplied in support of the X
application for the benefit, or

(j) the disclosure reveals details of a discretionary benefit of a
financial nature granted to the third party by a public body, not i
including personal information that is supplied in support of the X
application for the benefit or is referred to in subsection 22(3)(c).

(1)(b) If the individual the information is about has identified the information
and consented, in the prescribed manner, to its disclosure inside or
outside Canada, as applicable X
(Note: Supporting documentation must be on file)

(1)(¢) | In accordance with an enactment of British Columbia (other than the
Freedom of Information and Protection of Privacy Act)or Canada that X
authorizes or requires its disclosure

' Specify name of enactment and relevant section(s)

(1)(c.1) @ If the personal information is made available to the public in British
Columbia under an enactment, (other than the Freedom of Information
and Protection of Privacy Act) that authorizes or requires the X
information to be made public

' Specify name of enactment and relevant section(s)
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s.33.1 Disclosure inside OR outside Canada "Yes | No | n/a |

(1)(d) | In accordance with a provision of a treaty, arrangement or written
agreement that

(i) authorizes or requires its disclosure, and X

- (ii) is made under an enactment of British Columbia (other than the
= Freedom of Information and Protection of Privacy Act) or Canada

(1)(e) | To an individual who is a minister, an officer of the public body or an
employee of the public body other than a service provider, if

(i) the information is necessary for the performance of the duties of

and

(ii) in relation to disclosure outside Canada, the outside disclosure is
. necessary because the individual is temporarily travelling outside
- Canada

disclosure outside Canada is necessary

(1)(e1) | To an individual who is a service provider of the public body, oran
employee or associate of such a service provider, if

(i) the information is necessary for the performance of the duties of
the individual in relation to the public body,

"and
(i) in relation to disclosure outside Canada,

(A) the individual normally receives such disclosure only inside
Canada for the purpose of performing those duties, and

- (B) the outside disclosure is necessary because the individual is
- temporarily travelling outside Canada

' If paragraph (1)(e.1)(ii) applies, please explain how the travel is temporary and why
disclosure outside Canada is necessary

(1)) To an officer or employee of the public body or to a minister, if the
information is immediately necessary for the protection of the health or X
safety of the officer, employee, or minister

(1)(@)  To the Attorney General or legal counsel for the public body, for the
purpose of preparing or obtaining legal advice for the government or

public body or for use in civil proceedings involving the government or X
public body
(1)(h) To the minister responsible for the Coroner's Act or a person referred to
in section 36 of that Act, for the purposes of that Act X
MG i ' '

(i) the disclosure is for the purposes of collecting amounts owing to the '
government of British Columbia or a public body by

a. an individual, or
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s.33.1 Disclosure inside OR outside Canada ! Yes | No  nla

b. corporation of which the individual the information is
about is or was a director or officer,

and

(i) in relation to disclosure outside Canada, there are reasonable
grounds for believing that

a. the individual the information is about is in, resides in
or has assets in the other jurisdiction, or

b. if applicable, the corporation was incorporated in, is

" (i) apayment to be made to or by the government of British Columbia |

or a public body, X
(i) authorizing, administering, processing, verifying or cancelling such
a payment, or X

(i) resolving an issue regarding such a payment ] X

(1)G) (i) Repealed.
(1)(k)  For the purposes of

(1)) For the purposes of licensing, registration, insurance, investigation or
? discipline of persons regulated inside or outside Canada by governing X
bodies of professions and occupations

(m) I

(i) the head of the public body determines that compelling circumstances
exist that affect anyone's health or safety, and

(ii) notice of disclosure is mailed to the last known address of the X
individual the information is about, unless the head of the public body
considers that giving this notice could harm someone's health or
safety

(1) (m.1)  For the purpose of reducing the risk that an individual will be a victim of
i domestic violence, if domestic violence is reasonably likely to occur X

(1)(n) | So that the next of kin or a friend of an injured, ill or deceased individual
may be contacted X

(1)(0) ' In accordance with section 36 (disclosure for archival or historical
- purposes) X

(1)(p) " The disclosure
(i) is necessary for

(A) installing, implementing, maintaining, repairing, trouble shooting or

upgrading an electronic system or equipment that includes an

electronic system that is used in Canada by the public body or by a X
service provider for the purposes of providing services to a public

body, or
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(B) data recovery that is being undertaken following failure of an
electronic system that is used in Canada by the public body or by a
service provider for the purposes of providing services to a public
body

~and

(ii) in the case of disclosure outside Canada

(A) is limited to temporary access and storage for the minimum time
necessary for that purpose, and

(B) in relation to data recovery under subparagraph (i)(B), is limited to
access and storage only after the system failure has occurred

(1)(q) " If the information was collected by observation at a presentation,
ceremony, performance, sports meet or similar event at which the
individual voluntarily appeared and that was open to the public. - X
Please identify event: :
e s e : i ; |

i

Was disclosed on a social media site by the individual the information is
about,

the public body to engage individuals in public discussion or promotion

respecting proposed or existing initiatives, policies, proposals, programs

or activities of the public body or respecting legislation relating to the

public body, X

and

Is disclosed for a use that is consistent with the purpose of enabling the
public body to engage individuals in public discussion or promotion
respecting proposed or existing initiatives, policies, proposals, programs

- or activities of the public body or respecting legislation relating to the
public body.

(1)(s) " In accordance with section 35 (disclosure for research or statistical
purposes). X

(1)(t) ' To comply with a subpoena, a warrant or an order issued or made by a
court, person or body in Canada with jurisdiction to compel the production X
of information

(2) In addition to the authority under any other provision of this section or section 33.2, a public
body that is a law enforcement agency may disclose personal information referred to in section
33

(2)(a) | To another law enforcement agency in Canada X

(2)(b) ~ To a law enforcement agency ina foreign country under an arrangement, a
written agreement, a treaty or provincial or Canadian legislative authority. X
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(3)

(4)

(5) and

(6)
(7)

[s.33.2
. i

(e)

(f)
(@)

(h)

September 2014

Repealed.

. employee or minister

Canada under a provision of section 33.2 in specific cases or specified
circumstances, subject to any restrictions or conditions that the minister
considers advisable.

' In addition to the authority under any other provision of this section or

section 33.2, the Insurance Corporation of British Columbia may disclose
personal information if,

(a) the information was obtained or compiled by the University for the
purposes of insurance provided by the public body, and

(b) disclosure of the information is necessary to investigate, manage or
settle a specific insurance claim.

| For the purposes of operating the designated provincial identity information
services as permitted under section 33.1 (5) and (6)

X

obtained or compiled. Include, if applicable, details of the consistent/secondary use.

information is necessary for the performance of the duties of the officer,

(i) a public body, or
(i) an agency

~ or to a minister, if the information is necessary for the delivery of a common

or integrated program or activity and for the performance of the duties,
respecting the common or integrated program or activity, of the officer,
employee or minister to whom the information is disclosed

' To an officer or employee of a public body or to a minister, if the information

is necessary for the protection of the health or safety of the officer, employee
or minister

To the auditor general or any other prescribed person or body for audit
purposes

To a member of the Legislative Assembly who has been requested by the
individual the information is about to assist in resolving a problem

To a representative of the bargaining agent, who has been authorized in
writing by the employee whom the information is about, to make an inquiry
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s.33.2 | Disclosure inside Canada only ' Yes | No | n/a |

| (i) Toa pubilc body or a law enforcement agency in Canada to assistin a specmc mvestlgatmn
(i) undertaken with a view to a law enforcement proceeding, or X
' (i) from which a law enforcement proceedmg is llkely to result | X
(i) To the archives of the government of British Columbia or the archives ofa
public body' for archival purposes X
(k) ' Repealed. )
""" () ' Toan officer or employee of a public body or to a minister, if the information
: is necessary for the purposes of planning or evaluating a program or activity | X

of a public body

~ Additional details as required

ut Req uest | Yes No | nla

's.33.3  Disclosure to Public Wit
(1) Do the records faII W|th|n a category established under section 71 (1)? T X T

(2) | Do the records fall within a category established under section 71.1 (1)? T x

~ Additional details as required

2) Systematic or Repetitious Disclosure/Exchanges?
. Do the disclosures of personal information under section 33.2 occur .
on a regular basis? X
i i Has an Information Sharlh_é 'ﬁafeement been complé'féamfﬁ}miﬁ'ése """"""""
 disclosures/exchanges? X
ii. ' Has information related to the Information Sharing Agreement(s) -
- been entered into the Personal Information Directory? X

Personal information exchanges within the University do not normally require an Information
Sharing Agreement (ISA) if they are for a consistent purpose as defined under section 33.2(a) of
the Act or are necessary for the performance of an employee of the public body under section
33.2(c). However, depending on the nature and sensitivity of the personal information
exchanged, the University might choose to prepare an ISA or similar written statement of
understanding.

3) Research or Statistical Purposes (Section 35)

Yes No | n/a

Has a researcher requested access to personal information in an identifiable form ' X
for research purposes?
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If “yes”, a research agreement that conforms to the criteria established in section 35(d) must be
in place. Contact the Legislation, Privacy and Policy Branch for assistance.

Please note: Research using personal information may only be conducted if it meets all of the
terms of section 35.

4) Archival or Historical Purposes (Section 36)

The archives of the government of British Columbia, the archives of a public body, or a board or a
francophone education authority (as defined in the School Act) may disclose personal information in its

custody or under its control to be disclosed for archival or historical purposes as authorized by section
36.

Please check the authorization(s) for disclosure listed below.

(@) The disclosure would not be an unreasonable invasion of personal
' privacy under section 22 X
(b)  Thedisclosure is for historical research and is in accordance with section
' | 35 (research agreements) X
()  The information is about someone who has been dead for 20 or more
years X
(d) ' The information is in a record that has been in existence for 100 or more 5
years

If you have not answered “yes” to any of the above authorizations for disclosure, you do not
have the authority to disclose personal information. If you have any questions or require
clarification, please contact the Legislation, Privacy and Policy Branch.

Vi ACCURACY AND CORRECTION OF PERSONAL INFORMATION
(Section 28 and section 29 of the FOIPP Act)

7 T e

1. Are there procedures in place to enable an individual to request/review
a copy of their own personal information?

As video footage may contain images of other identifiable individuals,

those individuals who would like to receive a copy of the video footage &
related to themselves must submit a formal request under the Freedom
of Information and Protection of Privacy Act.
2 Are there procedures in place to correct or annotate an individual's
personal information if requested, including what source was used to
update the file? X
As the cameras records real time images of the Café, there is no
mechanism or need to correct the recordings.
3. | If personal information is corrected, are there procedures in préce to
notify other holders of this information? X

September 2014 Page 15 of 19



If yes, please provide the name of the policy and/or procedures, a contact person
and phone number.

| Policy/procedure:
~ Contact person:

' Phone number:

Additional details as required

If any of the questions above have been answered "no", please contact the Legislation, Privacy
and Policy Branch for further clarification.

Vil SECURITY AND STORAGE FOR THE PROTECTION OF PERSONAL INFORMATION (Sections 30
and 30.1 of the FOIPP Act)

Note: For PlAs related to new or existing systems, this section should be completed by the
Branch of the ministry responsible for systems maintenance and security, and signed off
by this branch, in the Signatures section.

For PlAs that do not involve systems initiatives, this section should be completed by the
program area completing the PIA. In this case, the signature of the systems
representative is not required.

Section 30 of the Act requires a public body to protect personal information in its custody or
under its control by making reasonable security arrangements against such risks as
unauthorized access, collection, use, disclosure or disposal.

' Yes | No | nla

[ 1. ' Is there reasonable technical security in place to protect against
unauthorized access or disclosure?

The CCTV system is not monitored off-site. Senior Site Management
and/or their designate will be the only people able to access the

- system. As per standard operating procedures (SOP) within most X
institutions, these are the only people who will have access to the
recording device (NVR). As a physical security measure, the NVR will
be keptin a secured location.

2. " Is there reasonable physical security in place to protect against
unauthorized access or disclosure?

Section 15(1)(1) .
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3. ' Are there policies and procedures in place for the security of personal
information during routine collection, use and disclosure of the
information?

Royal Roads University maintains a rivacy policy and privacy breach
protocol for the University

If yes, please provide the name of the policy and/or procedures, a contact person
and phone number.

' Policy/procedure: | Royal Roads University Privacy Policy, Royal Roads University
Privacy Breach Protocol

' Contact person: | Bev Hooper, FOI and Privacy Consultant
~ Phone number: 250 391-4178

Access to the recorded images is limited to the Operations Manager,
Accountant, Chef and General Manager of Truffles Catering. If an
incident involves a Royal Roads University staff member or student
the Director of Campus Services will be notified and coordinate next
steps with Royal Roads University staff as required.

' delete personal information?

As the cameras record real time images of the Café, there is no
mechanism or need to add, change or delete personal information.

track use of the system (e.g., when and who accessed and updated
the system)?

The Senior Management (Operations Manager, Chef and Accountant)

would have their own passwords and the NVR keeps an internal _ X
record of accesses based on the password used. A report of the

onsite records would be provided to the GM of Truffles Catering each

month and then the records would be deleted.

7. ' Does the audit identify inappropriate accesses to the system?

With passwords limited to senior management and/or their designate,
inappropriate access is unlikely. Regardless, SOPs will be instituted

to limit and identify inappropriate access, for example: X
1) Access to NVR only when senior management AND a designate

are present.

Section 30.1 requires a public body to ensure that personal information in its custody or under
its control is stored only in Canada and accessed only in Canada unless the individual the
information is about has consented or the disclosure is otherwise allowable under the Act.

Yes' N6 h.-'a

Will the information be stored or accessed only in Canada? [ X
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Personal information in a public body’s custody or under its control must be stored and
accessed only in Canada, unless one of the following applies:

""" Yes  No nla
(a) ' Has the individual the personal information is about identified it and i '
consented, in the prescribed manner, to it being stored in or accessed X
- from another jurisdiction?

(b)  Will the personal information be stored in or accessed from another
jurisdiction for the purpose of a disclosure that is authorized under the X
| | Freedom of Information and Protection of Privacy Act?

Please explain

() Will the personal information be disclosed under section 33.1(1)(i.1)? X

VIl RETENTION OF PERSONAL INFORMATION - (Section 31 of the FOIPP Act)

If a public body uses an individual’s personal information to make a decision that directly affects
the individual, the public body must retain that information for at least one year after using it so
that the individual has a reasonable opportunity to obtain access to it.

a decision that directly affects an individual is retained for at least one X
year after use?

If you answered "no" to the above questions, your procedures may need to be revised. Please
contact your Records Officer.

Note: Records of provincial public bodies and designated organizations/public bodies cannot be

destroyed unless approval is granted under the authority of the Document Disposal Act. Please
consult with your Records Officer to initiate the records scheduling process.
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SIGNATURES

APPROVALS:
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Alistair Eason Date
General Manager
Truffles Catering
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é’ﬁ( Bonnie Hastings " Date
Director, Campus Services Division
Royal Roads University
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Stewart Ralph Date
Director, Physical and Environmental

Resources
Royal Roads University

) Kot 5 /15t
Lynn Jofy ///ﬂ Date
Associate Vice President, Human Resources
Royal Roads University
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Bev Hooper Date
FOI and Privacy Consultant
Royal Roads University

,@’\7——/@ @yréﬁ)l\—fw

Dan Tulip Date
Vice President and Chief Financial Officer
Royal Roads University
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Appendix A — Incident Management for Video Recordings

Truffles Catering

Operations Manager Individual in question is General Manager Truffles
Habitat Café ; or designate reviews | recognized as a Truffle’s Catering investigates as
Incident " recording and makes > Catering staff member or +| appropriate

copy supplier 1

\

Individual in question is
recognized as a Royal Roads
University staff, faculty or

Director, Campus Services
reviews recording identifies S
individual involved s either a Director of HR to be notified if
student, staff or faculty individual is a staff member or
member and determines if
incident may be a police
matter.

faculty member

\ Director of Student Services to be

notified if individual is a student
\

\ |

| If police involvement may be necessary the
[ Director of Physical and Environmental
Resources is advised who will further assess

and confirm.
‘"\

Local Police are
contacted and
provided copy
upon proof of

active police file
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