Royal Roads University
Privacy Impact Assessment

Video Surveillance System
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PART 1: GENERAL INFORMATION

PIA file number: 2022-01

Initiative title: Video Surveillance System

Organization: Rovyal Roads University

Branch or unit:

Your name and title: Jo-Ann Bellamy, Privacy Consultant
Hooper Access and Privacy Consulting Ltd.

Your work phone: 250-208-3431

Your email: ihellamy@hooperconsulting.ca

Initiative Lead name and | Jessica Woollard

title: Administrative Portfolio Manager, Operations & Resilience




Initiative Lead phone: 250-391-2600, Ext, 4127

Initiative Lead email: Jessica.Woollard@royalroads.ca

Privacy Officer: Don Devenney

Senior IT Security and Risk Specialist

Privacy Officer phone: 250-391-2600, Ext. 4975

Privacy Officer email: Don.devenney@royalroads.ca

General information about the PIA:

Is this initiative a data-linking program under FOIPPA? If this PIA addresses a data-linking
program, you must submit this PIA to the Office of the Information and Privacy

Commissioner.

No

Is this initiative a common or integrated program or activity? Under section FOIPPA 69

(5.4), you must submit this PIA to the Office of the Information and Privacy Commissioner.

No

Related PlAs, if any:

None

1. What is the initiative?
Royal Roads University (University) intends to use Video Surveillance Systems on University
campuses. The University recognizes that the use of Surveillance Systems impacts the privacy of
employees, contractors, students, volunteers, clients, and visitors, and will balance the privacy
interests of individuals with the important safety and other benefits arising from the reasonable

use of Surveillance Systems.

The University will use Surveillance Systems for the purposes of maintaining and enhancing
safety and security of persons, assets, property, and infrastructure, including preventing and

deterring crime, identifying suspects, and gathering evidence. Though not an intended purpose,



th,e recordings may also be used in the event of a personal injury claim. The Surveillance
Systems will not be used to monitor work performance or productivity of employees or
contractors. However, the University may refer to footage, or inspect or rely upon it, if it is
relevant to a workplace incident or investigation. Surveillance Systems will not be used to
monitor academic conduct or performance, such as exam invigilation. However, the University

may refer to footage, or inspect or rely upon it, if it is relevant to an incident or investigation.

The University collects, uses, stores, and discloses surveillance and recording data in
compliance with the University’s Privacy and Protection of Information Policy, FOIPPA, and
other applicable laws. Only authorized personnel, licensed security contractors, and licensed
video service providers shall be granted access to the Surveillance Systems’ controls,
equipment, and records. Such access is to be exercised only when it is necessary in the

performance of authorized duties.

Recorded information stored on encrypted devices will be destroyed after 30 days, except for
records awaiting review by Law Enforcement agencies, information seized as evidence, or
information that has been duplicated for use by Law Enforcement agencies, which shall be
destroyed after one year. The University will not retain video footage any longer than 30 days

when there is no legal, business, or operational purpose for keeping it.

Notice of Surveillance Systems will be posted at the perimeter of surveillance areas and will
include notice of the purposes for the surveillance, the |legal authority for collecting it, and the
contact information of a University representative who can answer questions about the

Surveillance Systems.

All cameras will be installed where they are visible to employees, contractors, students,
volunteers, clients, and visitors and will be positioned in hallways, entrances and exits, open
areas, and parking lots. Cameras will not be installed in or near areas where there is a general

expectation of privacy, such as washrooms or change rooms.

Surveillance Systems will not include the use of hidden cameras or any surreptitious collection

of personal information.



The University considered and tried other available, less intrusive methods of monitoring
before implementing new Surveillance Systems, such as increased patrols, installing security
keys in sensitive areas, and signage indicating authorized personnel only. These methods were

not successful in preventing numerous incidents.

The University will use the AXIS M3216-LVE Dome Camera. Specifications can be found in
Appendix A of this PIA.

Thirty-two cameras will be installed throughout the University. Further information regarding

the locations of the cameras can be found in the University's Site Location Plan.

Requests for access to video footage must be made following the University’'s Managing Video
Surveillance Procedure, and access will only be provided as authorized or required under

FOIPPA.

The University has a Video Surveillance Policy and Managing Video Surveillance Procedure in

place.

What is the scope of the PIA?

This PIA addresses the collection, use, disclosure, storage, and security of personal
information collected and recorded by a Video Surveillance system at Royal Roads
University.

What are the data or information elements involved in your initiative?

The personal information is the live and recorded Surveillance System camera feed of

individuals on the University campus.,

3.1 Did you list personal information in question 3?

Personal information is any recorded information about an identifiable individual, other than
business contact information. Personal information includes information that can be used to

identify an individual through association or reference.

Yes.



4,

LR

How will you reduce the risk of unintentionally collecting personal information?

Not applicable.

PART 2: COLLECTION, USE AND DISCLOSURE

Collection, use and disclosure
Use this column to describe the way personal Collection, | FOIPPA Other legal
information moves through your initiative step | use or authority authority
by step as if you were explaining it to someone | disclosure
who does not know about your initiative.
Step 1: Image of incident is captured Collection S. 26
Step 2: Image is reviewed to investigate and Use S. 32(a) and
address specific safety or security incidents. If a 32(b)
security, personal health or safety, or another
event has been recorded, the image is saved on
the University’s secure network. Records created
by Surveillance Systems will be retained and
destroyed following relevant University policies
and legislation, including records that have been
reviewed for Law Enforcement purposes or are
included in a Campus Security incident report.
Step 3: Viewing and preparing recordings in the Use S.32(a)
event of an access/FOI request, e.g., removing Disclosure S.33(1)
third-party personal information.
Step 4., Image is disclosed to third party (e.g., law | Use S. 32(c)
enforcement) and retained for a minimum of one | Disclosure | S. 33(2)

year.,




6. Collection Notice
If you are collecting personal information directly from an individual the information is about,

FOIPPA requires that you provide a collection notice (except in limited circumstances).

Signage will be posted on the perimeter of areas being monitored by Video Surveillance and will
be visible prior to an individual entering the field of recording. The signage will include the

following content:
This area is being MONITORED and RECORDED by Campus Security.

Attention: To enhance security, this area is under 24-hour video surveillance. Information
is collected under the Freedom of Information and Protection of Privacy Act. For more

information, contact Campus Security at 250-391-2525.

PART 3: STORING PERSONAL INFORMATION

7. s any personal information stored outside of Canada?

No.

8. Does your initiative involve sensitive personal information?

Yes, recordings could potentially involve sensitive personal information.

9. Is the sensitive personal information being disclosed outside of Canada under
FOIPPA section 33(2)(f)?
No.

10. Where are you storing the personal information involved in your initiative?

Not applicable.

PART 4: ASSESSMENT FOR DISCLOSURES OUTSIDE OF CANADA

Complete this section if you are disclosing sensitive personal information to be stored outside

of Canada. You may need help from your organization’s Privacy Officer.



11. Is the sensitive personal information stored by a service provider?

Not applicable.

12.  Provide details on the disclosure, including to whom it is disclosed and where the
sensitive personal information is stored.

Not applicable.

13. Does the contract you rely on include privacy-related terms?

Not applicable.

15.  What controls are in place to prevent unauthorized access to sensitive personal
information?
Not applicable,

16. Provide details about how you will track access to sensitive personal information.

Not applicable.

i7. Describe the privacy risks for disclosure outside of Canada.

Not applicable.

PART 5: SECURITY OF PERSONAL INFORMATION

18.  Does your initiative involve digital tools, databases, or information systems?
Yes.
18.1 Do'you or will you have a security assessment to help you ensure the initiative

meets the security requirements of FOIPPA section 30?

No.

19. What technical and physical security do you have in place to protect personal

information?

Section 15(1)(1)



Section 15(1)(I)

20.

Controlling and tracking access

Strategy

RRU only allows employees in certain roles
access to information

Yes. Only the following persons are
authorized to access the restricted area
where the recordings of Video Surveillance
system are stored:

e Members of the University’s Campus
Security team;

e Director of ITS or designate;

e Director of Operations or designate;
and

e Persons authorized by the Director of
Operations or designate, e.g., licensed
video service providers.

Employees who need standing or recurring
access to personal information must be
approved by executive lead

Yes

RRU uses audit logs to see who accesses a file
and when

Yes. All instances of access to, and use of,
recorded material produced by Surveillance
System will be tracked in a log, to be
developed. The log will be maintained by
Campus Security,

Describe any additional controls:

Records produced by the Surveillance System
may only be removed from the restricted-
access area upon the written authorization of
the Director of Operations or designate.

Requests to access personal information
recorded by the Surveillance System must
follow the processes outlined in the
University’s Privacy and Protection of




Strategy

Information Policy. Disclosures will be made
in accordance with FOIPPA,

Where a record created by the Surveillance
System is requested as part of an
investigation of an incident or alleged
misconduct, it will only be disclosed when
approved by the Privacy Officer and the
Director of Operations or designate. If a
request to access a record created by the
Surveillance System creates a real or
apparent conflict of interest for the Director
of Operations, or any person overseeing the
Director of Operations, the President will
appoint a designate for the purposes of the
request,

The University may place restrictions on the
use of a record created by the Surveillance
System that is disclosed through the request
to access personal information as deemed
appropriate.

If a record created by the Surveillance System
captures third parties, the faces of third
parties will be blurred upon disclosure, in
accordance with FOIPPA.

If a record created by the Surveillance system
has been requested as part of a freedom of
information request through the Office of the
Information and Privacy Commissioner of BC
(OIPC), Campus Security, with direction from
the Director of Operations, will release the
record to the OIPC only after receiving
written approval from the Vice-President,
Finance and Operations.




PART 6: ACCURACY, CORRECTION AND RETENTION

21.  How will you make sure that the personal information is accurate and complete?

FOIPPA section 28 states that a public body must make every reasonable effort to ensure that

an individual’s personal information is accurate and complete.

Personal information will be recorded live by cameras and is therefore accurate and complete

at time of recording.

22. Requests for correction
FOIPPA gives an individual the right to request correction of errors or omissions to their

personal information. You must have a process in place to respond to these requests.

22.1 Do you have a process in place to correct personal information?

No. It is not possible to correct the personal information as it is recorded live by CCTV.,

22,2 Sometimes it's not possible to correct the personal information. FOIPPA
requires that you make a note on the record about the request for correction if
you're not able to correct the record itself. Will you document the request to
correct or annotate the record?

Not applicable.

22.3  Ifyou receive a request for correction from an individual and you know you
disclosed their personal information in the last year, FOIPPA requires you to notify
the other public body or third party of the request for correction. Will you ensure
that you conduct these notifications when necessary?

Not applicable.

23. Does your initiative use personal information to make decisions that directly affect
an individual?

Yes.

10



24. Do you have an information schedule in place related to personal information used
to make a decision?
FOIPPA requires that public bodies keep personal information for a minimum of one year

after it is used to make a decision. In addition, the Information Management Act requires that

you dispose of government information only in accordance with an approved information

schedule.

Yes. Royal Roads has a detailed records and retention schedule that may be viewed HERE. A
review of the appropriate section in this schedule confirms that personal information used to

make a decision directly affecting an individual is retained for a minimum of one year.

PART 7: AGREEMENTS AND INFORMATION BANKS

25.  Does your initiative involve an information sharing agreement?

No.

26.  Will your initiative result in a personal information bank?
A personal information bank (PIB) is a collection of personal information searchable by name or

unique identifier.

No,

PART 8: ADDITIONAL RISKS

27. Risk response
Describe any additional risks that arise from collecting, using, storing, accessing or disclosing

personal information in your initiative that have not been addressed by the questions on the

template.
Possible risk Response
Risk 1: Unauthorized individuals at the Only authorized personnel, licensed security
University view the live feed or access the contractors, and licensed video service
recordings. providers will be granted access to the

11



Possible risk

Response

Surveillance Systems’ controls, equipment,
and records. Such access will be exercised
only when it is necessary in the performance
of authorized duties. The University has
policies, procedures, and protocols in place
to ensure the security of personal
information, e.g., Managing Video

Surveillance, Video Surveillance Policy.

Risk 2: Service providers/contractors view the
live feed or access the recordings without

authorization.

Licensed contractors will be authorized by
the Director of Operations or designate to
access records created by the Surveillance
System for installation and maintenance
purposes only. Contractors must have a
signed non-disclosure agreement in place
prior to accessing the Surveillance Systems.
Failure of a video service provider to comply
with the procedure, related policies, and
legislation will constitute a breach of contact
and may result in termination of the contract

and legal action.

Risk 2: Personal information is released

without consent to a third party.

Campus Security must receive written
approval from the Vice-President, Finance
and Operations, before releasing recordings.
Recordings will be viewed and faces of third
parties in the video will be blurred before the

recordings are released.

12



PART 9: SIGNATURES

You have completed a PIA. Submit the PIA to your Privacy Officer for review and comment, and

then have the PIA signed by those responsible for the initiative.

Privacy Office Comments

Privacy Office Signatures

This PIA is based on a review of the material provided to the Privacy Office as of the date below.

Role Name Electronic signature Date signed
Privacy Officer / Bev Hooper

Privacy Office Hooper Access and CLM‘\ K / 3'5
Representative Privacy Consulting Ltd ™

Program Area Signatures

This PIA accurately documents the data elements and information flow at the time of signing. If

there are any changes to the overall initiative, including to the way personal information is

collected, used, stored, or disclosed, the program area will engage with their Privacy Office and

if necessary, complete a PIA update.

Program Area Comments:

Role Name Electronic signature Date signed
Initiative lead Jessica Woollard
Administrative Portfolio
Manager
Program/Department Ron Granados 7Z—' 0/“( »./(
Manager Director, Operations - T 29 Aug 2023

Carolyn Levesque, AVP Operations & Resilience 30Aug23

13



Role

Electronic signature

Date signed

Contact Responsible for
Systems Maintenance
and/or Security

Only required if they have

been involved in the PIA

Head of public body, or
designate
Only required if personal

information is involved

Philip Twyford

Vice President, Finance

and Operations

z/

14



Appendix A

AXIS a

COMMUNICATIONS

AXIS M3216-LVE Dome Camera

Affordable surveillance in 4 MP with deep learning

This cost-effective fixed focal dome offers Lightfinder, Forensic WDR, and OptimizedIR, and ensures excellent image
quality under any light conditions. Built on ARTPEC-8, it includes a deep learning processing unit enabling powerful
analytics based on deep learning on the edge. Plus, it delivers valuable metadata facilitating fast, easy, and efficient
forensic search capabilities. And AXIS Object Analytics offers detection and classification of humans, vehicles, and types
of vehicles—all tailored to your specific needs. Featuring audio and 1/0 connectivity, you can integrate for instance a
microphone to extend the value of your system. Furthermore, built-in cybersecurity features safeguard your system.

> Excellent image quality in 4 MP

> Lighitfinder, Forensic WDR, OplimizedIR
> Analytics with deep learning

> Audio and I/0O connectivity

> Built-in cybersecurity features

ONVIF 10006
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Camera
Image sensor

AXIS M3216-LVE Dome Camerca

1/2.7" progressive scan RGB CMOS

Lens

2.9 mm, F2.0
Horizontal field of view: 102°

Vertical field of view: 73*

Minimum focus distance: 1.0 m (3.3 ft)
Fixed iris, IR corrected

Day and night

Minimum
illumination

With WDR and Lightfinder:
Color: 0.16 lux at 50 IRE, F2.0
B/W: 0 lux at 50 IRE, F2.0

0 lux with IR illumination on

Shutter speed 150000 s to 1/5 s
Camera angle  Pan +190°, tilt =10 to +B0%, rotation +190° i
adjustment
System on ¢hip (50C)
Model ARTPEC-8
“Memory 1024 MB RAM, 8192 MB Flash
h ‘tomPUte UCCP Icaming pmctssing UI'T“ [DIPU] —
capabilities
Video
Video H.264 (MPEG-4 Part 10/AVC) Baseline, Main and High Profiles
compression H.265 (MPEG-H Part 2/HEVC) Main Profile
Motion JPEG
" Resolution 26B8x1512 to 160x90 (16:9)
2304x1728 to 160x120 (4:3)
~Frame rate Up to 30/25 fps (60/50 Hz) in all resolutions

Video streaming

Multi-view
streaming

Multiple, individually configurable streams in H.264, H.265, and
Motion JPEG

Axis Zipstream technology in H.264 and H.265

Controllable frame rate and bandwidth

VBRIABR/MBR H.264/H.265

Low latency mode

Up to 8 individually cropped out view areas

Image settings

Saturation, contrast, brightness, sharpness, Forensic WDR: Up to
120 dB depending on scene, white balance, day/night threshold,
local contrast, tone mapping, exposure mode, exposure zones,
defonging, barrel distortion carrection, compression, rotation: 0°,
90°, 180°, 270° including Corrider Format, mirroring, dynamic
text and image overlay, polygon privacy mask

Pan/Tilt/Zoom
Audio
Audio streaming

Digital P1Z

Two-way audio via edge-to-edge technology

Audio encoding

AAC B/16/32/44.1/8 kHz, G.711 8 kHz, G.726 B kHz, Opus
8/16/48 kHz, LPCM 48 kHz
Configurable bit rate

Audio External microphone input or line input, ring power, digital audio
input/output input, automatic gain control
Netwark speaker pairing
Networlk
Security 1P address filtering, HTTPS? encryption, IEEE 802,1x (EAP-TLS)?
network access control, user access log, centralized certificate
management
Axis Edge Vault, Axis device |D, secure keystore (CC EAL4
certified)
Network IPv4, IPv6 LISGVE, ICMPv4[ICMPuB, HTTP, HTTPS?, HTTP/2, TLSA,
protocols QoS Layer 3 DiffServ, FIP, SFTP, CIFS/SMB, SMTP, mDNS (Bonjour),
UPnP”, SNMP vifv2efvd (MIB-1), DNS/DNSvG, DDNS, NTP, RSP,
RTCP, RTP, SRTP/RTSPS, TCP, UDP, IGMPv1/v2{v3, DHCPv4/vE,
ARP, SOCKS, SSH, SIP, LLDP, COP, MOTT v3.1.1, Secure syslog (RFC
3164/5424, UDPITCP/TLS), Link-Local address (ZeroConf)
System integration
Application Open APl for software integration, including VAPIX® and
Programming AXIS Camera Application Platform; specifications at axis.com
Interface One-click cloud connection

ONVIF® Profile G, ONVIF® Prafile M, ONVIF® Profile S, and
ONVIF® Profile T, specification at envif.org

Support for Session Initiation Protocol (SIP) for integration with
Voice over IP (VoIP) systems, peer to peer or integrated with
SIP/PBX.

“Onscreen
controls

Day/night shift

Defogging

Wide dynamic range

Video streaming indicator

IR illumination

Enable-disable all privacy masks
Play media clip

" Event conditions

~ Event actions

* Data streaming
* Built-in
installation aids

Analytics

AXIS Object
Analytics

General
Casing

Analytics, external input, supervised external input, virtual inputs
through API

Digital audio: digital signal contains Axis metadata, digital signal
has invalid sample rate, digital signal missing, digital signal okay
1/0: digital input, manual trigger, virtual input

Device status: above aperating temperature, above or below
operating temperature, below operating temperature, within
operating temperature, IP address removed, new |P address,
network lost, system ready, ring power overcurrent protection,
live stream active, casing open

Call: state, state change

Video; average bitrate degradation, day-night mode, live stream
open, tampering

Audio: audio detection, audio clip playing, audio clip currently
playing

Edge storage: recording ongoing, starage disruption, storage
health issues detected

Scheduled and recurring: schedule

MQTT: stateless

Overlay text, day/night mode, flash status LED, use lights, set
defog made, set WDR made

1/O: toggle 1/0 once, toggle 1/O while the rule is active

MQTT: publish

Notification: HTTP, HTTPS, TCP and email

Audio clips: play, stop

Record video: SD card and network share

Upload of images or video clips: FTP, SFTP, HTTP, HTTPS, network
share and email

Pre- and post-alarm video or image buffering for recording or
upload

Calls: answer call, end SIP call, make SIP call

SNMP traps: send, send while the rule is active

Event data
Pixel counter, straighten image, level grid

Objet;t classes: humans, vehicles (types: cars, buses, trucks,
bikes,

Trigger conditions: line crossing, object in area, time in arcaBfTA
Up to 10 scenarios

Metadata visualized with color-coded bounding boxes

Polygon include/exclude areas

Perspective configuration

ONVIF Motion Alarm event

Included

AXIS Object Analytics, AXIS Video Motion Detection, active
tampering alarm, audio detection

Supported

Support for AXIS Camera Application Platform enabling
installation of third-party applications, see axis.comfocap

IPG6-, NEMA 4X- and IK10-rated

Polycarbonate hard-coated dome

Plastic casing, sunshield (PC/ASA)

Color: white NCS S 1002-B

For repainting instructions, go to the product's support
page. For information about the impact on warranty, go to
axis.com/warranty-implication-when-repointing,

This product can be repainted.

Mounting

Mounting bracket with junction box holes (double-gang,
single-gang, and 4" octagon) and for wall or ceiling mount
Yz" (M20) or 3" (M25) condult side entry, with conduit adapter



Sustainability

PVC and BFRICER free, 12% bioplastics

Power

Power over Ethernet (PoE) IEEE B02,3af/802.3at Type 1 Class 3
Typical 4.8 W, max 10.8 W

Connectors

Network: Shielded RJ45 10BASE-T/100BASE-TX PoE
1/0: 4-pin 2.5 mm (0.008 in) terminal block for 1 supervised
digital input and 1 digital output (12 V DC output, max, load
25 mA)

Audio: 3.5 mm mic/line in

IR illumination

OptimizedIR with power-efficient, long-life 850 nm IR LEDs
Range of reach 30 m (98 ft) or more depending on the scene

Storage Support for microSD/microSDHC/microSDXC card and encryption
Recording to network-attached storage (NAS)
For SD card and NAS recommendations see axis.com

Operating -40 °C 1o 50 °C (-40 °F to 122 °F)

conditions Maximum temperature according ta NEMA TS 2 (2.2.7): 74 *C
(165 °F)
Start-up temperature: =30 *C to 50 *C (=22 °F to 122 *F)
Humidity 10-100% RH (condensing)

Storage =40 *C to 65 °C (=40 °F to 149 °F)

conditions Humidity 5-850% RH (non-condensing)

Approvals EMC

©2022 - 2023 Axis Communications AB. AXIS COMMUNICATIONS, AXIS, ARTPEC and VAPIX are registered trademarks of
Axis AB n various Jurisdictions, All other trademarks are the property of their respective owners, We reserve the right to

EN 55032 Class A, EN 61000-6-1, EN 61000-6-2,

FCC Part 15 Subpart B Class A, ICES-3(A)/NMB-3(A), KC KN3SKC,
KN32 Class A, RCM ASINZS CISPR 32 Class A, VCCI Class A
Safety

IEC/ENJUL 62368-1, IEC/EN/UL 60950-22, IEC 62471 risk group
exempt, 1S 13252

Environment

introduce modifications without notice,

TI01B0175/EN/M4,3/2304

IEC 60068-2-1, IEC 60068-2-2, |EC 60068-2-6, |EC 60068-2-14,
IEC 60068-2-27, IEC 60068-2-78, IEC/EN 60529 IP66,

IEC/EN 62262 K10, NEMA 250 Type 4X, NEMA TS 2 (2.2.7-2.2.9)
Network

NIST SP500-267

accessories

Dimensions Without weathershield:
Height: 102 mm (4.0 in)
o 149 mm (5.9 in)
“Weight  With weathershield:
791 q (1.74 1b)
Included Installation quide, Windows® decoder 1-user license, drill hole

template, RESISTORX® TR20 bit, terminal block connector, cable
gaskets, connector guard, weathershield

" Optional

accessories

AXIS TP3823-E Weathershield Black
AXIS TP3821-E Casing Black

AXIS TM3B15-F Dome Smoked
AXIS Surveillance Cards

For more accessories, see oxis.com

Video AXIS Companion, AXIS Camera Station, video management

management software from Axis Application Development Partners available

software at oxis.comfvms

Languages English, German, French, Spanish, Italian, Russian, Simplified
Chinese, Japanese, Korean, Portuguese, Polish, Traditional Chinese

Warranty S-year warranty, see axis.com/warranty '

a. This product includes softwore developed by the OpenSSL Project for use in the

OpenSSL Toolkit, (openssi.org), and cryptogrophic software written by Eric Young
(eay@cryptsoft.com).

AXISa

COMMUNICATIONS
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