COLLEGE OF
THE ROCKIES

Reference Number: 2024-002
July 17, 2024
Sent via email:

lan Linkletter
ian.linkletter@gmail.com

Re: Request for Access to Records under the Freedom of Information and Protection of Privacy
Act

Dear lan Linkletter:

| am writing in response to your request for access to records under the Freedom of Information
and Protection of Privacy Act (the Act). You requested copies of:

... all Privacy Impact Assessments from January 1st, 2014 to now. Exclude duplicates, and only
include latest versions of documents (final versions or latest drafts). | would like this
information sent electronically.

Some of the records requested contain information that is excepted from disclosure under the
Act. The redacted information is excepted from disclosure under section 15(1)(l) of the Act.
Severing/redaction was necessary because the information is related to security measures for
any property or system, including a building, a vehicle, a computer system or a communications
system.

College of the Rockies is currently working on the implementation of a Privacy Management
Program. The small volume of Privacy Impact Assessments (PIAs) included in this response
package and sent to you on July 17, 2024 are the only PIAs currently completed by the College.
Prior to November 2022, BC legislation did not require PIAs to be completed. The College is
working to implement processes that ensure PIAs are completed on a routine basis going
forward.

A copy of the records we have available is enclosed. Your file is now closed.

Cranbrook Main Campus, 2700 College Way, PO Box 8500, Cranbrook, BC V1C 5L7
Phone: 250-489-2751 Toll Free: 1-877-489-2687 Fax: 250-489-1790 www.cotr.bc.ca email: info@cotr.bc.ca
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If you have any other questions about the processing of your request, please write or call Keltie
Ross, COTR Privacy Officer at privacyofficer@cotr.bc.ca or call 250-489-2757 x3293.

Under section 52 of the Act, you may ask the Information and Privacy Commissioner to review
the response to your request. You have 30 days from receipt of this notice to request a review by
writing to:

Office of the Information and Privacy Commissioner

4+ Floor, 947 Fort Street

Victoria, British Columbia V8V 3K3

Email: info@oipc.bc.ca Tel: (250) 387-5629 Fax: (250) 387-1696

If you wish to request a review, please provide the Commissioner’s office with:

1. A copy of the original request;
2. A copy of our response; and

3. The reasons or grounds upon which you are requesting the review.
Sincerely,
Privacy Officer

College of the Rockies

[Enc.]

Cranbrook Main Campus, 2700 College Way, PO Box 8500, Cranbrook, BC V1C 5L7
Phone: 250-489-2751 Toll Free: 1-877-489-2687 Fax: 250-489-1790 www.cotr.bc.ca email: info@cotr.bc.ca
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mailto:privacyofficer@cotr.bc.ca
http://www.bclaws.ca/civix/document/id/complete/statreg/96165_05#section52
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Why do | need to do a PIA?

Section 69(5.3) of the Freedom of Information and Protection of Privacy Act (FOIPPA) requires the head of a public body
to conduct a privacy impact assessment (PIA) in accordance with the directions of the minister responsible for FOIPPA.
Public bodies should contact the privacy office(r) for their public body to determine internal policies for review and sign-

- off of the PIA. Public bodies may submit PIAs to the Office of the Information and Privacy Commissioner for BC (OIPC)

for review and comment.

If you have any questions about this PIA template or FOIPPA generally, you may contact the Office of the Chief
Information Officer (OCIO) at the Privacy and Access Helpline (250 356-1851). Please see our PIA Guidelines for

question-specific guidance on completing a PIA.

Public bodies still need to complete Part 1 of the PIA and submit it along with the signatures pages to their privacy
office(r) even if it is thought that no personal information is involved. This ensures that the initiative has been accurately
assessed.

Part 1 - General

Hame of Finance & Corporate Services

Department/Branch:

PIA Drafter: [ Susan Beck I
Email: | o c@colrbe | Phone: | 250-489-2751x 3218 |
Program Manager: | Dianne Teslak |
Email: l ]

teslak@cotr.bc.ca | Phone: | 250-489-2751 x 3204

In the following questions, delete the descriptive text and replace it with your own.

1. Description of the Initiative

Purchasing a Contract Management software tool from Bonfire Interactive Ltd. to provide a more
efficient process for service agreements including document storage, renewal alerts, a user
friendly search feature and financial reports. B\ ko nnation Wi\ oz Yo N
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- through the completion of your PIA.

2. Scope of this PIA
N/A

3. Related Privacy Impact Assessments
N/A

4. Elements of Information or Data

No personal data will be included.

- If personal information is involved in your initiative, please continue to the next page to complete your PIA. }

:
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Part 6 - Privacy Office(r) Comments

This PIA is based on a review of the material provided to the Privacy Office(r) as of the date below.
If, in future any substantive changes are made to the scope of this PIA, the public body will have to
complete a PIA Update and submit it to Privacy Office(r).

Ueather Hepwordn ﬁgm/% ) Dt 29 / %%

Privacy Officer/PrivaEy Office Signature Date /
Representative
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Part 7 - Program Area Signatures
Sousan Beck Rsfr Oedhee 2218

Program/Department Manager ) Sighature Date
N7 K
Contact Responsible for Systems Signature Date
Maintenance and/or Security
(Signature not required unless they
have been involved in this PIA.)

Date

Head of Public Body, or designate Signature

~ Afinal copy of this PIA (with all signatures) must be kept on record.

Ifyou have any questions, please contact your public body’s privacy office(r) or call the
OCIO’s Privacy and Access Helpline at 250 356-1851.

11
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Why do I need to a PIA?' . c .
Section 69(5.3) of the Freedom oflnformat/on and Protectlon of Prlvacy Act (FOIPPA c, qulres the head ofa publlc body
to conduct a privacy lmpact assessment (PIA) in accordance wnth the dll’ECthl’lS of the minister responsrble for FOIPPA
Public bod!es should contact the prlvacy office(r ) for their public body to determme mternal polumes for review and sign-
_ off of the PIA. Public bodles ‘may submit PIAs to the Offlce of the lnformatlon and Prlvacy Commnssroner for BC (OIPC)
 for review and comment ~ - .. _ _ @

lf you have any questlons about thls PIA template or FOlPPA generally, you may contact the Offlce of the Chief
lnformatlon er OClO) at the Prlvacy and Access Helplme (250 356 -1851). ‘Please see our‘PlA Gurdellnes for
QUestlon~speC|f1c gundance on completmg aPIA. ~ - .

;—s

What if my initiative does not mclude gersonal mformatlo '-’
_ Public bodies still need to complete Part 1 of the PIA and submit it alon “

office(r) even lf It is thought that no personal mformatlon is mvolved Thls ensures that the lmtlatlve has been accuratelyé
assessed - , . 65 oo w . -

L e e e R e S e TR e R e

Part 1 - General

Name of Continuing Education & Contract Training

Department/Branch:

PIA Drafter: l Lorna Schiefner ]
Email: | schoolworks@cotr.bc.ca I Phone: | 250-489-2751 x 3584 ]
Program Manager: | Tracey Whiting |
Email: | whiting@cotr.bc.ca | Phone: | 250-489-2751 x 3235 l

In the following questions, delete the descriptive text and replace it with your own.
1. Description of the Initiative

The College of the Rockies (the College) delivers the Student Wage Subsidy Program (SWSP) to
eligible participants in the Columbia Basin Trust (the Trust) region.

Click on the link to view a pdf map to view the Columbia Basin Trust operating area:
http.//thebasin.ourtrust.org/basin-map/

1
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The program is a wage subsidy to hire high school and post-secondary students in a part-time
career-related job or full-time co-op work experience or Level 1 and 2 apprenticeships.

The SWSP consists of four programs:

1. School Works - School Works provides wage subsidies to employers to provide part-time
career-related employment to full-time students during the school year.

2. School Works — Co-op Wage Subsidy - School Works — Co-op Wage Subsidy provides wage
subsidies to employers to provide full-time employment to a student as part of the student’s co-op
program completion requirements.

3. School Works — Apprentice Wage Subsidy - School Works — Apprenticeship Wage Subsidy
provides wage subsidies to employers to provide full-time employment to an apprentice to
complete their Level 1 and 2 work-based training requirements.

4. Summer Works - Provides wage subsidies to employers to provide part-time career-related
employment to full-time students during summer.

The intent of SWSP is to increase the economic viability of local businesses by providing subsidized
wages of students. This allows for a less costly hire for small businesses that are not otherwise able
to afford an employee. The availability of wage subsidies is beneficial to employers as it offers
added financial assistance to grow their business. Students benefit from meaningful employment,
increased wages to subsidize education-related costs and, training and mentoring relationships.
This assists students to remain in the Basin rather than leaving for employment. The combined
benefits to employers and students create a more resilient economy for the Basin.

The objectives of the Student Wage Subsidy Program are to increase the economic viability of local
businesses by providing subsidized wages of students. This allows for a less costly hire for small
businesses that are not otherwise able to afford an employee. The availability of wage subsidies is
beneficial to employers as it offers added financial assistance to grow their business. Students
benefit from meaningful employment, increased wages to subsidize education-related costs and,
training and mentoring relationships. This assists students to remain in the Basin rather than
leaving for employment. The combined benefits to employers and students create a more resilient
economy for the Basin.
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The program began accepting applications August 16th, 2018 under the updated guidelines.
Applications are reviewed on a first received, first served basis until all program funds are
committed.

The College will be responsible for ensuring a secure online application and claims process is
available for the intake starting with 2019 Summer Works (February 2019). The Trust, along with
the College, will work to develop an Information Technology Protocol that will provide detailed
descriptions around the role and responsibilities of the Trust and the College as it relates to the
information technology components of the program such as online application and claims
processing, databases and evaluation surveys etc. The subsidy is intended to provide employment
to the youth of the Basin region. It is supported through the Columbia Basin Trust and
administered by the College of the Rockies. Fluid Review will be implementing and managing both
programs through until 2020.

The College’s core business as a publicly funded institution must comply with the Freedom of
Information and Protection of Privacy Act (FOIPPA).This act covers all provincial government public
bodies, including government ministries and agencies and local public bodies such as
municipalities, universities, colleges, school boards and hospitals. FOIPPA applies to the
admissions, registrations and student records for all students of the College, which currently
numbers 112,000 individual records. The College manages over 10,000 registrations annually for
both full-time and Continuing Education students.
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2. Scope of this PIA

The Trust had requested in the RFP an online application platform for the Student Wage Subsidy
Program. The College is ready to work with the Trust to develop an information technology
protocol outlining the roles and responsibilities of each party involved. The College has researched
and developed a budget for providing this service and would ensure a secure online application
and claims process is available for the intake starting with 2019 Summer Works (February 1,
2019). The College would ensure that this system complies with FOIPPA, and data housing
regulations in Canada. In order to ensure the College is in compliance with privacy protection rules
and responsibilities, we are required to complete a Privacy Impact Assessment. The scope of the
PIA involves personal data obtained from the SWSP application form.

Relates to the personal information gathered through the COTR SWSP application and
monitoring/evaluation processes.

Information for the Program is gathered through the following activities:

a. Employer information is collected via an application form and follow up correspondence if
necessary. This application form does not include person information, but does collect planned
wage information that could be connected to future information gathered.

b. Student/employee information is gathered via a Student Declaration Form to enable delivery
partner staff to calculate subsidy payments, which includes Mandatory Employment Related Costs
(MERCs) that vary based on date of birth. The form also collects contact information and seeks
student’s permission to be contacted by the Trust or its representatives for the purposes of
program evaluation and monitoring.

c. Program Delivery Partners conduct monitoring visits to support program participants and
check projects for program compliance.

d. Final Reports are submitted by employers and anonymous surveys are completed voluntarily by
employers and students.

3. Related Privacy Impact Assessments
PIA’s have not been conducted for the Student Wage Subsidy Program.
4. Elements of Information or Data

The application form for the Student Wage Subsidy Program is available on the Columbia Basin
Trust website. Applications are accepted on a first-received, first-served basis.
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The College strongly advises applicants (small businesses, non-profit or First Nations organizations
or public bodies) to review the program guidelines before applying for the subsidy to ensure they
meet the criteria for the program. *Only one application per organization will be accepted.

The data involved in this initiative is for two users, the applicant (participants) and the
student/apprentice that the applicant hires for the SWSP program. Applicant data includes
personal information such as the applicant’s business and organization name, total number of
employees, legal name of organization, mailing address, phone/fax, email address, website
address, Business Number; and financial information regarding commercial liability insurance
(amount of coverage), WorkSafe BC Account Number and BC Registry Services information.
Student/apprentice data fills out a declaration form, which has a Collection and Use of Information
disclaimer. Data collected in Section 1: Application Information

e Employer Information collected in Application Form:

o Legal and operating names
BC Registry Incorporation/Registration or Business number
Mailing & physical address
Primary contact information (name, email, phone number)
Organization mandate/description
Total number of employees
Date business/organization was established
Sector
Liability insurance coverage y/n, amount and account number
WorkSafe BC Account Number and clearance letter
How hiring this position will benefit their organization
Whether they could hire someone if they did not receive funding from the Program
Whether hiring a student will displace another employee
Social Media handles

O 0 o0 o0 0 o 0o o0 O 00 o0 o 0

e Job Information collected in Application Form:
o JobTitle
o Job Description (duties and responsibilities, qualifications and experience, required skills
o Hourly Wage
o Work terms — start and end dates, number of hours anticipated
o How will the student be supervised?

e Student Information collected in Student Declaration Form:
o Name
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o Employer Name (Organization)
o Gender*
o Phone Number
o Date of Birth**
o Where will you live while you are employed with the support of this Program?

> Town/City:
E-mail Address
Name of School that you’re currently enrolled in
Field of Study
Employment Start Date
Job Title
Wage

0 0O 0 O O ¢

* This information is used for Program evaluation purposes only.

**This information is collected by College of the Rockies for calculation of payments and
monitoring and evaluation purposes. Information is shared back to the Trust in aggregate
(e.g. average age of participants).

. If personal information is involved in your initiative, please continue to the next page to complete your PIA. i

e s i e e e e e e e e e e

‘ through the completion of your PIA.

g ki R Rl S R S S e e e e e i s S e e A R A S e

If no personal information is involved, please submit Parts 1, 6, and 7 to your privacy office(r). They will guide you ;
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Part 2 - Protection of Personal Information

In the following questions, delete the descriptive text and replace it with your own.

5. Storage or Access outside Canada

Personal information will not be accessed from outside Canada. The data is stored within Canada
and accessible only within Canada. Should something go wrong with our system, issues will be
resolved by a Canadian company.

The College houses all information regarding the School Works Program on site at the Cranbrook
Campus (2700 College Way, PO Box 8500, Cranbrook, BC V1C 5L7). A confidential file is created for
all approved applications received. As well, all declined/withdrawn applications are retained in a
confidential file marked Declined/Withdrawn. All records are kept in the School Works Program
Coordinator’s office in a locked filing cabinet in order of the year of program delivery. All
electronic information is password protected, and files are kept on a hard drive with limited user
access. This way the College can ensure privacy and security of all personal information, contracts,
and confidential emails.

Record retention is of high importance to maintain the integrity of the program as well as to be
used for verification during auditing. Each approved employer has a file which is stored in a
lockable cabinet for 5 years and contains the following:

e The employer/organization application

e Signed contribution agreement

e Student Declaration form

e Claim for Reimbursement (which includes time sheets and pay record information)

e All correspondence (including e-mails) and other records related to the specific approved
application

Electronic copies of all contracts are stored on the hard drive and backed up daily, and all retained
email communication is stored on the hard drive as well. This ensures no loss of information
should it be required in the future. Following program completion in 2018, all records will be
boxed and stored on site at the Cranbrook Campus in a lockable storage room and maintained
according to CRA requirements.
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6. Data-linking Initiative*

In FOIPPA, "data linking" and “data-linking initiative” are strictly defined. Answer the
following questions to determine whether your initiative qualifies as a “data-linking
initiative” under the Act. If you answer “yes” to all 3 questions, your initiative may be a
data linking initiative and you must comply with specific requirements under the Act
related to data-linking initiatives.
1. Personal information from one database is linked or combined with No
personal information from another database;

2. The purpose for the linkage is different from those for which the

personal information in each database was originally obtained or No
compiled;
3. The data linking is occurring between either (1) two or more public No

bodies or (2) one or more public bodies and one or more agencies.

If you have answered “yes” to all three questions, please contact your
privacy office(r) to discuss the requirements of a data-linking initiative.
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7. Common or Integrated Program or Activity*

In FOIPPA, “common or integrated program or activity” is strictly defined. Answer the
following questions to determine whether your initiative qualifies as “a common or
integrated program or activity” under the Act. If you answer “yes” to all 3 of these
questions, you must comply with requirements under the Act for common or integrated

programs and activities.

1. This initiative involves a program or activity that provides a service (or

Yes

services);

2. Those services are provided through:
(a) a public body and at least one other public body or agency working
collaboratively to provide that service; or
{(b) one public body working on behalf of one or more other public
bodies or agencies;

3. The common or integrated program/activity is confirmed by written

documentation that meets the requirements set out in the FOIPPA
regulation. *As per Section 3: Declaration (noted on page 10 of the
PIA template) and found on page 6 of the 2015/16 School Works
Program Application Form; and page 6 of the 2016 Summer Works
Program Application Form.

No

Please check this box if this program involves a common or integrated
program or activity based on your answers to the three questions above.

o

Please note: If your initiative involves a “data-linking initiative” or a “common or integrated
program or activity”, advanced notification and consultation on this PIA must take place
with the Office of the Information and Privacy Commissioner (OIPC). Contact your public
body'’s privacy office(r) to determine how to proceed with this notification and consultation.

For future reference, public bodies are required to notify the OIPC of a” data-linking
initiative” or a “common or integrated program or activity” in the early stages of developing
the initiative, program or activity. Contact your public body’s privacy office(r) to determine
how to proceed with this notification.
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8. Personal Information Flow Diagram and/or Personal Information Flow Table

Please provide a diagram and/or table that shows how your initiative will collect, use, and/or
disclose personal information (see examples below). Your diagram and/or table must also include
the authorities for the collection, use, and disclosure of personal information, as laid out in
FOIPPA. It should also outline the flows of personal information wherever it is transmitted or
exchanged.

Both a flow diagram and a table must be included if the PIA is related to a common or
integrated program or activity or a data-linking initiative.

Examples can be removed and additional lines added as needed.

_Personal Information Flow Table

Description/Purpose o FOIPPA
Authority
1. | pelivery Partner receives application from Employer Collection 26(c)
requesting funding approval (includes wages for potential
employee)
2. | Email to employer confirming approval or decline of Disclosure 33.1(7)

application or to request additional information

3. | Applicant Public Body sends email to applicant confirming Disclosure & 33.2(c) and
approval status Use 32(a)

9. Risk Mitigation Table

Please identify any privacy risks associated with the initiative and the mitigation strategies that
will be implemented. Please provide details of all such strategies. Also, please identify the
likelihood (low, medium, or high) of this risk happening and the degree of impact it would have on
individuals if it occurred.

Examples can be removed and additional lines added as needed.

10
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Mitigation Strategy Likelihoa 1

1. | personal information can be Applicants sign a confidentiality | Low Low
accessed and used or disclosed client contribution agreement;
for personal purposes and students sign a declaration

form

2. | Request may not actually be Implementation of Low Low
from client (i.e. their email identification verification
address may be compromised) procedures

3. | Applicant’s personal information | Transmission is encrypted and | Low Low
is compromised when over a secure line
transferred to the service
provider

4. | Inherent risks in sending Policy developed to inform Low Low
personal information to a client | clients of risk and ask if they
via email would like the information via a

different medium, such as
through the mail?

5. | Collecting personal information | Included in the Disclaimer Low Low
(noted on the application form
and website): data is collected
for the use of determining if the
Applicant meets program
criteria

11
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10. Collection Notice

Here is the proposed wording for a Notification for Collection, which will be located in the
Declaration Section on the SWSP application form as well as the new website.

This information is collected by the College of the Rockies under section 26(c) of the Freedom of
Information and Protection of Privacy Act (FOIPPA) and will be used by Columbia Basin Trust and
College of the Rockies for administrative and evaluative purposes only. Should you have any
questions about the collection of this personal information please contact

Manager Operations,
Columbia Basin Trust
Suite 300, 445-13t Ave.
Castlegar, BCVIN 1G1
1-800-505-8998

12
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DECLARATION

I, {{ applicant.first_name }} {{ applicant.last_name }} declare that:a) I have read and understood the
information provided in this application package including the {{ award }} Guidelines;b) the
information I/We have provided to the College of the Rockies in this application is true, accurate
and complete in every respect; 1 acknowledge that:a) if any of the information described above is
false or misleading, the applicant may be required to repay some or all of the financial assistance
that may be approved by the College of the Roclies;b) the College of the Rockies and Columbia
Basin Trust and their agents shall not be obligated in any manner to any applicant

whatsoever;c) the College of the Rockies and Columbia Basin Trust reserves the right to fund all or
none of any application submitted; and d) the personal information requested on this {{ award }}
application is collected under the authority of section 26(c) of the Freedom of Information and
Protection of Privacy Act (FOIPPA) and will be used by Columbia Basin Trust and College of the
Rockies for administrative and evaluative purposes only. The collection, use and disclosure of
personal information is subject to the provisions of the FOIPPA; ande) by submitting this {{ award
}} application, you hereby acknowledge that Columbia Basin Trust and/or College of the Rockies
may disclose this application, and the information contained herein, including but not limited to
your name, location and the amount and nature of any related funding to the public, individuals or
any other entity to the extent allowed by FOIPPA. You further agree that Columbia Basin Trust
and/or College of the Rockies may proactively disclose to the public your name, location, amount
and nature of funding granted. Any questions regarding such as described in Section 3 (d) and (e)
of the {{ award }} application may be directed to: FOIPPA Inquiries, Manager, Operations, Columbia
Basin Trust, Suite 300, 445-13th Ave,, Castlegar, BC, V1N 1G1, 1- 800-505-8998.

0 [Ideclare.
1 [acknowledge.

13
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The following language is used in all student/employee declaration forms

, understand that my employer (noted above) has hired me under the Columbia Basin Trust (CBT) 2018/19
School Works program. This program provides the opportunity for my employer to offer me employment,
which they would not have been able to do without this subsidy program.

+ | confirm that as of employment start date, | am 15 years of age or older.

s | confirm that | have been employed on a part time basis and have been advised that my hourly wage
will be ($ ). | will be required to complete Time Sheets during the dates of subsidized
employment.

* | confirm that | am currently a full time student at

* If you are attending Secondary, please indicate your field of study

* | am aware | may be requested to participate in an interview for the purpose of profiling the School

Works program.

Student Signature Date (Day/Month/Year)

The personal Information requested on this form is collected under the authority of section 26{c) of the Freedom of Information and
Protection of Privacy Act (FOIPPA) and will be used by College of the Rockies and Columbia Basin Trust for administrative and evaluative
purposes only. The collection, use and disclosure of personal information is subject to the provisions of the FOIPPA and any questions
regarding such may be directed to: FOIPPA Inquiries, Manager, Operations, Columbia Basin Trust, Suite 300, 445-13th Ave , Castlegar, BC,

V1IN 1G1, 1-B00-505-8998.

Part 3 - Security of Personal Information

If this PIA involves an information system, or if it is otherwise deemed necessary to do so,
please consult with your public body’s privacy office(r) and/or security personnel when
filling out this section. They will also be able to tell you whether you will need to complete a
separate security assessment for this initiative.

11. Please describe the physical security measures related to the initiative (if applicable).

14
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15. Please describe how you track who has access to the personal information.

The online application management platform will provide access to 5 administrators within the
public body. The administrators will be the IT Manager, two SWSP Coordinators and the SWSP and
the program Manager.

Part 4 - Accuracy/Correction/Retention of Personal Information

16. How is an individual’s information updated or corrected? If information is not updated or
corrected (for physical, procedural or other reasons) please explain how it will be
annotated? If personal information will be disclosed to others, how will the public body
notify them of the update, correction or annotation?

e Currently, should any changes need to be made to data and personal information, the
coordinator makes changes to the master data spreadsheet. Personal information is only
disclosed to our research consultant for our reporting at the end of the program so all of the
data would be up to date.

e Personal information will reviewed to determine if the applicant and student meets the
program criteria and determines whether or not the applicant will be approved for the
program.

o Additional efforts are made to determine if the applicant was approved for the program, such
as WorkSafe BC clearance letters to ensure applicants are in good standing, as well as BC
Registry Services to ensure that the personal information is accurate and complete.

e The College has a records retention that ensures personal information is kept for a five year
period and files (personal information) is locked on a daily basis.

e Notes will be made on a case file by the program Coordinators.
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17. Does your initiative use personal information to make decisions that directly affect an
individual(s)? If yes, please explain.

No

18. If you answered “yes” to question 17, please explain the efforts that will be made to ensure
that the personal information is accurate and complete.

N/A

19. If you answered “yes” to question 17, do you have a records retention and/or disposition
schedule that will ensure that personal information is kept for at least one year after it is
used in making a decision directly affecting an individual?

N/A
Part 5 - Further Information

20. Does the initiative involve systematic disclosures of personal information? If yes, please
explain.

No

Please check this box if the related Information Sharing Agreement
(ISA) is attached. If you require assistance completing an IS4, please
contact your privacy office(r). 1

21. Does the program involve access to personally identifiable information for research or
statistical purposes? If yes, please explain.

No

Please check this box if the related Research Agreement (RA) is
attached. If you require assistance completing an RA please contact

your privacy office(r). i
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22. Will a personal information bank (PIB) result from this initiative? If yes, please list the
legislatively required descriptors listed in section 69 (6) of FOIPPA. Under this same section,
this information is required to be published in a public directory.

No.

Please ensure Parts 6 and 7 are attached to your submitted PIA.

Part 6 - Privacy Office(r) Comments

This PIA is based on a review of the material provided to the Privacy Office(r) as of the date below.
If, in future any substantive changes are made to the scope of this PIA, the public body will have to
complete a PIA Update and submit it to Privacy Office(r).

Heather Hepworth,
Interim Vice President Academic and

~Applied Research oy & Qe ,'_f/f ) AN 1 _,f”/f/g
Privacy Officer/Privacy Office Signature Date ;
Representative
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COLUMBIA _
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PIA# €2019-01-15-01

t7 - i ¢

Tracey Whiting,
Continuing Education/Contract 2 {
Training -Cranbroolk - Manager : ‘4,‘; /0 /‘}0

Program/Department Manager Signatur Date

Jonathan Butt,
IT Services - Director, Information w
Technology
Contact Responsible for Systems k/?(gn ture Date

Maintenance and/or Security

(Signature not required unless they
have been involved in this PIA.)

David Walls,
President's Office - President 3 “J\"{') % j:a\,\ 'Y ey &
/

Head of Public Body, or desighate Signature Date

A final copy of this PIA (with all sighatures) must be kept on record.

If you have any questions, please contact your public body’s privacy office(r) or call the
0CIO’s Privacy and Access Helpline at 250 356-1851.
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Use this privacy impact assessment (PIA) template if you work for or a service provider to a

non-mi

nistry public body in B.C. and are starting a new initiative or significantly changing an

existing initiative.

Before you start

If you are in a non-ministry public body, you may use this template to document a PIA.
This template leads you through a complete PIA, but you are welcome to use another
template or method for documenting your PIA

An initiative is an enactment, system, project, program or activity

Find information on the PIA review process and question-by-question guidance



https://www2.gov.bc.ca/gov/content?id=BA30DD63C55342D8A32E6355D7451A13
https://www2.gov.bc.ca/gov/content?id=650377D1931545499C09A855830530C3

e [f you have any questions, email Privacy.Helpline@gov.bc.ca or phone 250 356-1851

PART 1: GENERAL INFORMATION

PIA file number:

Initiative title:

COTR/CL COLLABORATIVE EMR COURSE

Organization:

College of the Rockies, Columbia Learning

Branch or unit:

Continuing Education College of the Rockies

Your name and title:

Keltie Ross, Manager — Learning Commons

Your work phone:

250-489-2757 x3293

Your email:

Kross5@cotr.bc.ca

Initiative Lead name and

title:

Leah Bradish, Continuing Education, Contract Training, and

Campus Operations

Initiative Lead phone:

250-489-8286

Initiative Lead email:

Ibradish@cotr.bc.ca

Privacy Officer:

Keltie Ross

Privacy Officer phone:

250-489-2757 x3293

Privacy Officer email:

Kross5@cotr.bc.ca

General information about the PIA:

Is this initiative a data-linking program under FOIPPA? If this PIA addresses a data-linking

program, you must submit this PIA to the Office of the Information and Privacy

Commissioner.

YES

Is this initiative a common or integrated program or activity? Under section FOIPPA 69

(5.4), you must submit this PIA to the Office of the Information and Privacy Commissioner.

YES

Related PIAs, if any:



mailto:privacy.helpline@gov.bc.ca
tel:+12503561851
https://www.oipc.bc.ca/
https://www.oipc.bc.ca/
https://www.bclaws.gov.bc.ca/civix/document/id/complete/statreg/96165_06#section69
https://www.bclaws.gov.bc.ca/civix/document/id/complete/statreg/96165_06#section69

1.

2.

What is the initiative?
Describe your initiative in enough detail that a reader who knows nothing about your work
will understand the purpose of your initiative and who your partners and other stakeholders
are. Describe what you’re doing, how it works, who is involved and when or how long your

initiative runs.

College of the Rockies has entered an Affiliate Partnership with Columbia Learning in order to
access Columbia Learning’s Emergency Medical Responder (EMR) curriculum. This was in

response to EMA Licensing Board scope changes for qualifying EMRs in the province of BC.

Under this affiliate agreement College of the Rockies instructors will be trained in how to deliver
Columbia’s EMR curriculum in a face-to-face format in the East Kootenay. The online (Moodle-
based) portion of this course would be delivered through Columbia Learning’s online Moodle
portal but will require us to share student names and emails with Columbia Learning for the
purposes of gaining access to the Columbia Learning online portion of the course. Once a
student completes the 13 hours of online instruction, they take the face-to-face component on
site at COTR under the instruction of our instructors. When they have completed the 40 hours of
face-to-face, we inform Columbia Learning and they issue a certificate with an QR code that the
student presents to EMALB examiners for a regularly scheduled EMALB test to become licensed
as an EMR in BC. As Columbia Learning has had their curriculum approved by EMALB the
student must show up to the Licensing exam with the Columbia Certificate and QR code to be

tested.

What is the scope of the PIA?
Your initiative might be part of a larger one or might be rolled out in phases. What part of the

initiative is covered by this PIA? What is out of scope of this PIA?

The scope of this PIA specifically is in regard to the sharing of the student’s name and email with
Columbia Learning so that Columbia Learning can register them into the 13 hours of online

content, share with COTR that the student has completed that section and can now join in a



face-to-face offering. College of the Rockies would subsequently inform Columbia Learning
when the student successfully completes the 40 hours face-to-face with us and can be issued a

Columbia Learning certificate and QR code for presentation at EMALB Licensing exams.
3.  What are the data or information elements involved in your initiative?

Please list all the elements of information or data that you might collect, use, store, disclose
or access as part of your initiative. If your initiative involves large quantities of information or
datasets, you can list categories or other groupings of personal information in a table below

or in an appendix.

) Student name
. Student email
. Completion status

3.1 Did you list personal information in question 3?

Personal information is any recorded information about an identifiable individual, other than

business contact information. Personal information includes information that can be used to

identify an individual through association or reference.
Type “yes” or “no” to indicate your response.

YES

e |Ifyes, goto Part 2

e If no, answer question 4 and submit questions 1 to 4 to your Privacy Officer. You do not

need to complete the rest of the PIA template.

4. How will you reduce the risk of unintentionally collecting personal information?
Some initiatives that do not require personal information are at risk of collecting personal

information inadvertently, which could result in an information incident.


https://www2.gov.bc.ca/gov/content?id=45F56451625849E49141D4AF85D8EEC2

PART 2: COLLECTION, USE AND DISCLOSURE

This section will help you identify the legal authority for collecting, using and disclosing personal
information, and confirm that all personal information elements are necessary for the purpose

of the initiative.

5. Collection, use and disclosure
Use column 2 to identify whether the action in column 1 is a collection, use or disclosure of
personal information. Use columns 3 and 4 to identify the legal authority you have for the

collection, use or disclosure.

Use this column to describe the way personal Collection, | FOIPPA Other legal
information moves through your initiative step use or authority authority
by step as if you were explaining it to someone disclosure

who does not know about your initiative.

Step 1: Student enrolls in EMR course via COTR Collection 26(c)

registration portal (Moodle, FOIPPA compliant,

based and run in Canada).

Step 2: One COTR staff member (Chelsea Ruiter) Disclosure 33.2 (c) and

will be granted direct access to the Columbia & Use 32(a)

Learning (CL) Moodle system, which is based and

run in Canada, and FOIPPA compliant; the COTR

staff member will input the students/registrant’s

data into the CL system.

Step 3: CL will assign grades to students in their | Disclosure 33.2 (c) and

Moodle system once the Part |/online portion is & Use 32(a)

completed. COTR instructor and admins can view

this grade. This allows students to begin the Part

Il in-person portion of the course at COTR.

Step 4: COTR updates the student/registrant Disclosure 33.2 (c) and

data in Colleague with grades once Part Il is & Use 32(a)




Use this column to describe the way personal

who does not know about your initiative.

Collection,

information moves through your initiative step use or

by step as if you were explaining it to someone disclosure

FOIPPA Other legal

authority

authority

complete; this update is also submitted through
the CL Moodle system to update course status/

trigger the issue of a certificate of completion.

Optional: Insert a drawing or flow diagram here or in an appendix if you think it will help to

explain how each different part is connected.

Student/registrant
enrols in COTR/CL
EMR program via
regular College ConEd
registration process.
Registrant provides
name, email (26(c),
and other personal
information which is
entered into the
College’s Colleague
database.

Regional Programmer
(currently Chelsea Ruiter) is

granted permission to access —_

Columbia Learning (CL)
Moodle System; they input
registrants’ information in the
system (33.2(c), 32 (a);
triggers CL system to allow
registrant access to Part |
online portion of EMR
program.

6. Collection Notice

Data updated in CL
system once
registrant completes
Part | of EMR course;
triggers Part Il in-
person section of
course at COTR.

COTR updates the student/
registrant data in Colleague
with grades once Part Il is
complete; this update is also
submitted through the CL
Moodle system to update
course status/trigger the issue
of a certificate of completion.

If you are collecting personal information directly from an individual the information is about,

FOIPPA requires that you provide a collection notice (except in limited circumstances).




Review the sample collection notice and write your collection notice below. You can also attach

the notice as an appendix.

MSENT FOR INFORMATION DISCLOSURE AND DECLARATION OF APPLICANT \
| hereby declare that the information | have submitted in this application for admission is true and correct to the best of my knowledge. Completion and submission of this
application permits College of the Rockies to request and/or confirm any information necessary to support my application for admission. The submission of any false

statements or documents can result in the cancellation of my admission or registration status. | understand that submission of this application in no way guarantees admission

to a program or course, and that admission is subject to meeting program or course prerequisites and space availability. No decision on my eligibility for admission will be

made until the application fee and all the required documents have been submitted. | agree to abide by the established rules and regulations of the College including those of
the department and program in which | shall be registered, and any changes which may be made while 1 am a student at College of the Rockies.

FREEDOM OF INFORMATION AND PROTECTION OF PRIVACY

In submitting this application, | understand that the personal information on this form is collected under the authority of the College and Institute Act. | understand the
information collected on this application is consistent to the Freedom of Information and Protection of Privacy Act and will be used confidentially for purposes of admission,
registration, student support services, research, alumni relations, administration of the Student Association fees and other purposes consistent with the mandate of the
College. In providing the College with an email address, | acknowledge that the College may send confidential information about me to this address. Any questions | have
concerning the collection and use of this information should be directed to the Registrar's Office.

1 give my consent to disclose my information per the above declaration.

I hereby certify that the information provided in this application is true, accurate and complete.

\ Signature of Applicant Date /

PART 3: STORING PERSONAL INFORMATION

If you’re storing personal information outside of Canada, identify the sensitivity of the personal

information and where and how it will be stored.

7. Is any personal information stored outside of Canada?

Type “yes” or “no” to indicate your response.
NO

8.  Where are you storing the personal information involved in your initiative?
COTR has confirmed that the Moodle system used by Columbia Learning is FOIPPA-compliant as
Columbia Learning is governed by the Private Training institutes Branch of the Ministry of
Advanced Education and Skills Training in BC. We also confirmed that Columbia’s Moodle server
is a Canadian server hosted by Amazon AWS E2 service. All information and learning material
will be hosted within a secure Moodle environment. Columbia Learning will provide a College of
the Rockies staff member (Chelsea Ruiter) direct access to the Columbia Moodle system for the

purposes of registering COTR students with Columbia Learning.

9. Does your initiative involve sensitive personal information?

Type “yes” or “no” to indicate your response.


https://www2.gov.bc.ca/gov/content?id=650377D1931545499C09A855830530C3#q-6
https://www2.gov.bc.ca/gov/content?id=154B2A25C6DD493D8FA0F70C8135347C#sensitive

NO

e Ifyes, goto question 10

e Ifno,gotoPart5s

10. Is the sensitive personal information being disclosed outside of Canada under

FOIPPA section 33(2)(f)?

Type “yes” or “no” to indicate your response.

e |Ifyes,gotoPart5

e |Ifno,gotoPart4d

PART 4: ASSESSMENT FOR DISCLOSURES OUTSIDE OF CANADA

Complete this section if you are disclosing sensitive personal information to be stored outside
of Canada. You may need help from your organization’s Privacy Officer. More help is available

in the Guidance on Disclosures Outside of Canada.

11. Is the sensitive personal information stored by a service provider?

Type “yes” or “no” to indicate your response.

e If yes, fill in the table below (add more rows if necessary) and go to question 13

e If no, goto question 12

Name of service provider Name of cloud infrastructure | Where is the sensitive
and/or platform provider(s) personal information stored

(if applicable) (including backups)?

12. Provide details on the disclosure, including to whom it is disclosed and where the

sensitive personal information is stored.


https://www.bclaws.gov.bc.ca/civix/document/id/complete/statreg/96165_03#section33
https://www2.gov.bc.ca/gov/content?id=154B2A25C6DD493D8FA0F70C8135347C

13. Does the contract you rely on include privacy-related terms?

Type “yes” or “no” to indicate your response.
o |If yes, describe the contractual measures related to your initiative.

15. What controls are in place to prevent unauthorized access to sensitive personal

information?

16. Provide details about how you will track access to sensitive personal information.



17.

Describe the privacy risks for disclosure outside of Canada.

Use the table to indicate the privacy risks, potential impacts, likelihood of occurrence and level of privacy risk. For each privacy

risk you identify describe a privacy risk response that is proportionate to the level of risk posed.

This may include reference to the measures to protect the sensitive personal information (contractual, technical, security,

administrative and/or policy measures) you outlined. Add new rows if necessary.

Privacy risk

Impact to

individuals

Likelihood of
unauthorized
collection, use,
disclosure or storage
of the sensitive
personal information

(low, medium, high)

Level of
privacy risk
(low, medium,
high,
considering
the impact
and

likelihood)

Risk response

(this may include contractual
mitigations, technical controls,
and/or procedural and policy

barriers)

Is there any outstanding
risk?

If yes, please describe.

10




Outcome of Part 4
The outcome of Part 4 will be a risk-based decision made by the head of the public body on
whether to proceed with the initiative, with consideration of the risks and risk responses,
including consideration of the outstanding risks in question 17. The public body may
document the decision in an appropriate format as determined by the head of the public

body or by using this PIA template.

PART 5: SECURITY OF PERSONAL INFORMATION

In Part 5 you will share information about the privacy aspect of securing personal information.
People, organizations or governments outside of your initiative should not be able to access the
personal information you collect, use, store or disclose. You need to make sure that the

personal information is safely secured in both physical and technical environments.

18. Does your initiative involve digital tools, databases or information systems?

Type “yes” or “no” to indicate your response.

YES

e [f yes, work with your Privacy Officer to determine whether you need a security
assessment to ensure the initiative meets the reasonable security requirements of

FOIPPA section 30

18.1 Do you or will you have a security assessment to help you ensure the initiative meets

the security requirements of FOIPPA section 30?

Type “yes” or “no” to indicate your response.

NO

e [f yes, you may want to append the security assessment to this PIA. Go to question 20

e Ifno, goto question 19

11



https://www.bclaws.gov.bc.ca/civix/document/id/complete/statreg/96165_03#section30
https://www.bclaws.gov.bc.ca/civix/document/id/complete/statreg/96165_03#section30

19. What technical and physical security do you have in place to protect personal
information?
Describe where the digital records for your initiative are stored (e.g., on your organization’s
LAN, on your computer desktop, etc.) and the technical security measures in place to protect
those records. Technical security measures include secure passwords, encryption, firewalls, etc.
Physical security measures include restricted access to filing cabinets or server locations, locked

doors, security guards, etc.
If you have completed a security assessment, you may want to append it to the PIA.

We have confirmed that the Moodle system used by Columbia Learning (CL) is FOIPPA-
compliant as Columbia Learning is governed by the Private Training institutes Branch of the
Ministry of Advanced Education and Skills Training in BC. We have also confirmed that
Columbia’s Moodle server is a Canadian server hosted by Amazon AWS E2 service. All
information and learning material will be hosted within a secure Moodle environment. Columbia
Learning will provide a College of the Rockies staff member (Chelsea Ruiter) direct access to the

CL Moodle system for the purposes of registering our students with them.

20. Controlling and tracking access
Please check each strategy that describes how you limit or restrict who can access personal
information and how you keep track of who has accessed personal information in the past.

Insert your own strategies if needed.

Strategy

We only allow employees in certain roles access to information v

Employees that need standing or recurring access to personal information | v/

must be approved by executive lead

We use audit logs to see who accesses a file and when

Describe any additional controls: | At COTR, only Colleague system users with approved

security classes can access personal information.

12



21.

22.

Strategy

At Columbia Learning (CL), there are two administrators
that support affiliates; they have daily access, as it’s
required to enter/update information as it is submitted
by the COTR. Three members of CL’s Management team
have access as well, but typically only access files to
resolve issues flagged by students or training affiliates
rather going into the system on a daily basis. Instructors
have access to view their assigned course only. They
cannot view institution or program-level student data, or

Moodle information.

PART 6: ACCURACY, CORRECTION AND RETENTION

In Part 6 you will demonstrate that you will make a reasonable effort to ensure the personal

information that you have on file is accurate and complete.

How will you make sure that the personal information is accurate and complete?

FOIPPA section 28 states that a public body must make every reasonable effort to ensure that

an individual’s personal information is accurate and complete.

Personal Information is collected with consent by applicant/student and able to be updated with

authorized consent.

Requests for correction

FOIPPA gives an individual the right to request correction of errors or omissions to their

personal information. You must have a process in place to respond to these requests.

22.1 Do you have a process in place to correct personal information?

Type “yes” or “no” to indicate your response.

YES - Students are able to submit a change to their student profile to Enrolment Services.

13


https://www.bclaws.gov.bc.ca/civix/document/id/complete/statreg/96165_03#section28
https://www.bclaws.gov.bc.ca/civix/document/id/complete/statreg/96165_03#section29

22.2 Sometimes it’s not possible to correct the personal information. FOIPPA requires that
you make a note on the record about the request for correction if you’re not able to correct
the record itself. Will you document the request to correct or annotate the record?

Type “yes” or “no” to indicate your response.
YES - a notation is added to the student profile within the student record system (Colleague).

22.3 If you receive a request for correction from an individual and you know you disclosed
their personal information in the last year, FOIPPA requires you to notify the other public
body or third party of the request for correction. Will you ensure that you conduct these
notifications when necessary?

Type “yes” or “no” to indicate your response.

YES - if a FOIPPA request is submitted a notation is added to the student’s account and if a
correction is made the other public bodies/third party would be notified if the changes were

made within 12 months of the FOIPPA request.

23. Does your initiative use personal information to make decisions that directly affect
an individual?

Type “yes” or “no” to indicate your response.

YES

e |[fyes, goto question 24
e [f no, skip ahead to Part 7

24. Do you have an information schedule in place related to personal information used
to make a decision?
FOIPPA requires that public bodies keep personal information for a minimum of one year

after it is used to make a decision.
Type “yes” or “no” to indicate your response.

YES - Student Academic records are retained for 7 years.

14


https://www.bclaws.gov.bc.ca/civix/document/id/complete/statreg/96165_03#section29
https://www.bclaws.gov.bc.ca/civix/document/id/complete/statreg/96165_03#section29
https://www.bclaws.gov.bc.ca/civix/document/id/complete/statreg/96165_03#section31

e If no, describe how you will ensure the information will be kept for a minimum of one

year after it’s used to make a decision that directly affects an individual.

PART 7: PERSONAL INFORMATION BANKS

A personal information bank (PIB) is a collection of personal information searchable by name or

unique identifier.

25.  Will your initiative result in a personal information bank?

Type “yes” or “no” to indicate your response.
Yes

e [f yes, please complete the table below.

Describe the type of information in the bank

Columbia Learning issues students who successfully complete the online and face-to-face
components of the EMR course a QR code. The QR code contains the URL for the verification
site (columbialearning.ca/verify) and a unique letter/number code found on the student’s
certificate (ie. HS657398A). No personal details are encoded in the QR, apart from the
random letter/number code that was printed on the certificate. This allows the Ministry of
Health — Emergency Medical Assistants Licensing Branch (EMALB), or any employer, to verify
that the printed e-certificate the student holds is valid, and not expired or revoked. Nothing
is transmitted to EMALB or elsewhere. Instead, entering the certificate code (manually or by
scanning the QR code) links to a page on the Moodle instance where the student’s name,

course, status, and completion date are posted.

Name of main organization involved

Columbia Learning, in association with College of the Rockies.

Any other ministries, agencies, public bodies or organizations involved

Ministry of Health — EMA Licensing Branch

Business contact title and phone number for person responsible for managing the Personal

Information Bank

15



Ryan Curr, Columbia Learning Privacy Officer, 1-604-425-0763

PART 8: ADDITIONAL RISKS

Part 8 asks that you reflect on the risks to personal information in your initiative and list any

risks that have not already been addressed by the questions in the template.

26. Risk response
Describe any additional risks that arise from collecting, using, storing, accessing, or disclosing
personal information in your initiative that have not been addressed by the questions on the

template.

Add new rows if necessary.

Possible risk Response

Risk 1: N/A N/A

PART 9: SIGNATURES

You have completed a PIA. Submit the PIA to your Privacy Officer for review and comment, and

then have the PIA signed by those responsible for the initiative.

Privacy Office Comments

In consultation with the Initiative Lead, COTR Head of Student Services, and colleagues at
Columbia Learning that are responsible for program development and Student Services, we have
verified all necessary measures are in place to ensure personal information of the students that
enrol in the EMR program will be safe, securely stored, and only used for the purposes outlined

for this EMR course, and within the rules outlined in FOIPPA.

16



Privacy Office Signatures

This PIA is based on a review of the material provided to the Privacy Office as of the date below.

Role Name Electronic signature Date signed
Privacy Officer Keltie R .

ivacy Officer / eltie Ross Kbz Fsaa October 26, 2023
Privacy Office
Representative

Program Area Signatures

This PIA accurately documents the data elements and information flow at the time of signing. If

there are any changes to the overall initiative, including to the way personal information is

collected, used, stored or disclosed, the program area will engage with their Privacy Office and

if necessary, complete a PIA update.

Program Area Comments:

Role Name Electronic signature Date signed
Initiative lead Leah Bradish ;7/ /%‘ﬁ?/ 03 Nov 2023
Program/Department Deb Carty g Nov 9, 2023
Manager / )b _,/ﬂ

Contact Responsible for Jason Columbo -

Systems Maintenance W Nov. 8, 2023
and/or Security

Only required if they have

been involved in the PIA

Head of public body, or Robin Hicks

designate (if required) //’/// Nov. 9, 2023
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ﬁ Why do I need to do a PIA? ‘
_ Section 69(5.3) of the Freedom of Information and Protectlon of Pr/vacy Act (FOIPPA) requires the head of a public body
~ to conduct a privacy impact assessment (PIA) in accordance with the directions of the minister respon5|ble for FOIPPA.

Public bodies should contact the privacy office(r) for their public body to determine internal policies for review and sign-
_ off of the PIA. Public bodies may submit PlAs to the Office of the Information and Privacy Commissioner for BC (OIPC)
_ for review and comment. ~

If you have any questions about this PIA template or FOIPPA gehera"y, you may contact the Office of the Chief
_ Information Officer (OCIO) at the Privacy and Access Helpline (250 356- 1851) Piease see our PIA Guidelines for
_ questlon specific gu1dance on completmg aPIA . '

i

What If my |nit|at|ve does not include Qersonal mformatio ?
_ Public bodies still need to complete Part 1 of the PIA and submit it along with the sngnatures pages to their privacy
; office(r) even if It is thought that no personal information is involved. This ensures that the m;tnatwe has been accurately
_ assessed. ,

Part 1 - General

Name of Office Administration

Department/Branch:

PIA Drafter: | Joan Kaun E
Email: | kaun@cotr.bc.ca | Phone: | 250-489-2751 Local 3402 |
Program Manager: ! Kevin Szol {
Email: [ szol@cotr.bc.ca | Phone: | 250-489-2751 Local 3330 {

In the following questions, delete the descriptive text and replace it with your own,

1. Description of the Initiative

College of the Rockies will be using online software as a learning tool for students.
KeyboardingOnline.com teaches students to touch type and is available to students wherever they
have Internet access. The software does not require students to purchase a separate textbook as
all the lessons are online.
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2. Scope of this PIA

Students will be required to purchase an access code, rather than a textbook, and provide their
name to the US site,

3. Related Privacy Impact Assessments
None.

4. Elements of Information or Data

Students will be required to purchase an access code and provide their name to the site. The data
is stored in the USA. Students will not be entering any other personal information.

If no personal information is involved, please submit Parts 1, 6, and 7 to your privacy office(r). They will guide you
_ through the completion of your PIA. ~

‘s
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Part 2 - Protection of Personal Information

In the following questions, delete the descriptive text and replace it with your own.

5. Storage or Access outside Canada
Data will be stored in the USA.

6. Data-linking Initiative*

related to data-linking initiatives.

In FOIPPA, "data linking" and “data-linking initiative” are strictly defined. Answer the
following questions to determine whether your initiative qualifies as a “data-linking
initiative” under the Act. If you answer “yes” to all 3 questions, your initiative may be a
data linking initiative and you must comply with specific requirements under the Act

1. Personal information from one database is linked or combined with

NO

bodies or (2) one or more public bodies and one or more agencies.

personal information from another database;

2. The purpose for the linkage is different from those for which the
personal information in each database was originally obtained or N/A
compiled;

3. The data linking is occurring between either (1) two or more public N/A

If you have answered “yes” to all three questions, please contact your
privacy office(r) to discuss the requirements of a data-linking initiative.
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7. Common or Integrated Program or Activity*

In FOIPPA, “common or integrated program or activity” is strictly defined. Answer the
following questions to determine whether your initiative qualifies as “a common or
integrated program or activity” under the Act. If you answer “yes” to all 3 of these
questions, you must comply with requirements under the Act for common or integrated
programs and activities.

1. This initiative involves a program or activity that provides a service (or NO
services);

2. Those services are provided through:
(a) a public body and at least one other public body or agency working
collaboratively to provide that service; or NO
(b) one public body working on behalf of one or more other public
bodies or agencies;

3. The common or integrated program/activity is confirmed by written
documentation that meets the requirements set out in the FOIPP  N/A
regulation.

Please check this box if this program involves a common or integrated
program or activity based on your answers to the three questions above.

* Please note: If your initiative involves a “data-linking initiative” or a “common or
integrated program or activity”, advanced notification and consultation on this PIA must
take place with the Office of the Information and Privacy Commissioner (OIPC). Contact your
public body’s privacy office(r) to determine how to proceed with this notification and
consultation.

For future reference, public bodies are required to notify the OIPC of a” data-linking
initiative” or a “common or integrated program or activity” in the early stages of developing
the initiative, program or activity. Contact your public body’s privacy office(r) to determine
how to proceed with this notification.

8. Personal Information Flow Diagram and/or Personal Information Flow Table

Student provides KeyboardingOnlin Instructor accesses
Name to get <> | ecom <> students’ assighments
access code & grades
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9. Risk Mitigation Table

No risks

10. Collection Notice

“Your name will be required in order to access this site and to assign your letter grade. This
information will be stored in the US on KeboardingOnline.com server.

No other personal information will be gathered by KeyboardingOnline.com.

If you want to proceed complete the consent form (The consent form will be hyperlinked from all
College of the Rockies Office Administration course sites using KeyboardingOnline.com)

Or

If you don’t wish to consent check with your instructor, the instructor will assign a fictitious name
in order for you to complete the course work.”

This message will be posted in all course sites using KeyboardingOnline.com.

Part 3 - Security of Personal Information

If this PIA involves an information system, or if it is otherwise deemed necessary to do so,
please consult with your public body’s privacy office(r) and/or security personnel when
filling out this section. They will also be able to tell you whether you will need to complete a
separate security assessment for this initiative.

11. Please describe the physical security measures related to the initiative (if applicable).
Computers and student files are stored in instructors’ locked offices.

12. Please describe the technical security measures related to the initiative (if applicable).
Instructor access is password protected.

13. Does your branch/department rely on any security policies?

Yes, College IT policies 8.1 A4.
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14. Please describe any access controls and/or ways in which you will limit or restrict unauthorized
changes (such as additions or deletions) to personal information.

Role-based access.
15. Please describe how you track who has access to the personal information.

Only COTR program Instructors have access to students enrolled in the program and its password
secured.
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Part 4 - Accuracy/Correction/Retention of Personal Information

16.

17.

18.

19.

How is an individual’s information updated or corrected? If information is not updated or
corrected (for physical, procedural or other reasons) please explain how it will be annotated? If
personal information will be disclosed to others, how will the public body notify them of the
update, correction or annotation?

Updates are not required. Student’s access codes are only good for one year, after which time all
information is removed.

If necessary students records are updated/corrected on students request.

Does your initiative use personal information to make decisions that directly affect an
individual(s)? If yes, please explain.
Yes. Grades will be assigned to individuals based on their keyboarding results.

If you answered “yes” to question 17, please explain the efforts that will be made to ensure
that the personal information is accurate and complete.

The only personal information is the student’s name. Students will be required to purchase an
access code and provide their name. The access code will be valid for only one year and student
will be able to update their personal name if there is a change, otherwise they will not be able to
access the site under a changed name. The student will also be required to inform the instructor
about the change.

COTR program instructors will have access to the names and keyboarding assignments/results.
The instructor password is only available to program instructors and is kept in their offices.

If you answered “yes” to question 17, do you have a records retention and/or disposition
schedule that will ensure that personal information is kept for at least one year after it is used in
making a decision directly affecting an individual?

The grades will be recorded in the College’s Student Information System. Grades are kept indefinitely.
The student access code for Keyboardingonline.com is only valid for one year. After that time, the
date and name will be removed.
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Part 5 - Further Information

20. Does the initiative involve systematic disclosures of personal information? If yes, please explain.

No.

Please check this box if the related Information Sharing Agreement
(ISA) is attached. If you require assistance completing an ISA, please
contact your privacy office(r).

21. Does the program involve access to personally identifiable information for research or statistical
purposes? If yes, please explain.

No

Please check this box if the related Research Agreement (RA) is ; §
attached. If you require assistance completing an RA please contact

your privacy office(r).

22. Will a personal information bank (PIB) result from this initiative? If yes, please list the
legislatively required descriptors listed in section 69 (6) of FOIPPA. Under this same section, this
information is required to be published in a public directory.

No.
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Part 6 - Privacy Office(r) Comments |

This PIA is based on a review of the material provided to the Privacy Office(r) as of the date below.
If, in future any substantive changes are made to the scope of this PIA, the College of the Rockies
will have to complete a PIA Update and submit it to Privacy Office(r).

AS s @ SN 2016

Privacy Officer/Privacy Office Signature = Date
Representative
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Part 7 - Program Area Signatures

Kevin Szol

Program/Department Manager

Jonathan Butt

Signature Date

Contact Responsible for Systems
Maintenance and/or Security
(Signature not required unless they
have been involved in this PIA.)

Dr. Stan Chung, VP Education &
Applied Research

Signature Date

Head of Public Body, or designate

Signature Date

_ Afinal copy of this PIA {with all signatures) must be kept on record.

Ifyou have any questions, please contact your public body’s privacy office(r) or call the

O0CIO’s Privacy and Access Helpline at 250 356-1851.
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”Why do | need to do a PIA?

~ Section 69(5.3) of the Freedom of Information and Protection of Privacy Act (FOIPPA) requires the head of a public body
to conduct a privacy impact assessment (PIA) in accordance with the directions of the minister responsible for FOIPPA.
Public bodies should contact the privacy office(r) for their public body to determine internal policies for review and sign-
- off of the PIA. Public bodies may submit PIAs to the Office of the Information and Privacy Commissioner for BC (OIPC) for
review and comment.

If you have any questions about this PIA template or FOIPPA generally, you may contact the Office of the Chief Information
~ Officer (OCIO) at the Privacy and Access Helpline (250 356-1851). Please see our PIA Guidelines for question-specific
guidance on completing a PIA. :

What if my initiative does not include personal information?
Public bodies still need to complete Part 1 of the PIA and submit it along with the signatures pages to their privacy office(r)
even if it is thought that no personal information is involved. This ensures that the initiative has been accurately assessed.

Part 1 - General

Name of IT Services, College of the Rockies ‘
Department/Branch:
PIA Drafter: | Jonathan Butt 1
Email: l butt@cotr.bc.ca | Phone: | 250-489-8298 i
Program Manager: | Jonathan Butt E
Email: l butt@cotr.bc.ca | Phone: | 250-489-8298

In the following questions, delete the descriptive text and replace it with your own.

1. Description of the Initiative

KnowBe4 provides Security Awareness Training and a Simulated Phishing platform as well as other
tools for assessing the college’s cyber risk profile. The product that is being leveraged in this initiative
is the training program and simulated phishing tools to address urgent IT security problems of social
engineering, spear phishing and ransom ware attacks.

This program allows us to send employees pre-training and post-training phishing security tests to
show percentage of end users that are Phish-prone. It provides remedial online training for those who
require it after a simulated phishing attack.
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2. Scope of this PIA

End users security training is required with the recent higher incidence of cyber-threat and this
vendor provides a method to measure the effectiveness of the before and after training. This will
maximize training RO/along with tracking security compliance.

3. Related Privacy Impact Assessments
None or not applicable,

4. Elements of Information or Data

Jonathan Butt will be the main administrator and will view results. Other Tier 2 IT services staff
may be part of the initial configuration of the tool. A list of employee’s email addresses will be
uploaded to KnowBe4 for the purpose of simulating phishing attacks. No other data is required or
will be released either by the account owner or the service provider. The list of email addresses will
be hosted in a US based cloud service controlled by the IT services Tier 2 staff only. The list as per
KnowBe4’s Privacy Policy is used in compliance with the service provider’s privacy policy.
https.//www.knowbe4.com/privacy-policy Estimated date of start is March 1st 2019 for a three
year contract period. All data will be accessible only by the IT Services Admin staff for use of
simulated attacks. In case of technical support, a KnowBe4 tech support person may indirectly see
e-mail addresses in supporting a COTR tech staff member. Staff e-mail accounts are considered to
be in the public realm at http://www.cotr.bc.ca/departments/

If personal information is involved in your initiative, please continue to the next page to complete your PIA.

SN e s = S = e e S R A

If no personal information is involved, please submit Parts 1, 6, and 7 to your privacy office(r). They will guide you
~ through the completion of your PIA.

~As no personal information is involved, only Parts 6 and 7 are attached to this PIA.
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Part 6 — Privacy Office(r) Comments

This PIA is based on a review of the material provided to the Privacy Office(r) as of the date below.
If, in future any substantive changes are made to the scope of this PIA, the public body will have to
complete a PIA Update and submit it to Privacy Office(r).

I, Brenda Mathenia, Privacy Officer and Director, Teaching and Learning Resources, for the College of
the Rockies, have reviewed this Privacy Impact Assessment as submitted under the guidance of the
Directions to Heads of Public Bodies that are not Government Ministries, issued under Section 69
(5.3) of the Freedom of Information and Protection of Privacy Act, R.S.B.C. 1996 c.165.

Based on the information provided by the PIA originator, and my reading of sections 26, 32 and 33 of
the British Columbia FOIPPA legislation, the collection, use and disclosure of information in relation to
the use of, the KnowB4 Security Awareness Training and Simulated Phishing platform, at the College
of the Rockies, meets the established legislative standards for collection, use and disclosure of
personal information as outlined in Part 3, Protection of Privacy, Freedom of Information and
Protection of Privacy Act (RSBC 1996), Chapter 165.

It is my determination, based on the information provided, that no further review is necessary.
Reviewed this day, Monday, July 29, 2019 by:
Brenda Mathenia, MSI, MUP, BSc

Privacy Officer and Director, Teaching & Learning Resources
College of the Rockies

Brenoke [utbenia ) o9 b, 20/ 7

Privacy Officer/Privacy Office / Signature Date /
Representative
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Part 7 - Program Area Signatures

Program/Department Manager Signature Date

Contact Responsible for Systems Signature Date
Maintenance and/or Security

(Signature not required unless they

have been involved in this PIA.)

Head of Public Body, or designate Signature Date

A final copy of this PIA (with all signatures) must be kept on record.

If you have any questions, please contact your public body’s privacy office(r) or call the
OCIO’s Privacy and Access Helpline at 250 356-1851.
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Why do | need to do a PIA?

Section 69(5.3) of the Freedom of Information and Protection of Privacy Act (FOIPPA) requires the head of a public body
to conduct a privacy impact assessment (PIA) in accordance with the directions of the minister responsible for FOIPPA.
Public bodies should contact the privacy office(r) for their public body to determine internal policies for review and sign-
off of the PIA. Public bodies may submit PIAs to the Office of the Information and Privacy Commissioner for BC (OIPC) for
review and comment.

If you have any questions about this PIA template or FOIPPA generally, you may contact the Office of the Chief Information
Officer (OCIO) at the Privacy and Access Helpline (250 356-1851). Please see our PIA Guidelines for question-specific
guidance on completing a PIA.

What if my initiative does not include personal information?
Public bodies still need to complete Part 1 of the PIA and submit it along with the signatures pages to their privacy office(r)
even if it is thought that no personal information is involved. This ensures that the initiative has been accurately assessed.

Part 1 - General

Name of Student Life & Athletics

Department/Branch:

PIA Drafter: Brian Millis

Email: Bmillis2@cotr.bc.ca Phone: 250-489-2751 ext. 3572
Program Manager: Cori Andrichuk

Email: candrichuk@cotr.bc.ca Phone: = 250-489-2751 ext. 3201

In the following questions, delete the descriptive text and replace it with your own.

1. Description of the Initiative
Locker management system which offers easy to use software which would help the college
manage our locker inventory. It will be a better way for the College to deal with the hundreds of
lockers we manage every semester. Also, will help students who have to waste countless time in
lineups to rent their locker. It will help remove the hassle of managing locker inventory.

2. Scope of this PIA

LockerGm Lite Software and use of Student web-based portal for students to set up their accounts.
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3. Related Privacy Impact Assessments
N/A

4. Elements of Information or Data
Elements of information used:

Name (first and last)
Email

Student Number
Phone Number
Program

If personal information is involved in your initiative, please continue to the next page to complete your PIA.

If no personal information is involved, please submit Parts 1, 6, and 7 to your privacy office(r). They will guide you
through the completion of your PIA.
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Part 2 - Protection of Personal Information

In the following questions, delete the descriptive text and replace it with your own.

5. Storage or Access outside Canada
See attached email from the vendor confirming data is stored in Canada

6. Data-linking Initiative*

In FOIPPA, "data linking" and “data-linking initiative” are strictly defined. Answer the
following questions to determine whether your initiative qualifies as a “data-linking
initiative” under the Act. If you answer “yes” to all 3 questions, your initiative may be a data
linking initiative and you must comply with specific requirements under the Act related to
data-linking initiatives.

1. Personal information from one database is linked or combined with

no
personal information from another database:
2. The purpose for the linkage is different from those for which the
personal information in each database was originally obtained or no
compiled;
3. The data linking is occurring between either (1) two or more public no

bodies or (2) one or more public bodies and one or more agencies.

If you have answered “yes” to all three questions, please contact your
privacy office(r) to discuss the requirements of a data-linking initiative.
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7. Common or Integrated Program or Activity*

In FOIPPA, “common or integrated program or activity” is strictly defined. Answer the
following questions to determine whether your initiative qualifies as “a common or
integrated program or activity” under the Act. If you answer “yes” to all 3 of these questions,
you must comply with requirements under the Act for common or integrated programs and
activities.

1. This initiative involves a program or activity that provides a service (or

. yes
services);

2. Those services are provided through:
(a) a public body and at least one other public body or agency working
collaboratively to provide that service; or no
(b) one public body working on behalf of one or more other public
bodies or agencies;

3. The common or integrated program/activity is confirmed by written
documentation that meets the requirements set out in the FOIPP no
regulation.

Please check this box if this program involves a common or integrated
program or activity based on your answers to the three questions above.

* Please note: If your initiative involves a “data-linking initiative” or a “common or integrated
program or activity”, advanced notification and consultation on this PIA must take place with
the Office of the Information and Privacy Commissioner (OIPC). Contact your public body’s
privacy office(r) to determine how to proceed with this notification and consultation.

For future reference, public bodies are required to notify the OIPC of a” data-linking initiative”
or a “common or integrated program or activity” in the early stages of developing the
initiative, program or activity. Contact your public body’s privacy office(r) to determine how
to proceed with this notification.

8. Personal Information Flow Diagram and/or Personal Information Flow Table

Workflow provided by vendor:
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Workflow for creation of

L'KERGM- student information

LockerGM Lite Version

Student uses “Sign Up’ button on
Student Portal to create profile.
Profile incdludes: Login Name, First
Name, Last Name (Optional- email
oddress, phone)

Student Profile created by Admin
User Profile indudes: Login
Name, First Name, Last Name

(Optional: email address, phone)

Student informs Admin the locker Admin assigns locker to student

they want to rent/book

Student pays admin or selects free (only method used
stored in LGM)

Transaction completed. Receipt can be printed, emailed
and accessible on the portals to view.

Admin and Student Portal now shows locker and lock
information related to the student

Personal Information Flow Table

Description/Purpose Type FOIPPA
Authority
1. | Student Uses ‘Sign Up’ button on Student Portal to create Collection 26 (c)

profile- Profile includes Login Name, First name, last name,
Email, Student Number, and phone number. Selection of
locker during profile set up.

2. | Student Informs gym staff of locker registration Use 32 (a)
3. | Student Pays gym staff/Completed Collection 26 (c)
Use 32 (a)



http://gww.bcid.gov.bc.ca/

Privacy Impact Assessment for
Non-Ministry Public Bodies
BRITISH .
COLUMBIA LockerGM-Lite
PIA# 2022-002

4. | Student then receives locker combination Use 32 (a)

5. | Admin and student portal now shows locker and locker Disclosure 33.1(b)
registered to student

9. Risk Mitigation Table

Please identify any privacy risks associated with the initiative and the mitigation strategies that will
be implemented. Please provide details of all such strategies. Also, please identify the likelihood
(low, medium, or high) of this risk happening and the degree of impact it would have on individuals
if it occurred.

Risk Mitigation Table _-

Risk Mitigation Strategy Likelihood | Impact

disclose it for personal purposes | to rent a locker, such as name,
phone number and e-mail

address, but maintains the right
to share that information with
Campus Security or any
authorized law enforcement
agency- Student Life staff only
have access.

2. Request may not actually be Check student cards and cross Low High
from Student (i.e., their email reference information
address may be compromised)

3. | students’ personal information | Send only locker numbers and Low High
is compromised when combinations when initial setup is
transferred to the service done.
provider

10. Collection Notice

Collecting first and last name, email address, student number and program. Information will be
used to cross reference students use of locker upon collection of payment in the Student Life
office or if students need access to their locker.

Collection notice will be on student landing page before setting up account
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“Student Life will be collecting your information for purpose of identifying students’ lockers upon
payment at the Student Life office. Student Life will not ask you for any other personal information
other then what is requested.”

Student Life and Athletics
2700 College Way
Cranbrook B.C
1-250-489-8252

Part 3 - Security of Personal Information

If this PIA involves an information system, or if it is otherwise deemed necessary to do so,
please consult with your public body’s privacy office(r) and/or security personnel when filling
out this section. They will also be able to tell you whether you will need to complete a separate
security assessment for this initiative.

11.

12,

13.

14.

15.

Please describe the physical security measures related to the initiative (if applicable).

Current full-time staff will only have access to LockerGM log-in information and password will be
changed yearly.

Please describe the technical security measures related to the initiative (if applicable).

We wouldn’t be implementing any technical measures since the system is housed elsewhere in
Canada and we aren’t implementing the SSO portion of the product at this time

Does your branch/department rely on any security policies?

The College has a Use of Technology Policy (8.1) which outlines how technology may be used for
college work. Included in that is a prohibition on the sharing of passwords

Please describe any access controls and/or ways in which you will limit or restrict unauthorized

changes (such as additions or deletions) to personal information.

Current full-time staff will only have access to LockerGM, via username/password and the

password will be changed yearly.
Please describe how you track who has access to the personal information.

Personal account information will only be available to each individual user. Admin access will be
restricted to a single named Admin account with single user access
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Part 4 - Accuracy/Correction/Retention of Personal Information

16. How is an individual’s information updated or corrected? If information is not updated or
corrected (for physical, procedural, or other reasons) please explain how it will be annotated? If
personal information will be disclosed to others, how will the public body notify them of the
update, correction, or annotation?

Access via Student portal/landing page for LockerGM
Students can sign in and update their profile.

Staff can login to the system and update students’ profile at their request.

17. Does your initiative use personal information to make decisions that directly affect an
individual(s)? If yes, please explain.
No

18. If you answered “yes” to question 17, please explain the efforts that will be made to ensure
that the personal information is accurate and complete.

19. If you answered “yes” to question 17, do you have a records retention and/or disposition
schedule that will ensure that personal information is kept for at least one year after it is used in
making a decision directly affecting an individual?

Part 5 - Further Information

20. Does the initiative involve systematic disclosures of personal information? If yes, please explain.

No

Please check this box if the related Information Sharing Agreement
(ISA) is attached. If you require assistance completing an ISA, please
contact your privacy office(r).
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21. Does the program involve access to personally identifiable information for research or statistical
purposes? If yes, please explain.

No

Please check this box if the related Research Agreement (RA) is attached.
If you require assistance completing an RA please contact your privacy

office(r).

22. Will a personal information bank (PIB) result from this initiative? If yes, please list the legislatively
required descriptors listed in section 69 (6) of FOIPPA. Under this same section, this information
is required to be published in a public directory.

No

Please ensure Parts 6 and 7 are attached to your submitted PIA.
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Part 6 - Privacy Office(r) Comments

This PIA is based on a review of the material provided to the Privacy Office(r) as of the date below.
If, in future any substantive changes are made to the scope of this PIA, the public body will have to
complete a PIA Update and submit it to Privacy Office(r).

Based on the information provide, and my understanding of how this tool will be used, I have no
privacy concerns that have not been addressed.

If, upon implementation and use, it is discovered that personally identifiable information is being
collected, used or disclosed in any other way than outlined within this Privacy Impact Assessment,
a revised assessment will be required.

Brenda Mathenia, MSI, MUP, BSc

Privacy Officer
College of the Rockies

Brenda Mathenia Brande Watrhenca 3 June 2022

Privacy Officer/Privacy Office Signature Date
Representative
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Part 7 — Program Area Signatures

Cori Andrichuk % June 6, 2022

Program/Department Manager Signature Date

Contact Responsible for Systems Signature Date
Maintenance and/or Security

(Signature not required unless they

have been involved in this PIA.)

Head of Public Body, or designate Signature Date

A final copy of this PIA (with all signatures) must be kept on record.

If you have any questions, please contact your public body’s privacy office(r) or call the
OCIO’s Privacy and Access Helpline at 250 356-1851.

11
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Why do I need to do a PIA? - ,
 Section 69(5.3) of the Freedom of Information and Protection of PrlvacyAct (FOIPPA) requires the head of a pubhc body

~to conduct a privacy impact assessment (PIA) in accordance with the directions of the minister responsuble for FOIPPA,
" Public hodies should contact the privacy office(r) for their public body to determine internal policies for review and sign-.
~ off of the PIA. Public bodies may submlt PIAs to the Office of the Informatlon and Prlvacy Commissnoner for BC (OIPC) «

i for re\new and comment

If you have any questions ab'out this PIA template or FOIPPA generally, you may contact the .,'Offi‘ce' of the Chief

~Information Officer (OCIO) at the Privacy and Access Helphne (250 356- 1851) PleaSesee,our PIA Guidelines for
C{UESUOY\ spec:flc guldance on comp!eting aPIA. - L n .

What if my lmtlatlve does not mclude personal mformatlon?

:‘Pubhc bodies still need to complete Part 1 of the PIA and submit lf along with the ssgnatures pages ‘to their pnvacy .
-~ office(r) even if it is thought that no. personal mformatnon is involved. This. ensures that the mitiatave has been accurately :

‘ assessed

Part 1 - General

Name of ~ Health and Human Services Department, College of the ROCkleS

Depafﬁment/Branch S e

_PIA Drafter: J Norma Sherret . 7 )

Email: | nsherret@cotr.bc.ca R Phone: | 250 489 2751 ext 3482 |

Program Manager | Norma Sherret, actmg Dean for Health and Human Services - . - J
_Email: | nsherret@cotr.bc.ca | Phone: | 250 489 2751 ext 3482 . : f

In the following questions, delete the descriptive text and replace it with your own.

1. Description of the Initiative
Use of web-based application: WeVu video to enhance student learning in simulated clinical
situations.
Simulated clinical experiences enhance students’ abilities to assess and enhance their skill
development in the areas of cognitive skills (decision-making and clinical judgement),
psychomotor skills (safety, dexterity and efficiency), and relational skills (interpersonal and inter-
professional communication techniques), These simulated experiences also provide invaluable
learning opportunities for students to develop their skills in a safe environment and receive
feedback on their performance before providing care to patients, clients and residents in various

1
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clinical or practicum settings. The ability to capture skill demonstration on video provides those
involved in clinical simulation experiences {students, faculty, simulation center staff, and health
care professionals) the ability to review the simulated experience, debrief about areas of
individual patticipant and/or team strengths and address ways to improve aspects of practice that
require further development. The WeVu web-based application allows users to upload video of
themselves and then provide commentary about their performance in real time on the video.
Instructors and/or simulation leaders can provide the same type of commentary so students and
simulation participants can review the taped performance on their own or with their
instructor(s)/simulation leaders to identify demonstrated competencies and areas requiring

further development.

2. Scope of this PIA

This PIA would cover the use of WeVu to upload, store and discuss video files. Users would be
students, instructors, health care professionals and, at times, community partners. Users will
access the web application from any internet browser-enabled device. Typical devices used to
access the application are smart phones, or in-lab computer webcams for recording and uploading
video. Students will then access the video for review from their own private laptop/desktop
computers while College faculty will view the video uploads from desktops/laptops that are
property of the College. Faculty may also access the uploaded videos from their personal
computers,

3. Related Privacy Impact Assessments

There are no additional PIAs submitted for this injtlative

4, Elements of Information or Data

Names, email addresses, and user-chosen name of students and faculty using the application,
audio and video of the simulation participants (primarily students and faculty but on occasion will
include health care professionals and community partners), text/audio/video input by the user in
the form of feedback, commentary or debrief/discussion, time of audio/video/text participation.
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ersonal Information

In the following questions, delete the descriptive text and replace it with your own.

6. Data-linking Initiative®

in FOIPPA ' “data imkmg" "and "data~l:nkrng mltiatwe” are strictly deﬁned. Answer thé
i - following questions to determine whether your initiative qualifies as a “data-linking lﬁ
.~ Initiative” under the Act. If you answer “yes” to all 3 questions, your initiative may be a "-
" data linking initiative and you must comply with specific requirements under the Act ?3'
? related to data-linking initiatives, - J_'
!.' 1. Personal information from one database is Imked or combmed Wilh
perscna! mformatlon from another database
g 'The purpose for the [inkage is dlﬁerent from those for whlch the
personal information in each database was originally obtained or
_ complied
3, 'The data Imk:ng is occurrmg between efthel (1) two or more publ:c :
f bodpes or (2) one or more public bodles and one or more agencms "

if you haue answered ves to all three questaons, please contact your
prwacy nﬁ-’sce(r} to d:scuss the s’eqwrements of a data Imkmg lmtiatnre o
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7. Common or Integrated Program or Activity™

' In FOIPPA, “common or integrated program or activity” is strictly defined. Answer the |
. following questions to determine whether your initiative qualifies as “a common or |
integrated program or activity” under the Act. If you answer “yes” to all 3 of these |
‘ questions, you must comply with requirements under the Act for common or integrated |
__programs and activities. i

3 1. Thisinitiative involves a program or activity that provides a service (or
L services);

i 2. Those services are provided through:

; (a) a public body and at least one other public body or agency working
collaboratively to provide that service; or
(b) one public body working on behalf of one or more other public

3. The common or integrated program/activity is confirmed by written

documentation that meets the requirements set out in the FOIPP

. Please check this box if this program involves a comtﬁbn'o}'in‘té'g‘ké“téd -

program or activity based on your answers to the three questions above.

1
i

i
i
H
3
H
i
:
|
H
}
i
)
H
i
%
E
¢
{
4
!
i

* Please note: If your initiative involves a “data-linking initiative” or a “common or
integrated program or activity”, advanced notification and consultation on this PIA must
take place with the Office of the Information and Privacy Commissioner (0IPC). Contact your
public body’s privacy office(r) to determine how to proceed with this notification and
consultation.

For future reference, public bodies are required to notify the OIPC of a” data-linking
initr:ative” or a “common or integrated program or activity” in the early stages of developing
the initiative, program or activity. Contact your public body’s privacy office(r) to determine
how to proceed with this notification.
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8. Personal Information Flow Diagram and/or Personal Information Flow Table

1. | Instructor or department staff require that students create | None

an account on the WeVu service with clear communication

of the intention, benefits to student learning and privacy
protocols in place

' 2. student provrdes emall address name, and chooses a Collection 26 (c)
username on the WeVu web application. Or, in the case of i
$SO-integrated deployment, the student signs on with their
mstrtutronal SSO credentlals

3. Student uploads self recorded vudeos of themselves and Use 32 (a)
fellow students demonstrating their practice of assighed
 skill(s) in the learning setting; or

Faculty or department staff record participant activity in
. simulation labs on campus and upload those videos to

WeVu
4. Faculty and/or department staff review vrdeos to provrde Use 32 (a)
i feedback and assess student performance
! 5. ln some cases, student watch and review each other s Use and 32 (a)33.2(a)
performance in groups where the students’ names are disclosure

visible to each other. Students cannot see each othel’s
ema|l addresses

6. | lnstructors or program/ department staff download usage Use and 32(a)33.2 (a)
data or assessment from WeVu.video on to College issued disclosure
I computers for the purposes of entering student grades into
| the campus grades system. The data from WeVu is not
disclosed anywhere to anyone outside the educational
l | program.

{ { S et e 5 A A b R b St S e
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BRIIS
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9. Risk Mitigation Table

g
! Loss and disclosure of student Use and enforcement of internal | Low Low
i hames and email addresses and | standards that restrict access to |
course enrolment the information at both the

educational institution and by
staff of {SIT Technology.

; (Employees of both sign
agreements for the acceptable
use of student information and
abide by the institutional policies
for privacy and information

! security) |
| Use of certified and audited cloud |
infrastructure (Microsoft Azure). |
2. | Unintended public | See above, Low Low
exposure/availability of student | wevy is designed to allow
learning activity and skills download of videos only when

practice demonstration videos instructor or department staff |
have permitted this and obtained
consent from those who appear
in the videos.

Student names are not associated
with video files unless the
student has given the video a title
i including that student’s personal

[ information. This will be

discouraged by both the {

| educational program/department |

, ! | and within the software. §
N St TSST e Su SR SR SN
| 3. | student upset that they were The URL for the service begins Low Low |
| .| unaware that this is a cloud- | with “app.wevu.video”, clearly | |
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hosted service § differentiating it from College
| websites,
Users are presented with a Terms
of Service and referred to WeVu's |
i Privacy and Acceptable Use
policies and must consent to the
terms before accessing the

site/service.

10. Collection Notice

Each course that requires students to use the WeVu application will include the collection notice in
the course syllabus. These syllabi will include the following language:

“This course uses the WeVu web application for recording of skill demonstration for the purpose of
student self-assessment and self-reflection, instructor feedback and evaluation of demonstrated
skills. To access the WeVu service you must create an account in WeVu by providing your email
address, name and a username of your choice. Your name and email address is information you have
already provided to the College of the Rockies as part of your registration into this program. For
further information about the collection and use of this information, you may contact Heather
Hepworth, Dean of Health and Human Services or Brenda Mathenia, Privacy Officer and Director of

Teaching and Learning.

All private information is used in accordance with the following policies at College of the Rockies:
Policy 3.1.4 Freedom of Information and Protection of Privacy, Policy 8.1 Use of Technology, and Policy
2.4.11 Storage of Academic Works and WeVu.video’s Terms of Use, Privacy Policy and Acceptable use
policy found at: https://wevu.video/wevu-privacy-policy/ . WeVu is a web-based application hosted
and backed up entirely in Canada and the maker of WeVu, ISIT Technology, is a business based in
British Columbia, Canada. The use of WeVu by the College of the Rockies has passed a Privacy Impact
Assessment at College of the Rockies in accordance with the Directions to Heuds of Public Bodies that
are not Government Ministries, issued under Section 69 (5.3) of the Freedom of Information and
Protection of Privacy Act, R.S.B.C 1996 ¢.165,

When you participate in recorded activities and online dialogue, the video and associated text is
stored only in the WeVu system and will remain in that system to be accessed securely only by
students and instructors in the course and by WeVu support and technical staff for the sole purpose
of providing the WeVu service, Your private information will not be divulged or shared with any other
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person or body. If you have any concerns about your privacy and data security in the WeVu system,
please contact your course instructor and support@wevuvidoe immediately,”

Part 2 - Security of Personal Information

If this PIA involves an information system, or if it is otherwise deemed necessary to do so,
please consuli with your public body’s privacy office(r) and/or security personnel when
filling out this section. They will also be able to tell you whether you will need to complete a
separate security assessment for this initiative.

13, Does your branch/department rely on any security policies?

The following policies at the College of the Rockies speak to the security of personal information
and expected treatment and/or use of such information: Policy 8.1 Use of Information Technology.
For further information, please contact, Jonathoh Butt, Director Information Technology Services

at the College of the Rockies.

14, Please describe any access controls and/or ways in which you will limit or restrict unauthorized
changes (such as additions or deletions) to personal information.
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WeVu provides standard role-hbased access so that only instructors and program staff can see all
students’ email addresses and names, and instructors see this information only for students in
their own courses. This data is, in any case, available to them on other platforms at the institution
prior to the use of WeVu. This data is always used for the purposes for which it was collected and
abides by the institution’s policies with respect to privacy, acceptable use of information
technology and information security.

15. Please describe how you track who has access to the personal information.

WeVu stores logs of user access, user role changes, and most user behaviour that involves playing
video or contributing to a dialogue about that video. These analytics are available to instructors
and the program staff for analysis and for assigning credit for participation in the simulation
activities. They will be made available to the appropriate institution staff, ministry staff and law
enforcement under appropriate conditions. WeVu may also use this data to improve its services as
specified in WeVu’s Terms of Service.

Part 4 - Accuracy/Correction/Retention of Personal Informatio

16. How is an individual's information updated or corrected? If information is not updated or
corrected (for physical, procedural or other reasons) please explain how it will be annotated? If
personal information will be disclosed to others, how will the public body notify them of the

update, correction or annotation?

Users will always be able to update their own information. They may cancel their account at any
time after consultation with their academic program. Their data will be fully deleted and returned
to them upon request and in consultation with institution staff.

17. Does your initiative use personal information to make decisions that directly affect an
individual(s)? If yes, please explain.

The recording of student activity may be evaluated by academic staff and this evaluation may be
part of a student’s grade in the course, as specified ih each course syllabus.
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18. If you answered “yes” to question 17, please explain the efforts that will be made to ensure
that the personal information is accurate and complete.

The students themselves provide their own student information to the College of the Rockies and
WeVu. In addition to the personal information provided to the College and to WeVu by each
individual student, the course instructors will be able to identify each student in the course and
match that student’s physical appearance to the name and appearance of the student(s) on the

videos.

19, if you answered “yes” to question 17, do you have a records retention and/or disposition
schedule that will ensure that personal information is kept for at least one year after it is used in
making a decision directly affecting an individual?

The College of the Rockies will ensure that access to the data stored in WeVu is available for at
least one year from the last day of the academic term in which the course was offered.

Pari 5 - Further Information

20. Does the initiative involve systematic disclosures of personal information? If yes, please explain.

No.

:“.‘. T L e I e i T o e e o v ST
éi Please check this box if the related Information Sharing Agreement

i (ISA) is attached. If you require assistance completing an ISA, please
... contact your privacy office(r).

21. Does the program involve access to personally identifiable information for research or statistical
purposes? If yes, please explain.

No. Educational research may be conducted using the data in the system, but only at the
aggregate level and without any personally identifiable information as part of the database. If this
research is proposed, it must go through the Research Ethics Board at the College of the Rockies
and any other relevant institution.

10



Privacy Impact Assessment for Non-
Ministry Public Bodies

WeVu Video for Health Programs

Simulation Activities
PIA# 2019 001

| Please check this box if the related Research Agreement (RA) is
attached. If you require assistance completing an RA please contact
. Yyourprivacyoffice(v).

22, Will a personal information bank (PIB) result from this initiative? If yes, please list the
legislatively required descriptors listed in section 69 (6) of FOIPPA. Under this same section, this
information is required to be published in a public directory.

No.

11




Privacy Impact Assessment for Non-
Ministry Public Bodies

WeVu Video for Health Programs

Simulation Activities
PIA# COTR_2019 001

Part 6 - Privacy Office(r) Comments

This PIA is based on a review of the material provided to the Privacy Office(r} as of the date below.
If, in future any substantive changes are made to the scope of this PIA, the public body will have to

complete a PIA Update and submit it to Privacy Office(r).

|, Brenda Mathenia, Privacy Officer and Director, Teaching and Learning Resources, for the College of
the Rockies, have reviewed this Privacy Impact Assessment as submitied under the guidance of the
Directions to Heads of Public Bodies that are not Government Ministries, issued under Section 69
(5.3) of the Freedom of Information and Protection of Privacy Act, R.S.B.C 1996 ¢.165,

Based on the information provided by the PIA originator, and my reading of sections 26, 32 and 33 of
the British Columbia FOIPPA legislation, the use, collection and disclosure of information within, and
in relation to the use of the WeVu Video for Health Programs Simulation, at the College of the
Rockies, meets the established standards for the collection, use and disclosure of information as

outlined within this Privacy Impact Statement.
it is my determination that no further review is necessary.
Reviewed this day, Wednesday, July 17, 2019, by:

Brenda Mathenia, MSI, MUP, BSc
Director, Teaching & Learning Resources
Privacy Officer

College of the Rockies

Brevcla Mathonc %M %d%/w /7 el 0/

Privacy Officer/Privacy Office / Signature Date ¢
Representative
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Part 7 - Program Area Signatures

e o 4 m*’i P e e
il 7 h § f }Wf‘i LS f (s Z O { r:"}

Program/Department Manager Signaiﬁre Date [
Contact Responsible for Systems Signature Date

Maintenance and/or Security
(Signature not required unless they
have been involved in this PIA.)

h\)ﬁg\@jb‘&m\m :“)r\\-) K'eru) A—"\Cﬁ6i§)m\7

/
Head of Public Body, or designate Signature (/ Date

Ifyou have any questions, please contact your public body’s privacy office(r) or call the
OCIO’s Privacy and Access Helpline at 250 356-1851.

13






Privacy Impact Assessment
COLLEGE OF

THE ROCKIES Name of Initiative:
Autel - ADAS Equipment

PIA Number:2024.02-
09

INSTRUCTIONS (READ BEFORE STARTING)

Submit a completed privacy impact assessment (PIA) before starting a new College Initiative or
significantly changing an existing College Initiative that directly collects Personal Information, or results
in the collection of Personal Information by COTR or a COITR service provider.

BC's Freedom of Information and Protection of Privacy Act (FIPPA) defines an “Initiative” as any
enactment (“policy/procedure”), system (conceptual or technical), project, program, or activity.

Contact the COTR Privacy Officer (Keltie Ross — PrivacyOfficer@cotr.bc.ca) to receive support
determining whether any change in how COTR employees are completing their duties to the College
may require a Privacy Impact Assessment.

Read through this form entirely before starting to populate it. Each question is designed to capture
specific information for review.

Some information recorded in the PIA may be confidential or proprietary and not intended for

distribution. Before you share the draft or completed PIA (internally or externally), please contact
COTR’S Privacy Officer, Keltie Ross at PrivacyOfficer@cotr.bc.ca for guidance.

O ApAS



PART 1: GENERAL INFORMATION

1. Inthree to five sentences, describe the Initiative including:

a) what you are doing,

b) an overview of the process,

c) whoisinvolved,

d) and when and/or how long your Initiative runs. Indefinitely

The COTR Trades department is aiming to enhance student learning experiences by replacing the
current outdated automotive alignment equipment with the new Autel ADAS alignment system.

This system also allows mechanics to re-calibrate on vehicles, using ADAS camera software, which
deals with the camera-based sensors commonly found on most vehicles today. This equipment



and the software included will allow students to meet the Level-3 and 4 learning outcomes in the
new provincial outline for AST Apprentice Training.

Once the new equipment is in place, students will be able to experience and practice with this
new and current technology in a simulated automotive shop environment. It will provide them with
skills to complete these competencies, as well as benefit from the practical outcomes in complete
wheel alignments for Level 1 and Foundations/L-1 classes.

In a few sentences, explain the scope of this PIA. For example, is this initiative limited to
specific individuals or departments at COTR? Is this PIA covering the full initiative or just
one phase of alarger project? Are there exceptions to how the Initiative will be
implemented?

This tool will be utilized for the training of AST Programs Foundation students and
Apprentices in areas of wheel alignments and Advanced Driver Assist Systems
recalibrations.

The equipment will be used in the Pinnacle Hall shop work area.
This equipment will be used as a stand-alone piece for student use and studies.

There is no set date or plan to share the equipment, or any of its software with any other
classes or participants at COTR.

The Autel rep has verified in a phone conversation that the system and the accompanying
software does not need to be set up to allow for sharing personal information (PI) that might
be stored on this equipment. There are no plans to set up this equipment to allow for any other
group or company to have access to data input into the equipment and/or software during
training/instruction sessions.

Is this an administrative/operational, teaching and learning, or research Initiative?2 Select all that
apply.

0  Administrative/Operational a Research (Contact COTR
Privacy Officer before
continuing this PIA)

Teaching and Learning



4,

5.

Has a PIA previously been completed for this Initiative?

O Yes No O Notsure

What activities will occur within the Initiative? Use the bullet points below to make action
statements. Replace the example action statement. Add or delete bullets as necessary.

¢ The equipment will be used in the Pinnacle Hall shop work area on the Cranbrook
Campus.

¢ This system allows mechanics to re-calibrate on vehicles, using ADAS camera software, which
deals with the camera-based sensors commonly found on most vehicles today.

¢ Students will experience and practice this automotive repair process with the new and
current technology in a simulated automotive shop environment.

In a bulleted list, please list all the types of data or information you might collect, use, store,
disclose, or access in your Initiative - even if they are not Personal Information. Replace the bullet
points below with the actual elements of information or data.

e At this time, there is no intention of using or collecting any personal information (PI) from
students or other staff when utilizing this tool in a teaching/instructional capacity.

¢ Students will be directed to use fictitious names or addresses on the equipment when
preparing forms or reports for use in classes.

Did you list Personal Information in question 6¢ Personal Information is any recorded information
about an identifiable individual, other than business contact information. Personal information
includes information that can be used to identify an individual through association or reference.

O Yes No



8. If you answered “No" to question 7, in three to five sentences explain how will you ensure that you
do not unintentionally collect Personal Information?

¢ The Autel company tech. reps have stated in the communications we have had with them,
that any information input into the software will not be shared with the parent tool company.
All storage of information stays on the device and is not accessed by the company.

¢ Information received from the reps from Autel indicated that no data will be shared on any
cloud platform.

¢ There are annual updates that would require an internet connection through our network for
downloads only. This would be the only time in which the software would be connected to
the Autel system for a period of time.

9. Does the Initiative involve integration between COTR IT systems and Third-Party systems?

X Yes J No O N/A

If yes, list below: (put N/A on the first row if you answered No or N/A above. Add or delete rows)

COTR IT system: COTR Network Third party system integrated: AUTEL
COTR IT system: Third party system integrated:
COTR IT system: Third party system integrated:
COTR [T system: Third party system integrated:

***SOFTWARE NEEDS TO BE PERIODICALLY UPDATED***

If there is Personal Information involved in this Initiative, continue to complete the remaining sections of
the PIA. If there is not any Personal Information involved in this Initiative, please submit questions 1-9 to
the Privacy Officer along with the completed signatures page.



PART 2: COLLECTION

FIPPA sets out rules for public bodies and their employees to collect Personal Information.
Unauthorized collection is prohibited. This section will help you identify the legal authority for collecting
Personal Information and confirm that all Personal Information elements collected are necessary for
the purpose of the initiative.

10.

Whose Personal Information is collected in this initiativee Check all that apply.

a Students O Former employees

O Prospective students O Service provider employees
a Former students O Donors or other constituents
O Alumni O Volunteers

a Employees O Other community members

How frequently will the Initiative collect Personal Information?

] Single instance of collection within one semester or quarter

a Ongoing collection up to asingle year
a Ongoing collection over more than one year

How many individuals' Personal Information will be collected?
O 1-50 a 51 - 500 a Over 500

If the Initiative involves a Third Party, are you able to test the product to see what personal
information it collects?

O Yes O No O N/A (No Third-Party product
involved)



14 Why is the Personal Information being collected? (check all that apply)

O

The Personal Information is nécessory and directly related to college operations. The
collection of this Personal Information is directly related to the college’s documented
strategic directives, goals, or mandate letter directions.

The Personal Information is necessary and directly related to requirements explicitly
stated in college bylaws, policy, and procedure.

The Personal Information is collected because collection is required or authorized under
local, provincial, or federal law. Be prepared to directly cite the section of a particular
law that applies if asked.

The Personal Information is collected for determining suitability for an honour or award
including a scholarship, prize, or bursary.

The Personal InNformation is being collected for a quality assurance or improvement
Initiative that has been approved by the college Executive.

15.  How will you reduce the risk of collecting unnecessary Personal Information? (Check all that

apply.)

d

oo

a

The Initiative will only collect specific information deemed necessary for and directly
related to the initiative

The Initiative will use forms with primarily closed-ended questions and minimal open-
ended questions

The Initiative will use forms with drop-down menus

The Initiative will have documented data gathering and aggregation processes for
open ended submissions or fields
The Department needs Privacy Officer review and support because none of the above

apply

16. FIPPA Collection Notice: When collecting Personal Information, FIPPA requires that you provide a
collection notice (except in limited circumstances). Please fill in the template collection notice
below and remove bold and square brackets.

The College of the Rockies ("COTR") collects your Personal Information in accordance with
section 26 of the Freedom of Information and Protection of Privacy Act (“FIPPA"), R.S.B.C. 1996,
c.165 for the purposes of [explain purposes]. If you have any questions about the processing of
your Personal Information, please contact [COTR employee or department/faculty] at [COTR
email address].

Please ask the Privacy Officer for assistance drafting your collection notice if your Initiative
requires indirect collection of Personal Information (i.e. if a service provider collects Personal
Information from students or employees on behalf of COTR). The Privacy Officer may
recommend changes to the FIPPA Collection Notice that you draft above.



The Privacy Officer may also provide additional options for the FIPPA Collection Notice that
would be required when collecting personal information. Please speak with them directly for this
portion of the form before final submission.



PART 3: USE

FIPPA sets out requirements and restrictions related to use of Personal Information. This section will help
you identify the legal authority for using Personal Information and ensure that the use of Personal
Information is limited to the original purpose for collection.

17.  What is the intended use of the Personal Information collected? (check all that apply)

a
a

The Personal Information will be used for the purposes checked off in Question 14

The Personal Information will be used for secondary purposes, and | have a consent
notice attached as an appendix to this PIA that meets the requirements found in FIPPA
regulations. | will work with the COTR Privacy Officer to determine if secondary use is
appropriate and compliant with FIPPA.

The Personal Information will be used for a purpose for which the information may be
disclosed to the public body under section 33. The COTR Privacy Officer will attach the
relevant section number to this selection if it applies.

18.  How will you ensure that parties using the Personal Information will use it only for the purposes
stated in 17 above? Check all that apply.

a
a

a
a

Documented department information management practices and training

Documented use restrictions communicated from your department to another COTR
department

Written contract between COTR and a Third Party including explicit conditions

The Department needs Privacy Officer review and support because none of the
above apply

19.  Does your Initiative use Personal Information to make decisions that directly affect an individual?

O

Yes O No



20. Whatis the intended impact of the decisions that are being made that directly affect an
individual? (check all that apply).

(]
O

a

Oo0o0ooao

Directly affects academic status or grades

Directly affects how an individual accesses their courses, campus activities, or student
supports

Directly affects employment status, employee remuneration, or contract opportunities,
and pay

Directly affects how employees and service providers will complete their work

Directly affects how employees access campus activities and support services

Directly affects the College's capacity to protect individuals from harm

Directly affects the College's capacity to interact with and support external parties
N/A - The decisions are not intended to have a direct impact on individuals

21. Who will be using the Personal Information collected by this Initiative? (Check all that apply and
provide details.)

[put N/A if no other
departments at COTR
manage the Personal
Information in this
Initiativej] =~

[add more rowsas
necessary|] L
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PART 4: STORAGE

22.

23.

24.

Is all Personal Information involved in your Initiative stored within standard COTR storage
locations, technologies, or services?

O

Yes O No

If you answered yes, please list the approved standard COTR storage locations, technologies
and/or services.

a

Ooo0o0oaoao

Microsoft 365 (Teams, SharePoint, OneDrive)

Other Microsoft 365 Apps Approved by COTR. Specify:
Colleague

COITR Local Servers (S: Drive, L: Drive, G: Drive) [check with IT for accuracy]
Moodle

Other:

Is any Personal Information involved in your Initiative stored outside of Canada?

a

Yes O No

Where is the Personal Information stored? Please identify applicable geographic locations for
primary storage and backups. If Personal Information is stored in more than one primary location,
the COTR Privacy Officer can expand the response field in this question.

Primary Storage Back-up Storage (if applicable
City (if applicable): City (if applicable):
Province, Region, or State: Province, Region, or State:

Country: Country:



25.

26.

27.

Does your Initiative involve Sensitive Personal Information?¢ (Any Personal Information can be
Sensitive Personal Information in different contexts. Please contact the COTR Privacy Officer to
discuss.)

O  Yes O No

Is any of the Sensitive Personal Information stored outside of Canada?

O Yes O No

Where is the Sensitive Personal Information stored? Please identify applicable geographic
locations for primary storage and backups. Type N/A in the cells on the first row if Sensitive
Personal Information is not stored outside of Canada as indicated in Question 26.




PART 5: DISCLOSURE

FIPPA sets out requirements and restrictions related to disclosure of Personal Information. This section
will help identify the legal authority for disclosing Personal Information, and consider risks related to
that disclosure. Fill out this section if Question 26 was answered “Yes”

Complete this section if you are disclosing Sensitive Personal Information to be stored outside of
Canada. You may need help from the COTR Privacy Officer.

28. Is any Personal Information being disclosed outside of Canada under FIPPA section 33(2)(f)¢ This
section allows for information to be made available to the public under an enactment that
authorizes or requires the information to be made public.

O Yes O No

29. Is any of the Personal Information being disclosed outside of Canada under FIPPA section
33(2)(p) ¢ This sectional allows disclosure for the purposes of (i) a payment to be made to or by
COTR, (ii) authorizing, administering, processing, verifying, or cancelling a payment, or {iii)
resolving an issue regarding a payment.

a Yes O No
O The payment processor is out of
scope of this PIA

13



30.

Describe the privacy risks for disclosure of Personal Information (Pl) outside of Canada.

Use the table to indicate the privacy risks. For each privacy risk you identify, describe the
potential impact to individuals or COTR, and describe a privacy risk response that is
proportionate to the level of risk posed.

This may include reference to the measures to protect the Sensitive Personal Information
(contractual, physical, technical, administrative measures) you outline elsewhere in this PIA.
Privacy risks below are examples only; add new rows if necessary.




PART 6: PROTECTION

Please share how the initiative will secure Personal Information to protect personal privacy. People,
organizations, or governments outside of your Initiative should not be able to access the Personal
Information you collect, use, store or disclose. You need to make sure that the Personal Information is

safely secured in both physical and technical environments.

31. Does your Initiative involve digital tools, databases, or information systems?

a Yes O No

32.  What physical security safeguards are in place to protect Personal Information in this Initiative?
Identify the elements of physical security that protect where the records for your Initiative are
stored (Check all that apply. Specify, “Other” if applicable)

15



33. What technical security safeguards are in place to protect Personal Information in this
Initiative 2

Describe the elements of technical security that protect where the records for your Initiative
are stored (e.g. secure passwords, encryption, firewalls, etc.) (More options on the following page)

16



34.

35.

What administrative safeguards are in place to protect Personal Information?

Describe the elements of administrative security that protect where the records for your
Initiative are stored (e.g., dliasing, aggregation, policies/procedures, standards of practice,
etc.)

If the Initiative involves a Third Party, please indicate what type of Agreement governs the
relationship between COTR and the Third Party. Please select one.

COTR’'S GSA (negotiated Agreement between COTR and the Third Party)
Vendor's Agreement (negotiated Agreement between COTR and the Third
Party)

Online “Terms of Service" or “Terms of Use" (often non-negotiable)
Memorandum of Understanding/Memorandum of Agreement
("MOU"/*"MOA")

Other (specify):

No Agreement

o0 OO0 00O
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36.

37.

38.

39.

If the Initiative involves a Third Party, does an End User License Agreement ("EULA") apply to the
individuals whose Personal Information is involved?

O Yes O No

The Privacy Officer will need to review all draft/proposed Contracts/Agreements (and related
materials, i.e. contract appendices/schedules; Third Party privacy policies or online terms and
conditions, if any) involved in the Initiative. Have you ensured these have been provided?
Check only one.

O Yes O No O N/A (No Third Party
involved)

Where are the privacy related terms referenced in the contract or agreement if applicable?
(Check all that apply)

In the body of the contract or agreement

Third Party will sign COTR's Privacy Protection Schedule

Third Party will sign COTR's Data Security Schedule

In the Third Party’s privacy or data protection policy or appended
schedules

In a separate InNformation Sharing Agreement

There are no privacy related terms in the contract or agreement (or related
documentation)

There is no contract or agreement for this Initiative

O 00 o0O004ag

Controlling and tracking access

Review each strategy below that describes how to limit or restrict who can access Personal
Information and how to keep track of who has accessed Personal InNformation in the past. Check
all that apply. Specify "Other" if applicable.

O Managed role-based access to Personal Information for COTR employees
Managed role-based access to Personal Information for Third Party

Third Party access is time limited for installing, implementing, maintaining,
repairing, troubleshooting, or upgrading an electronic system

Third Party access escorted by authorized COTR employee

Audit logs at COTR

Audit logs from Third Party

Other: (fill in details)

oooo OO0
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PART 7: ACCURACY AND CORRECTION

FIPPA section 28 states that a public body must make every reasonable effort to ensure that an
individual's Personal Information is accurate and complete. FIPPA also gives an individual the right to
request correction of errors or omissions to their Personal Information.

In this section, please demonstrate how you will make a reasonable effort to ensure the Personal
Information you have on file is accurate and complete.

40. How will COTR ensure that the Personal Information is accurate and complete? (Check all that
apply)

Individuals input their own Personal Information

Individuals update their own Personal Information

Employee verifies that information is accurate and complete before
processing

Documented processes to ensure accurate and complete data entry and
maintenance

The Third Party manages the accuracy and completeness of Personal
Information under the direction of COTR

Software or service uses automated processes to enter and manage
Personal Information

Other: {fill in details)

Other: (fill in details)

ooO O O O ooo

41. Is there a documented process in place to correct Personal Information?

O Yes O No

42. Sometimes it is not possible to correct the Personal Information. FIPPA requires a process to make
a note on the record about the request for correction if it isn't possible to correct the record itself.
Is there a documented process in place to annotate the record?

O Yes O No O N/A (Corrections
possible)




43. If there is a request for correction from an individual and COTR or the Third Party disclosed that
individual's Personal Information in the last year, FIPPA requires that COTR or the Third Party
provide the applicable other public body or Third Party about the request for correction. Will
CNC or the Third Party ensure that these notifications are done when necessary?

O COTR will forward correction notifications
O Third Party will forward correction notifications

O COITR and Third Party will split responsibility based on who was authorized to
disclose Personal InNformation to third parties before a correction request was
made.

20



PART 8: RETENTION AND DISPOSITION

FIPPA requires that public bodies keep Personal Information for a minimum of one year after it is
used to make a decision. Personal Information needs to be disposed of to limit privacy risk after
legal retention timelines.

44. How long will COTR need to retain the records containing Personal Information? If there are
different retention timelines for different types of records, please state each retention
timeline based on record type.

Record Type: Retention Period (in years/months):
Record Type: Retention Period (in years/months):
Record Type: Retention Period (in years/months):
Record Type: Retention Period (in years/months):

45, How long will the Third Party need to retain the records containing Personal Information?
If there are different retention timelines for different types of records, please state
each retention timeline based on record type.

Record Type: Retention Period (in years/months):
Record Type: Retention Period (in years/months):
Record Type: Retention Period (in years/months):
Record Type: Retention Period (in years/months):

46.  How will you ensure that the records containing Personal Information are disposed of in
accordance with the retention schedule noted in questions above? (Check all that apply)

a Schedule records review and disposition dates in Outlook calendars

a Build conditions for disposal into department Standard Operating
Procedures

O Send direct written communication to staff or service providers.

a Other (explain):

47.  What methods will be used to dispose of Personal Information following retention periode
(Check all that apply.)

O COITR business unit shredding on campus

COTR contracted shredding service provider

COTR deletion of electronic record(s)

Service Provider shredding/deletion of record(s) under COTR contract
Service Provider shredding/deletion of record(s) under COTR written
instruction

Other (explain):

Other (explain):

oo O0o0o0o0o

2]



PART 9: INFORMATION FLOW

48.

Complete the Information Flow Table

Use column 1 to describe the way Personal Information moves through your Initiative step by

step. Describe the steps as if you were explaining it to someone who does not know about
your Initiative.

Use column 2 to identify whether the action in column 1 is a collection, use, or disclosure of
Personal Information.

The Privacy Officer will complete column 3 to identify the legal authority you have for the
collection, use, or disclosure.

Optional: Insert a drawing or flow diagram here or in an appendix if you think it will help to
explain how each different part is connected.
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PART 10: TRAINING

49.  |dentify which of the following activities all employees and Third Party (as applicable), will be
trained on when collecting and managing the Personal Information for the College Initiative.

Collection: Limit the collection to only what is explicitly necessary

Use: Use the Personal Information only for the purpose for which it was
originally collected

Access: Only authorized employees (and, where applicable, service
providers) may access the Personal Information

Disclosure: Not to disclose the Personal Information inside or outside COTR
unless authorized under FIPPA

Storage: To store the Personal Information only in COTR-provided or
approved storage locations and not to store unnecessarily in multiple
locations

Retention: to keep the Personal Information for a minimum of one year -
with longer retention periods only when necessary

a Disposal: To dispose, when applicable, in a secure method that renders the
Personal Information permanently irretrievable

o 0O 0O OO0

a
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PART |1 1: PERSONAL INFORMATION BANKS

50. Will your Initiative result in a Personal Information Bank (“PIB")¢ A PIB is a collection of Personall
Information searchable by name or unique identifier. If yes, please complete the table below. If
more than one PIB will result, copy and paste an additional copy of the table below and fill
out a separate table for each PIB.

O Yes O No

24



PART 12: OIPC REVIEW REQUIREMENTS (Privacy Officer to
Complete)

51. s this Initiative a data-linking program under FIPPA? If this PIA addresses a data-
linking program, this PIA must be submitted to the Office of the Information and Privacy
Commissioner.

d Yes O No

52. Is this Initiative a common or integrated program or activity? If this PIA addresses a common
orintegrated program, this PIA must be submitted to the Office of the Information and
Privacy Commissioner.

O Yes O No
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PART 13: PRIVACY OFFICE(R) COMMENTS

If, in the future, any substantive changes are made to the scope of this PIA, the College will have to
complete a PIA Update and submit it to Privacy Office(r).

This PIA is based on a review of the material provided to the COTR Privacy Office(r) as of February
13, 2024.

The details provided in this PIA for this Trades initiative, indicates that the application of the software
associated with the automotive tools that will be used within course curriculum for the automative
program can be delivered in compliance with FIPPA legislation.

¢ The PIA Initiative Lead has outlined that the software product that is an accessory on the
AUTEL ADAS equipment will only be used within automotive courses at COTR and is tied to
course curriculum.

e It has been pointed out that the instructors and students will not be using personal
information that would require the data to be shared or transferred to any third parties or be
stored in any manner.

¢ The Initiative Lead has taken the steps to speak with the product vendor to ensure how the
software can be used without needing to share personal information, and they will fake
measures to limit use of any personal information during the teaching/learning process with
this equipment.

Should there be a change in scope to this part of the initiative, further assessment and/or a PIA
update may be required as new related or expanded service is considered, or the privacy policies
for the College change in the future.

Any substantive changes made to the scope of this PIA would need to be included in a PIA update
and submitted to the Privacy Office(r).

o hitps://www.bclaws.gov.bc.ca/civix/document/id/complete/statreq/26165 00
o https://www.bclaws.gov.bc.ca/civix/document/id/complete/statrea/261465 03#section2é

26



Privacy Office Signature
This PIA is based on areview of the material provided to the Privacy Officer as at the date in Part 13
Privacy Officer Comments above.
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PART 14: APPROVAL SIGNATURES

Institution Signatures

This PIA is compliant with FIPPA when it accurately documents information management
practices and information flow at the time of signing. If there are any changes to the overall
Initiative, including to the way Personal Information is collected, used, stored, or disclosed, the
Department willinform the COTR Privacy Officer, and if necessary complete a PIA update.

By signing where required below, the signatories acknowledge and confirm their declarations as
noted.

Declaration of Initiative Lead: | confirm that | understand the privacy impacts of this College
Initiative and | am committed to my FIPPA obligations related to the collection and management
of Personal Information involved in the Initiative. If there are any changes to the Initiative,
including to the way Personal Information is collected, used, stored, or disclosed, | understand
that the department will need to inform the COTR Privacy Officer and if necessary, complete a
PIA update. | will establish and document information management guidelines for the Personal
Information and ensure these are followed. | will ensure employees and/or students are
trained/informed about and able to comply with their obligations under FIPPA; related College
policies and procedures; and COTR Privacy Officer recommendations relative to this Initiative.

Signature of Initiative Lead or PIA Drafter

Declaration of Dean / Director / One-Over-One Signatory: | confirm that | have reviewed

this PIA and | acknowledge the residual privacy risks identified. | support the department by
providing required time and operational resources to comply with FIPPA, related College policies
and procedures, and COTR Privacy Officer recommendations relative to this Initiative.

Signature of Dean / Director
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Privacy Impact Assessment
COLLEGE OF

THE ROCKIES Name of Initiative:
PIA Number:

Declaration of Information Security: | confirm that | am satisfied that the Information Security
safeguards employed in this college Initiative meet reasonable requirements relative to the
amount or sensitivity of the Personal Information or COTR business information described in this
PIA.

Signature of Information Security (Required only when college Initiative involves Information
Security considerations)

Nathan Skretting

Declaration of Information Technology: | confirm that | understand and approve of the
proposed use-case of COTR IT systems described in this PIA, where applicable. | understand and
approve of the Third Party's integration with COTR's IT systems for the College Initiative described
in this PIA, where applicable.

Signature of Information Technology (Required when College Initiative involves use of COTR IT
systems or integration of Third-Party technology with COTR IT systems.)

Declaration of Head of Public Body or Designate: | have reviewed this PIA carefully and accept
and will be accountable for the residual privacy risks identified for this College Initiative. | am
satisfied with the completion of this PIA under FIPPA.

Signature of Head of Public Body or Designate Under FIPPA (Required only if Personal
Information is involved in the Initiative as indicated in Question 7).







Privacy Impact Assessment
/X COLLEGE OF

THE ROCKIES Name of Initiative:
CEI eBook Site

PIA Number:
2024.02-10

INSTRUCTIONS (READ BEFORE STARTING)

Submit a completed privacy impact assessment (PIA) before starting a new College Initiative or
significantly changing an existing College Initiative that directly collects Personal Information, or results
in the collection of Personal Information by COTR or a COTR service provider.

BC's Freedom of Information and Protection of Privacy Act (FIPPA) defines an “Initiative” as any
enactment (“policy/procedure”), system (conceptual or technical), project, program, or activity.

Contact the COTR Privacy Officer (Keltie Ross — PrivacyOfficer@cotr.bc.ca) to receive support
determining whether any change in how COTR employees are completing their duties to the College
may require a Privacy Impact Assessment.

Read through this form entirely before starting to populate it. Each question is designed to capture
specific information for review.

Some information recorded in the PIA may be confidential or proprietary and not intended for
distribution. Before you share the draft or completed PIA (internally or externally), please contact
COTR’S Privacy Officer, Keltie Ross at PrivacyOfficer@cotr.bc.ca for guidance.


mailto:PrivacyOfficer@cotr.bc.ca
mailto:PrivacyOfficer@cotr.bc.ca

PART 1: GENERAL INFORMATION

Initiative Title: CEI eBOOK Site

Department: Student Life

Initiative Lead (PIA Drafter) Name |GaRatlisCulils
and COTR Email Address:

Dean or Director Name, Title, and Doris Silva
Email:

Privacy Officer Assigned: Keltie Ross

If initiative involves a third-party (i.e. vendor, consultant, partner), provide

Third Party Name: Campus eBookstore

Product Name (if Campus eBookstore
applicable):

Third Party Contact Name and Email: Brent Beatty bbeatty(@campusebookstore.com

Third Party URL: Campusebookstore.com

1. Inthree to five sentences, describe the Initiative including:

a) what you are doing,

b) an overview of the process,

c) whois involved,

d) and when and/or how long your Initiative runs.

This initiative involves entering into a contractual agreement with Campus eBookstore, a company
that works with post-secondary institutions (PSI's) across Canada to provide access to digital
curriculum materials that users purchase on their dedicated webpage.

A key part of the initiative is the implementation of a web-based system in the form of a link on the
COTR Campus Store webpage. This link will allow the Campus Store to offer digital course materials


mailto:bbeatty@campusebookstore.com

to students via Campus eBookstore, which handles the monitoring of the titles and the purchasing
by users. The Campus eBookstore owns and runs this web-based system.

There will be a formal agreement between the College of the Rockies and Campus eBookstore
(CEl) for this service/access to their product.

The initiative will be ongoing.

In a few sentences, explain the scope of this PIA. For example, is this initiative limited to
specific individuals or departments at COTR? Is this PIA covering the full initiative or just
one phase of a larger projecte Are there exceptions to how the Initiative will be
implemented?

This inifiative is limited to the COTR Campus Store. This PIA covers the entire initiative.

Is this an administrative/operational, teaching and learning, or research Initiative? Select all that
apply.

Administrative/Operational O Research (Contact COTR
Privacy Officer before
continuing this PIA)

O Teaching and Learning

Has a PIA previously been completed for this Initiative 2

O Yes No O Not sure

What activities will occur within the Initiative? Use the bullet points below to make action
statements. Replace the example action statement. Add or delete bullets as necessary.

e Alinkis provided by CEl/Campus eBookstore to College of the Rockies to be placed on the
Campus Store webpage.

e The link will direct students to the Campus eBookstore site.

e There will be clear information at the site of the link that users will be leaving the COTR
webpage and directed to a vendor outside of College of the Rockies.



e Students that choose click on the link and move over to the CEl webpage will be required to
submit their name and email address on the Campus eBookstore site to access digital
materials.

e The Campus Store will be able to review, select, and requisition digital materials as part of the
CEl system.

e The Campus Store will manage the margins for retail sales associated with this collaboration
and will set the prices for digital materials that are made available via the Campus eBookstore.

e All purchases of digital materials will occur through the Campus eBookstore webpage. COTR
does not participate in monitoring or tracking these purchases.

In a bulleted list, please list all the types of data or information you might collect, use, store,
disclose, or access in your Initiative - even if they are not Personal Information. Replace the bullet
points below with the actual elements of information or data.

e The COTR Campus Store will not collect any personal information in this process. Any personal
information collected is done so after the user has decided to click on the CEl link that will take
them to another website — the Campus eBookstore.

Did you list Personal Information in question 62 Personal Information is any recorded information
about an identifiable individual, other than business contact information. Personal information

includes information that can be used to identify an individual through association or reference.
[ Yes No

If you answered “No” to question 7, in three to five sentences explain how will you ensure that you
do not unintentionally collect Personal Information?2

Ensure that it is clear to students that they are entering their name and email address on a third-
party system. See the template examples below.

Ensure that third party system has a privacy policy:
https://www.campusebookstore.com/PrivacyPolicy.aspx

Does the Initiative involve integration between COTR IT systems and Third-Party systems?

O Yes No O N/A


https://www2.gov.bc.ca/gov/content?id=45F56451625849E49141D4AF85D8EEC2
https://can01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.campusebookstore.com%2FPrivacyPolicy.aspx&data=05%7C02%7CCAndrichuk%40cotr.bc.ca%7Cc56a49d432784a64e9bc08dc3ef02e5f%7C7a2f8d69e77a49e2999eaccc9d9ba9c0%7C0%7C0%7C638454448487897386%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=iQkoc1wF%2BENDMF9DvBdIXeZOYIlvyNLMVUHmJBwSpEs%3D&reserved=0

If yes, list below: (put N/A on the first row if you answered No or N/A above. Add or delete rows)

COTRIT system: N/A Third party system integrated: N/A

Campus eBookstore provides a dedicated link that is to be added to the existing COTR Campus
Store website. Below, there are examples of the template provided by CEl that includes
additional information that the user can choose to read through prior to deciding if they want to
access the Campus eBookstore webpage and what to expect in the purchasing process.

| Home | | eBook Shopping Cant

Important Information - Read Carefully
THERE ARE MO RETURNS, REFUNDS OR EXCHANGES ON DIGITAL PRODUCTS

fease be aware that due to terms set by the publishers, digital products purchased cannot be refunded,
returned or exchanged.

Before purchasing be absolutely certain thak:

1. vou have selected the appropriate Access Code or eBook for your course. If you are unsure, check with
your professor.

2. Should you drop the course at a later dake you will NOT be ablé to reburn, rifund or Exchange thas
digital product,

3. Copy and printing of some eBooks will be limited or disabled by some content providers. eBoaks
require an eBock reader. eBooks will NOT work on any other eBook platform like Kindle, Mook or Koba.

4. You MUST use your SCHOOL ASSIGHNED EMAIL for purchase and redemption of the product.

5. Digital products CANNOT be sold or shared with anyone other than original purchaser, Any attempts of
disabling or altering the digital rights management software can result in non-academic misconduct.

Fulfillment is powergéd by Secure Servérs and payment processing '."E¢|'ll'lﬂ|-:|-‘.'|‘:«' friom our trusted partner
Campus eBookstore. You will be taken to their website to place your order and checkout.

To continue, please click *I Agree...” below:

L Digagree. Cancel | L Agree, Continue Checkout =



Note: This website nas WO shopping carts. Thereis &
The steps for Campus eBookstore are as follows: checkout process for eBooks/access codes,

« Select your courses below and add them to your cart Have questions? Check out the access codes FAQs
« You will pay for these codes separately from any other course materials purchased on the Bookstore website
+ Make sure you enter your email address correctly during checkout. This is where you will receive your code

[ Home | [ eBook Shopping Can |

Important Information - Read Carefully
THERE ARE NO RETURNS, REFUNDS OR EXCHANGES ON DIGITAL PRODUCTS
Please be aware that due to terms set by the publishers, digital products purchased cannot be refunded, returned or exchanged.
Before purchasing be absolutely certain that:
1. You have selected the appropriate Access Code or eBook for your course. If you are unsure, check with yvour professor.
2. Should you drop the course at a later date you will MOT be able to return, refund or exchange this digital product.
3. Copy and printing of some eBooks will be limited or disabled by some content providers. eBooks require an eBook reader. ¢Books will NOT work on any other eBnok platform like Kindle, Noak or Kobo.
4, ¥ou MUST use your SCHOOL ASSIGNED EMAIL for purchase and redermnption of the product.
5. Digital products CANNOT be sold or shared with anyend other than original purchaser. Any attempts of disabling or altéring the digital rights management software can result in non-academic misconduct.
Fulfillment is powered by secure servers and payment processing technology from our trusted partner Campus eBookstore, You will be taken te their website to place your order and checkout.
Ta continue, please click "I Agree...” below:

1Disagree, Concel | ] Agree. Continye Checkoyt >>

If there is Personal Information involved in this Initiative, continue to complete the remaining sections of
the PIA. If there is not any Personal Information involved in this Initiative, please submit questions 1-9 to
the Privacy Officer along with the completed signatures page



PART 2 : PRIVACY OFFICE(R) COMMENTS

If, in the future, any substantive changes are made to the scope of this PIA, the College will have to
complete a PIA Update and submit it fo Privacy Office(r).

This PIA is based on a review of the material provided to the COTR Privacy Office(r) as of April 17, 2024.

The details provided in this PIA indicates that the application to be developed and uploaded onto
the COTR website in collaboration with the vendor, Campus eBookstore, can be delivered in
compliance with FIPPA legislation.

Should there be a change in scope to this part of the initiative, further assessment and/or a PIA
update may be required as new related or expanded service is considered, or the privacy policies
for the College change in the future.

Any substantive changes made to the scope of this PIA would need to be included in a PIA update
and submitted to the Privacy Office(r).

e hitps://www.bclaws.gov.bc.ca/civix/document/id/complete/statreg/26165 00
e https://www.bclaws.gov.bc.ca/civix/document/id/complete/statreq/96165 03#section26

Privacy Office Signature

This PIA is based on a review of the material provided to the Privacy Officer as at the date in Part 13
Privacy Officer Comments above.

Name and Title Signature Date signed

April 17, 2024



https://www.bclaws.gov.bc.ca/civix/document/id/complete/statreg/96165_00
https://www.bclaws.gov.bc.ca/civix/document/id/complete/statreg/96165_03#section26

PART 3: APPROVAL SIGNATURES

Institution Signatures

This PIA is compliant with FIPPA when it accurately documents information management
practices and information flow at the time of signing. If there are any changes to the overall
Initiative, including to the way Personal Information is collected, used, stored, or disclosed, the
Department will inform the COTR Privacy Officer, and if necessary complete a PIA update.

By signing where required below, the signatories acknowledge and confirm their declarations as
noted.

Declaration of Initiative Lead: | confirm that | understand the privacy impacts of this College
Initiative and | am committed to my FIPPA obligations related to the collection and management
of Personal Information involved in the Initiative. If there are any changes to the Initiative,
including to the way Personal Information is collected, used, stored, or disclosed, | understand
that the department will need to inform the COTR Privacy Officer and if necessary, complete a
PIA update. | will establish and document information management guidelines for the Personal
Information and ensure these are followed. | will ensure employees are trained on and able to
comply with their obligations under FIPPA; related College policies and procedures; and COTR
Privacy Officer recommendations relative to this Initiative.

Signature of Initiative Lead or PIA Drafter

Name and Title Signature Date signed

Cori Andrichuk, Manager, Student Life / / .
‘ %/‘/é April 18, 2024

Declaration of Dean / Director / One-Over-One Signatory: | confirm that | have reviewed

this PIA and | acknowledge the residual privacy risks identified. | support the department by
providing required time and operational resources to comply with FIPPA, related College policies
and procedures, and COTR Privacy Officer recommendations relative to this Initiative.

Signature of Dean / Director

Name and Title Signature Date signed

Doris Silva, Director of Student Affairs . l '
P April 18, 2024




Privacy Impact Assessment
COLLEGE OF

THE ROCKIES Name of Initiative:
PIA Number:

Declaration of Information Security: | confirm that | am safisfied that the Information Security
safeguards employed in this college Initiative meet reasonable requirements relative to the
amount or sensitivity of the Personal Information or COTR business information described in this
PIA.

Signature of Information Security (Required only when college Initiative involves Information
Security considerations)

Name and Title Signature Date signed

Nathan Skretting, CIO
<F\79/ 24 April 2024

Declaration of Information Technology: | confirm that | understand and approve of the
proposed use-case of COTR IT systems described in this PIA, where applicable. | understand and
approve of the Third Party’s integration with COTR’s IT systems for the College Initiative described
in this PIA, where applicable.

Signature of Information Technology (Required when College Initiative involves use of COTR IT
systems or integration of Third-Party technology with COTR IT systems.)

Name and Title Signature Date signed

Declaration of Head of Public Body or Designate: | have reviewed this PIA carefully and accept
and will be accountable for the residual privacy risks identified for this College Initiative. | am
satisfied with the completion of this PIA under FIPPA.

Signature of Head of Public Body or Designate Under FIPPA (Required only if Personal
Information is involved in the Initiative as indicated in Question 7).

Name and Title Signature Date signed




Privacy Impact Assessment

COLLEGE OF o
THE ROCKIES Name of Initiative:
CITL_CHATGPT
PIA Number:
2023.12 - 04

INSTRUCTIONS (READ BEFORE STARTING)

Submit a completed privacy impact assessment (PIA) before starting a new College Initiative or
significantly changing an existing College Initiative that directly collects Personal Information, or results
in the collection of Personal Information by COTR or a COTR service provider.

BC’s Freedom of Information and Protection of Privacy Act (FIPPA) defines an “Initiative” as any
enactment (“policy/procedure”), system (conceptual or technical), project, program, or activity.

Contact the COTR Privacy Officer (Keltie Ross — kross5@coftr.bc.ca) to receive support determining
whether any change in how COTR employees are completing their duties to the College may require
a Privacy Impact Assessment.

Read through this form entirely before starting to populate it. Each question is designed to capture
specific information for review.

Some information recorded in the PIA may be confidential or proprietary and not intended for
distribution. Before you share the draft or completed PIA (internally or externally), please contact
COTR’S Privacy Officer, Keltie Ross at kross5@cotr.bc.ca for guidance.



mailto:kross5@cotr.bc.ca
mailto:kross5@cotr.bc.ca

PART 1: GENERAL INFORMATION

Dean or Director Name, Title, and Shaun Longstreet

Third Party Contact Name and Email:
Third Party URL:

Initiative Title: Generative Al Drop-in Sessions

Department:

Initiative Lead (PIA Drafter) Name
and COTR Email Address:

Email:
Privacy Officer Assigned: Keltie Ross

If initiative involves a third-party (i.e. vendor, consultant, partner), provide

Third Party Name:

Product Name (if
applicable):

In three to five sentences, describe the Initiative including:

a) what you are doing,

b) an overview of the process,

c) whoisinvolved,

d) and when and/or how long your Initiative runs.

e The CITL would like to use ChatGPT 4 in workshops and drop-in sessions for instructors FY23/24

2,

Winter semester, demonstrating the capabilities of the technology. These drop-in sessions will
take place bi-weekly on a Friday and Monday throughout the Winter 2024 term. The workshops
will be delivered mainly by me (Kelly Fyke) but may occasionally involve the other Teaching

and Learning Specialist, Lauren Anstey.

In a few sentences, explain the scope of this PIA. For example, is this initiative limited to
specific individuals or departments at COTR? Is this PIA covering the full initiative or just
one phase of alarger project? Are there exceptions to how the Initiative will be
implemented?

¢ The scope of this PIA is limited to the faculty attending the sessions, and the departments
within which they work. The drop-in sessions will focus on the potential classroom use of



ChatGPT, both in terms of how faculty can use the technology and how students may
already be using it.

o [f this initiative is successful this term, we may choose to hold future sessions in
upcoming semesters.

o At this time, we don't believe there are any exceptions to how the initiative will be
implemented - all faculty are invited to these sessions as all are potentially impacted.



Is this an administrative/operational, feaching and learning, or research Initiative2 Select all that
apply.

0  Administrative/Operational O Research (Contact COTR
Privacy Officer before
continuing this PIA)

Teaching and Learning

Has a PIA previously been completed for this Initiative 2

O Yes No O Noft sure

What activities will occur within the Initiative2 Use the bullet points below to make action
statements. Replace the example action statement. Add or delete bullets as necessary.

¢ Instructors will ask questions about the capabilities of Generative Al and share their own
experiences, tips, etc.

In a bulleted list, please list all the types of data or information you might collect, use, store,
disclose, or access in your Initiative - even if they are not Personal Information. Replace the bullet
points below with the actual elements of information or dafa.

¢ The CITL email address for logging into ChatGPT 4.0
e Subject topics for particular courses/programs

Did you list Personal Information in question 62 Personal Information is any recorded information

about an identifiable individual, other than business contact information. Personal information

includes information that can be used to identify an individual through association or reference.
[ Yes No

If you answered “No” to question 7, in three to five sentences explain how will you ensure that you
do not unintentionally collect Personal Information?

¢ | would not enter any personal or identifiable information into the ChatGPT prompt when
being used to generate examples. These examples would revolve around curriculum
subjects/topics, for the purpose of showing attendees what the applications capabilities are
or could be.


https://www2.gov.bc.ca/gov/content?id=45F56451625849E49141D4AF85D8EEC2

9. Does the Initiative involve integration between COTR IT systems and Third-Party systems?

O Yes

No N/A

If yes, list below: (put N/A on the first row if you answered No or N/A above. Add or delete rows)

COTR IT system:
COTR IT system:
COITR IT system:
COITR IT system:

Third party system integrated:
Third party system integrated:
Third party system integrated:
Third party system integrated:

If there is Personal Information involved in this Initiative, continue to complete the remaining sections of
the PIA. If there is not any Personal Information involved in this Inifiative, please submit questions 1-9 to
the Privacy Officer along with the completed signatures page.



PART 2: COLLECTION

FIPPA sets out rules for public bodies and their employees to collect Personal Information.

Unauthorized collection is prohibited. This section will help you identify the legal authority for collecting
Personal Information and confirm that all Personal Information elements collected are necessary for
the purpose of the initiative.

10.  Whose Personal Information is collected in this initiative2 Check all that apply.

O Students O Former employees

O Prospective students O  Service provider employees
O Former students O Donors or other constituents
O Alumni O  Volunteers

O Employees O Other community members

1. How frequently will the Initiative collect Personal Information?

O Single instance of collection within one semester or quarter

O Ongoing collection up to a single year
O Ongoing collection over more than one year

12. How many individuals’ Personal Information will be collected?
O 1-50 O 51 -500 O Over 500

13.  If the Initiative involves a Third Party, are you able to test the product to see what personal
information it collects?2

O Yes O No C N/A (No Third-Party product
involved)



14 Why is the Personal Information being collected? (check all that apply)

O

The Personal Information is necessary and directly related to college operations. The
collection of this Personal Information is directly related to the college’s documented
strategic directives, goals, or mandate letter directions.

The Personal Information is necessary and directly related to requirements explicitly
stated in college bylaws, policy, and procedure.

The Personal Information is collected because collection is required or authorized under
local, provincial, or federal law. Be prepared to directly cite the section of a particular
law that applies if asked.

The Personal Information is collected for determining suitability for an honour or award
including a scholarship, prize, or bursary.

The Personal Information is being collected for a quality assurance or improvement
Initiative that has been approved by the college Executive.

15.  How will you reduce the risk of collecting unnecessary Personal Information2 (Check all that

apply.)

d

O OO O

The Initiative will only collect specific information deemed necessary for and directly
related to the initiative

The Initiative will use forms with primarily closed-ended questions and minimal open-
ended questions

The Initiative will use forms with drop-down menus

The Initiative will have documented data gathering and aggregation processes for
open ended submissions or fields
The Department needs Privacy Officer review and support because none of the above

apply

16. FIPPA Collection Notice: When collecting Personal Information, FIPPA requires that you provide a
collection notice (except in limited circumstances). Please fill in the template collection notice
below and remove bold and square brackets.

The College of the Rockies (“COTR") collects your Personal Information in accordance with
section 26 of the Freedom of Information and Protection of Privacy Act (“FIPPA”), R.S.B.C. 1996,
c.165 for the purposes of [explain purposes]. If you have any questions about the processing of
your Personal Information, please contact [COTR employee or department/faculty] at [COTR
email address].

Please ask the Privacy Officer for assistance drafting your collection notice if your Initiative
requires indirect collection of Personal Information (i.e. if a service provider collects Personal
Information from students or employees on behalf of COTR). The Privacy Officer may
recommend changes to the FIPPA Collection Notice that you draft above.



The Privacy Officer may also provide additional options for the FIPPA Collection Notice that
would be required when collecting personal information. Please speak with them directly for this
portion of the form before final submission.



PART 3: USE

FIPPA sets out requirements and restrictions related to use of Personal Information. This section will help
you identify the legal authority for using Personal Information and ensure that the use of Personal
Information is limited to the original purpose for collection.

17. What is the intended use of the Personal Information collected? (check all that apply)

(|
(|

The Personal Information will be used for the purposes checked off in Question 14

The Personal Information will be used for secondary purposes, and | have a consent
notice attached as an appendix to this PIA that meets the requirements found in FIPPA
regulations. | will work with the COTR Privacy Officer to determine if secondary use is
appropriate and compliant with FIPPA.

The Personal Information will be used for a purpose for which the information may be
disclosed to the public body under section 33. The COTR Privacy Officer will attach the
relevant section number to this selection if it applies.

18.  How will you ensure that parties using the Personal Information will use it only for the purposes
stated in 17 above?2 Check all that apply.

([l
([l

(|
(|

Documented department information management practices and training
Documented use restrictions communicated from your department to another COTR
department

Written contract between COTR and a Third Party including explicit conditions

The Department needs Privacy Officer review and support because none of the
above apply

19.  Does your Initiative use Personal InNformation to make decisions that directly affect an individuale

O

Yes O No


https://canlii.ca/t/8421#sec33

20.

21.

What is the intended impact of the decisions that are being made that directly affect an
individual? (check all that apply).

O Directly affects academic status or grades

| Directly affects how an individual accesses their courses, campus activities, or student
supports

Directly affects employment status, employee remuneration, or contract opportunities,
and pay

Directly affects how employees and service providers will complete their work

Directly affects how employees access campus activities and support services

Directly affects the College’s capacity to protect individuals from harm

Directly affects the College’s capacity to interact with and support external parties
N/A - The decisions are not infended to have a direct impact on individuals

a

O
O
O
O
O

Who will be using the Personal InNformation collected by this Initiative?2 (Check all that apply and
provide details.)

Your department: [put N/A if a service provider manages all

Personal Information]

Other departments at COTR External Partners and Service Providers

[put N/A if no other [Put N/A if there are not any External Third
departments at COTR Parties including Service Providers managing
manage the Personal the Personal Information in this Initiative]
Information in this

Initiative]

[add more rows as [add more rows as necessary]]

necessary]




PART 4: STORAGE

22. Is all Personal Information involved in your Initiative stored within standard COTR storage
locations, technologies, or servicese

0 Yes O No

If you answered yes, please list the approved standard COTR storage locations, technologies
and/or services.

Microsoft 365 (Teams, SharePoint, OneDrive)

Other Microsoft 365 Apps Approved by COTR. Specify:
Colleague

COITR Local Servers (S: Drive, L: Drive, G: Drive) [check with IT for accuracy]
Moodle

Other:

OoOooOooao O

23. Is any Personal Information involved in your Initiative stored outside of Canada?

O Yes O No

24.  Where is the Personal InNformation stored? Please identify applicable geographic locations for
primary storage and backups. If Personal Information is stored in more than one primary location,
the COTR Privacy Officer can expand the response field in this question.

Primary Storage Back-up Storage (if applicable)
City (if applicable): City (if applicable):
Province, Region, or State: Province, Region, or State:

Country: Country:



25.

26.

27.

Does your Initiative involve Sensitive Personal Information2 (Any Personal Information can be
Sensitive Personal Information in different contexts. Please contact the COTR Privacy Officer to
discuss.)

L Yes O No
Is any of the Sensitive Personal Information stored outside of Canada?
LI Yes O No
Where is the Sensitive Personal Information stored? Please identify applicable geographic

locations for primary storage and backups. Type N/A in the cells on the first row if Sensitive
Personal Information is not stored outside of Canada as indicated in Question 26.

Name of Third Name of cloud Name of cloud
Party infrastructure and/or infrastructure and/or

platform provider(s) (if platform provider(s) (if
applicable) applicable)




PART 5: DISCLOSURE

FIPPA sets out requirements and restrictions related to disclosure of Personal Information. This section
will help identify the legal authority for disclosing Personal Information, and consider risks related to
that disclosure. Fill out this section if Question 26 was answered “Yes”

Complete this section if you are disclosing Sensitive Personal Information to be stored outside of
Canada. You may need help from the COTR Privacy Officer.

28. Is any Personal Information being disclosed outside of Canada under FIPPA section 33(2)(f)2 This
section allows for information to be made available to the public under an enactment that
authorizes or requires the information fo be made public.

O Yes O No

29. Is any of the Personal Information being disclosed outside of Canada under FIPPA section
33(2)(p) 2 This sectional allows disclosure for the purposes of (i) a payment to be made to or by
COIR, (i) authorizing, administering, processing, verifying, or cancelling a payment, or (iii)
resolving an issue regarding a payment.

O Yes O No
O The payment processor is out of
scope of this PIA



30.

Describe the privacy risks for disclosure of Personal Information (PI) outside of Canada.

Use the table to indicate the privacy risks. For each privacy risk you identify, describe the
potential impact to individuals or COTR, and describe a privacy risk response that is
proportionate to the level of risk posed.

This may include reference to the measures to protect the Sensitive Personal Information
(contractual, physical, technical, administrative measures) you outline elsewhere in this PIA.
Privacy risks below are examples only; add new rows if necessary.

Privacy risk ‘ Impact to individuals or COTR  Risk response

Unauthorized collection of
PI by COTR employees

Unauthorized use of PI
by COTR employees

Unauthorized disclosure
of PI by COTR employees

Unauthorized collection of
PI by Third Party/ies

Unauthorized use of PI
by Third Party/ies

Unauthorized disclosure
of PI by Third Party/ies




PART 6: PROTECTION

Please share how the initiative will secure Personal Information to protect personal privacy. People,
organizations, or governments outside of your Initiative should not be able to access the Personal
Information you collect, use, store or disclose. You need to make sure that the Personal Information is
safely secured in both physical and technical environments.

31.  Does your Initiative involve digital tools, databases, or information systems?

O Yes O No

32.  What physical security safeguards are in place to protect Personal Information in this Initiative?2
ldentify the elements of physical security that protect where the records for your Initiative are
stored (Check all that apply. Specify, “Other” if applicable)

Safeguard ‘ At COTR ‘ At Third Party ‘
Restricted access to property (i.e., key card access) O O
Security monitored building O O
Locked doors O O
Locked filing cabinets O O
Chain of custody process O U
“Clean desk” practices ] O
Other: O O




33. What technical security safeguards are in place to protect Personal Information in this
Initiative 2

Describe the elements of technical security that protect where the records for your Initiative
are stored (e.g. secure passwords, encryption, firewalls, etc.) (More options on the following page)

Safeguard ‘ At COTR At Third Party

Authentication control: Strong Password Management O O
Authentication control: Multi Factor Authentication ("MFA") O O
Role-based access O O
Encrypted in transit O O
Encrypted at rest O O
Isolation Control: Application O O
Isolation Control: Network O O
Isolation Control: Database O O
Vulnerability Scanning U O
Vulnerability Penetration Testing O O
Secure Configuration Management O O
Patch Management O O
Technical control: Perimeter firewalls O O
Technical control: Web application firewalls O O
Technical control: Denial of Service Mitigation O O
Technical control: Intrusion Detection and Prevention O O
Systems




34. What administrative safeguards are in place to protect Personal Information?

Describe the elements of administrative security that protect where the records for your
Initiative are stored (e.g., aliasing, aggregation, policies/procedures, standards of practice,

At COTR At Third Party

Agreement/Contract O O
Privacy/Data Protection Policy U O
Documented business practices and processes for proper 0 0
collection and management of Personal Information

Privacy training specific to the Initiative 0 O
Staff Security Awareness Training U O
Dedicated Information Security Staffing U O
Information Security Policy O O
Vendor Third Party Compliance and Certifications (i.e., ISO, O O
SOC Type 2, CSA)

Security Incident Response Plan O O

35. If the Initiative involves a Third Party, please indicate what type of Agreement governs the
relationship between COTR and the Third Party. Please select one.

O COTR’'S GSA (negotiated Agreement between COTR and the Third Party)

O Vendor's Agreement (negotiated Agreement between COTR and the Third
Party)

a Online “Terms of Service” or “Terms of Use” (often non-negotiable)

O Memorandum of Understanding/Memorandum of Agreement
(“MOU"/*MOA")

O Other (specify):

O No Agreement



36.

37.

38.

39.

If the Initiative involves a Third Party, does an End User License Agreement (“EULA") apply to the
individuals whose Personal Information is involved?

O Yes O No

The Privacy Officer will need to review all draft/proposed Contracts/Agreements (and related
materials, i.e. contract appendices/schedules; Third Party privacy policies or online terms and
conditions, if any) involved in the Initiative. Have you ensured these have been provided?
Check only one.

O Yes O No O N/A (No Third Party
involved)

Where are the privacy related terms referenced in the contract or agreement if applicable?
(Check all that apply)

In the body of the contfract or agreement

Third Party will sign COTR’s Privacy Protection Schedule

Third Party will sign COTR’s Data Security Schedule

In the Third Party’s privacy or data protection policy or appended
schedules

In a separate Information Sharing Agreement

There are no privacy related terms in the contfract or agreement (or related
documentation)

There is no contract or agreement for this Initiative

O OO OooOoogao

Controlling and tracking access

Review each strategy below that describes how to limit or restrict who can access Personal
Information and how to keep track of who has accessed Personal Information in the past. Check
all that apply. Specify “Other” if applicable.

Managed role-based access to Personal Information for COTR employees
Managed role-based access to Personal Information for Third Party

Third Party access is time limited for installing, implementing, maintaining,
repairing, froubleshooting, or upgrading an electronic system

Third Party access escorted by authorized COTR employee

Audit logs at COTR

Audit logs from Third Party

Other: (fill in details)

OOoooOo oOoOood



PART 7: ACCURACY AND CORRECTION

FIPPA section 28 states that a public body must make every reasonable effort to ensure that an
individual’s Personal Information is accurate and complete. FIPPA also gives an individual the right to
request correction of errors or omissions to their Personal Information.

In this section, please demonstrate how you will make a reasonable effort to ensure the Personal
Information you have on file is accurate and complete.

40.

41.

42.

How will COTR ensure that the Personal Information is accurate and complete? (Check all that
apply)

oo O O o oOooao

Individuals input their own Personal Information

Individuals update their own Personal Information

Employee verifies that information is accurate and complete before
processing

Documented processes to ensure accurate and complete data entry and
maintenance

The Third Party manages the accuracy and completeness of Personal
Information under the direction of COTR

Software or service uses automated processes to enter and manage
Personal Information

Other: (fill in details)

Other: (fill in details)

Is there a documented process in place to correct Personal Information?

O

Yes O No

Sometimes it is not possible to correct the Personal Information. FIPPA requires a process to make
a note on the record about the request for correction if it isn't possible to correct the record itself.
Is there a documented process in place to annotate the record?2

O

Yes O No O N/A (Corrections
possible)




43.

If there is a request for correction from an individual and COTR or the Third Party disclosed that
individual’'s Personal Information in the last year, FIPPA requires that COTR or the Third Party
provide the applicable other public body or Third Party about the request for correction. Will
CNC or the Third Party ensure that these notifications are done when necessary?

O COITR will forward correction notifications
O  Third Party will forward correction notifications

O COTR and Third Party will split responsibility based on who was authorized to
disclose Personal Information to third parties before a correction request was
made.



PART 8: RETENTION AND DISPOSITION

FIPPA requires that public bodies keep Personal Information for a minimum of one year after it is
used to make a decision. Personal Information needs to be disposed of to limit privacy risk after
legal retention timelines.

44. How long will COTR need to retain the records containing Personal Information? If there are
different retention timelines for different types of records, please state each retention
timeline based on record type.

Record Type: Retention Period (in years/months):
Record Type: Retention Period (in years/months):
Record Type: Retention Period (in years/months):
Record Type: Retention Period (in years/months):

45. How long will the Third Party need to retain the records containing Personal Information?
If there are different retention tfimelines for different types of records, please state
each retention timeline based on record type.

Record Type: Retention Period (in years/months):
Record Type: Retention Period (in years/months):
Record Type: Retention Period (in years/months):
Record Type: Retention Period (in years/months):

46.  How will you ensure that the records containing Personal Information are disposed of in
accordance with the retention schedule noted in questions above? (Check all that apply)

a Schedule records review and disposition dates in Outlook calendars

O Build conditions for disposal info department Standard Operating
Procedures

a Send direct written communication to staff or service providers.

O Other (explain):

47.  What methods will be used to dispose of Personal Information following retention period?
(Check all that apply.)

COITR business unit shredding on campus

COITR contracted shredding service provider

COITR deletion of electronic record(s)

Service Provider shredding/deletion of record(s) under COTR contract
Service Provider shredding/deletion of record(s) under COTR written
instruction

Other (explain):

Other (explain):

o0 OoOooOoo0Oao



PART 9: INFORMATION FLOW

48. Complete the Information Flow Table

Use column 1 to describe the way Personal Information moves through your Initiative step by
step. Describe the steps as if you were explaining it to someone who does not know about
your Inifiative.

Use column 2 to identify whether the action in column 1 is a collection, use, or disclosure of
Personal Information.

The Privacy Officer will complete column 3 to identify the legal authority you have for the
collection, use, or disclosure.

Information Management Steps Collection, use, FIPPA and other
or disclosure legal authorities

Step 1:

Step 2:

Step 3:

Step 4:

Optional: Insert a drawing or flow diagram here or in an appendix if you think it will help to
explain how each different part is connected.



PART 10: TRAINING

49.  ldentify which of the following activities all employees and Third Party (as applicable), will be
trained on when collecting and managing the Personal Information for the College Initiative.

Collection: Limit the collection to only what is explicitly necessary

Use: Use the Personal Information only for the purpose for which it was
originally collected

Access: Only authorized employees (and, where applicable, service
providers) may access the Personal Information

Disclosure: Not to disclose the Personal Information inside or outside COTR
unless authorized under FIPPA

Storage: To store the Personal Information only in COTR-provided or
approved storage locations and not to store unnecessarily in multiple
locations

Retention: to keep the Personal Information for a minimum of one year —
with longer retention periods only when necessary

O Disposal: To dispose, when applicable, in a secure method that renders the
Personal Information permanently irretrievable

o O O oOadg

O



PART | 1: PERSONAL INFORMATION BANKS

50. Will your Initiative result in a Personal Information Bank (“PIB”)2 A PIB is a collection of Personal
Information searchable by name or unique identifier. If yes, please complete the table below. If
more than one PIB will result, copy and paste an additional copy of the table below and fill
out a separate table for each PIB.

O Yes O No

Title

Location

Personal
Information Types

Categories of
Individuals
Included

Collection Authority

Purpose of Personal
Information

Categories of
Persons Managing
Information




PART 12: OIPC REVIEW REQUIREMENTS (Privacy Officer to
Complete)

51. s this Inifiative a data-linking program under FIPPAZ? If this PIA addresses a data-
linking program, this PIA must be submitted to the Office of the Information and Privacy
Commissioner.

] Yes O No

52. s this Initiative a common or integrated program or activity? If this PIA addresses a common
or integrated program, this PIA must be submitted to the Office of the Information and
Privacy Commissioner.

] Yes O No



PART 13: PRIVACY OFFICE(R) COMMENTS

This PIA is based on a review of the material provided to the COTR Privacy Office(r) as of January 8,
2024.

The details provided in this PIA for this CITL initiative indicate that the service and the application to be
used for this workshop can be delivered in compliance with FIPPA legislation.

Should there be a change in scope to the CITL workshop/initiative in the future, further assessment/PIA
update may be required as new related or expanded service is considered to ensure the
programming delivered matches what has been proposed.

Any substantive changes made to the scope of this PIA would need to be included in a PIA update
and submitted to the Privacy Office(r).

https://www.bclaws.gov.bc.ca/civix/document/id/complete/statreg/26165 00

Privacy Office Signature

This PIA is based on a review of the material provided to the Privacy Officer as at the date in Part 13
Privacy Officer Comments above.

Name and Title Signature Date signed

Keltie Ross anuary 8, 2024



https://www.bclaws.gov.bc.ca/civix/document/id/complete/statreg/96165_00
KRoss5
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PART 14: APPROVAL SIGNATURES

Institution Signatures

This PIA is compliant with FIPPA when it accurately documents information management
practices and information flow at the time of signing. If there are any changes to the overall
Initiative, including to the way Personal Information is collected, used, stored, or disclosed, the
Department will inform the COTR Privacy Officer, and if necessary complete a PIA update.

By signing where required below, the signatories acknowledge and confirm their declarations as
noted.

Declaration of Initiative Lead: | confirm that | understand the privacy impacts of this College
Initiative and | am committed to my FIPPA obligations related to the collection and management
of Personal Information involved in the Initiative. If there are any changes to the Initiative,
including to the way Personal Information is collected, used, stored, or disclosed, | understand
that the department will need to inform the COTR Privacy Officer and if necessary, complete a
PIA update. | will establish and document information management guidelines for the Personal
Information and ensure these are followed. | will ensure employees are trained on and able to
comply with their obligations under FIPPA; related College policies and procedures; and COTR
Privacy Officer recommendations relative to this Initiative.

Signature of Initiative Lead or PIA Drafter

Name and Title Signature Date signed

Kelly Fyke, Teaching and Learning Specialist, CITL Monday, January 8

,__
.=
o
e
=
Y

Declaration of Dean / Director / One-Over-One Signatory: | confirm that | have reviewed

this PIA and | acknowledge the residual privacy risks identified. | support the department by
providing required time and operational resources to comply with FIPPA, related College policies
and procedures, and COTR Privacy Officer recommendations relative to this Initiative.

Signature of Dean / Director

Name and Title Signature Date signed

Shaun Longstreet g
é%«? /" |Jan 8, 2024




o Privacy Impact Assessment

THT ROCKIEH Name of Initiative:
PIA Number:

Declaration of Information Security: | confirm that | am satisfied that the Information Security
safeguards employed in this college Initiative meet reasonable requirements relative to the
amount or sensitivity of the Personal Information or COTR business information described in this
PIA.

Signature of Information Security (Required only when college Initiative involves Information
Security considerations)

Name and Title Signature Date signed

Declaration of Information Technology: | confirm that | understand and approve of the
proposed use-case of COTR IT systems described in this PIA, where applicable. | understand and
approve of the Third Party’s integration with COTR’s IT systems for the College Initiative described
in this PIA, where applicable.

Signature of Information Technology (Required when College Initiative involves use of COTR IT
systems or integration of Third-Party technology with COTR IT systems.)

Name and Title Signature Date signed

Declaration of Head of Public Body or Designate: | have reviewed this PIA carefully and accept
and will be accountable for the residual privacy risks identified for this College Initiative. | am
satisfied with the completion of this PIA under FIPPA.

Signature of Head of Public Body or Designate Under FIPPA (Required only if Personal
Information is involved in the Initiative as indicated in Question 7).

Name and Title Signature Date signed




/. COLLEGE OF Privacy Impact Assessment

THE ROCKIES Name of Initiative:
Cookie Policy

PIA Number:
2023.11 - 02

INSTRUCTIONS (READ BEFORE STARTING)

Submit a completed privacy impact assessment (PIA) before starting a new College Initiative or
significantly changing an existing College Initiative that directly collects Personal Information, or results
in the collection of Personal Information by COTR or a COTR service provider.

BC's Freedom of Information and Protection of Privacy Act (FIPPA) defines an “Initiative” as any
enactment (“policy/procedure”), system (conceptual or technical), project, program, or activity.

Contact the COTR Privacy Officer (Keltie Ross — kross5@cofr.bc.ca) to receive support determining
whether any change in how COTR employees are completing their duties to the College may require
a Privacy Impact Assessment.

Read through this form entirely before starting to populate it. Each question is designed to capture
specific information for review.

Some information recorded in the PIA may be confidential or proprietary and not intended for
distribution. Before you share the draft or completed PIA (internally or externally), please contact
COITR’S Privacy Officer, Keltie Ross at kross5@cotr.bc.ca for guidance.



mailto:kross5@cotr.bc.ca
mailto:kross5@cotr.bc.ca

PART 1: GENERAL INFORMATION

Initiative Title: Cookies policy consent

N T Services

Initiative Lead (PIA Drafter) Name Mig‘&lelcfegadgb
and COTR Email Address: mpeinado@cotr.be.ca

Dean or Director Name, Title, and
Email:
Privacy Officer Assigned: Keltie Ross

Nathan Skretting
nskretting@cotr.be.ca

If initiative involves a third-party (i.e. vendor, consultant, partner), provide

Third Party Name:

Product Name (if
applicable):

Third Party Contact Name and Email:
https://analytics.google.corm

1. Inthree to five sentences, describe the Initiative including:

a) what you are doing,

b) an overview of the process,

c) whoisinvolved,

d) and when and/or how long your Initiative runs.

A.) We are advising any visitors to the COTR website that we are collecting non-sensitive data from
cookies.

B.) A notification would appear in any of the college domains:
o https://cotr.bc.ca

https://portal.bc.ca

https.//forms.bc.ca

https://outlines.cotr.bc.ca

The message in the notification would be:

e We value your privacy
¢ We use cookies to enhance your browsing experience. Cookie Policy


mailto:mpeinado@cotr.bc.ca
mailto:nskretting@cotr.bc.ca
https://cotr.bc.ca/
https://portal.bc.ca/
https://forms.bc.ca/
https://outlines.cotr.bc.ca/

Example of what the cookie policy will look like on the homepages:

- e e e Y

We value your privacy

We use cookies to enhance your browsing

experience. Cookie Policy

f Accept z

The content for the Cookies Policy is currently under review and will be rewritten by the VPAR
Office with assistance from legal counsel.

C.) Those involved with setting up the Cookies Policy pop-up are the Web Developer, Miguel
Peinado, and the COTR Privacy Officer.

D.) The start date for the Cookie Policy pop-up appearing on COTR webpages will tentatively be
in Spring 2024. This initiative will be permanent on the COTR website.

In a few sentences, explain the scope of this PIA. For example, is this initiative limited to
specific individuals or departments at COTR? Is this PIA covering the full initiative or just
one phase of a larger projecte Are there exceptions to how the Initiative will be
implemented?

The development and launch of the Cookies Policy message on the COTR webpages is one
phase of a larger initiative.

This new pop-up message will be part of a larger initiative involving the collection of specific
data by the College Marketing and Communications Department. This specific data is not
personal information but assists Marketing staff with improving the webpage user experience
and recording statistics for marketing purposes.

The privacy policy in place at the college - including the cookies policy - is currently being
reviewed by the Vice President of Academic and Applied Research. Any updates to these
privacy policies will be reviewed and approved by College Policy Committee, as per section
D.4 of policy 1.1.4 Policy Development and Administration.



Is this an administrative/operational, teaching and learning, or research Initiative? Select all that
apply.

Administrative/Operational O Research (Contact COTR
Privacy Officer before
continuing this PIA)

O Teaching and Learning

Has a PIA previously been completed for this Initiative?

O Yes No O Nofsure

What activities will occur within the Initiative2 Use the bullet points below to make action
statements. Replace the example action statement. Add or delete bullets as necessary.

e Web visitors will receive cookies consent notification once the page is fully loaded.

e The user data will be stored in the Google Analytics app.

e The user would be able to click and read the legal text related to cookies policy, or just
dismiss the notification by clicking Accept.

In a bulleted list, please list all the types of data or information you might collect, use, store,
disclose, or access in your Initiative - even if they are not Personal Information. Replace the bullet
points below with the actual elements of information or data.

Google analytics data:
1.) User and Device Information:

COTR has the latest version of Google Analytics 4, and in this version, there are no IP addresses
stored by the third party system (Google).

e User agent: Information about the browser, device, and operating system used to access
the website are collected by Google Analytics.

¢ Device type: Whether the user is on a desktop, mobile device, or tablet is collected by
Google Analytics.



2.) User Interactions:
Pages visited: The specific pages a user views on the website.

e Duration of visit: The amount of time a user spends on the site or on specific pages.
e Clicks and interactions: User interactions with elements on the page, such as clicks on links
or buttons.

3 Traffic Sources:

¢ Referral source: The website or platform that referred the user to the site.
e Search keywords: The search terms users used to find the website via search engines.
o Direct traffic: Users who directly typed the website URL into their browser.

4 Demographics and Interests:

e Age and gender: Estimated demographic information based on user behavior.
¢ Interests: Inferred interests based on user activity and engagement.

5 Technical Information:

¢ Browser and operating system: The type and version of the browser and operating system
used.

e Screenresolution: The dimensions of the user's screen.

e JavaScript support: Whether the user's browser has JavaScript enabled.

Did you list Personal Information in question 62 Personal Information is any recorded information
about an identifiable individual, other than business contact information. Personal information
includes information that can be used to identify an individual through association or reference.
] Yes No

If you answered “No"” to question 7, in three 1o five sentences explain how will you ensure that you
do not unintentionally collect Personal Information?

The COTR website / homepage does not require users to register or sign in o browse any of the
webpages or key information related to the college programs or courses. As such, COTR follows
the BC Government's FOIPPA legislation, specifically section 26(c), in relation to the collection of
personal information.


https://www2.gov.bc.ca/gov/content?id=45F56451625849E49141D4AF85D8EEC2

Purpose for which personal information may be collected:

26 A public body may collect personal information only if

(c)the information relates directly to and is necessary for a program or activity of the public body
The information that will be collected through the Cookies will NOT include any information
deemed personal, such as:
« Age, name, social security numbers, Race, national, or ethnic origin
* Medical, education or employment history
» Biometric information such as fingerprints, DNA

« Social insurance number or driver’s license.
« Employee files, credit records, loan records, medical records, financial information

9. Does the Initiative involve integration between COTR IT systems and Third-Party systems?2

Yes O No O N/A

If yes, list below: (put N/A on the first row if you answered No or N/A above. Add or delete rows)

COITR IT system: COTR website Third party system integrated: Google Analytics
COITR IT system: Third party system integrated:
COITR IT system: Third party system integrated:
COITR IT system: Third party system integrated:

If there is Personal Information involved in this Initiative, continue to complete the remaining sections of
the PIA. If there is not any Personal Information involved in this Initiative, please submit questions 1-9 to
the Privacy Officer along with the completed signatures page.



PART 2: PRIVACY OFFICE(R) COMMENTS

If, in the future, any substantive changes are made to the scope of this PIA, the College will have to
complete a PIA Update and submit it to Privacy Office(r).

This PIA is based on a review of the material provided to the COTR Privacy Office(r) as of January 8,
2024.

The details provided in this PIA for this IT Department initiative, which is part of a larger ongoing
project at COTR involving data collection for marketing purposes, indicates that the application to
be developed and uploaded onto the COTR website can be delivered in compliance with FIPPA
legislation.

Should there be a change in scope to this part of the initiative, further assessment and/or a PIA
update may be required as new related or expanded service is considered, or the privacy policies
for the College change in the future.

Any substantive changes made to the scope of this PIA would need to be included in a PIA update
and submitted to the Privacy Office(r).

e hitps://www.bclaws.gov.bc.ca/civix/document/id/complete/statreg/26165 00
e https://www.bclaws.gov.bc.ca/civix/document/id/complete/statreg/26165 03#section26

Privacy Office Signature

This PIA is based on a review of the material provided to the Privacy Officer as at the date in Part 13
Privacy Officer Comments above.

Name and Title Signhature Date signed

Keltie Ross, Privacy Officer January 8, 2024



https://www.bclaws.gov.bc.ca/civix/document/id/complete/statreg/96165_00
https://www.bclaws.gov.bc.ca/civix/document/id/complete/statreg/96165_03#section26

PART 3: APPROVAL SIGNATURES

Institution Signatures

This PIA is compliant with FIPPA when it accurately documents information management
practices and information flow at the time of signing. If there are any changes to the overall
Initiative, including to the way Personal Information is collected, used, stored, or disclosed, the
Department will inform the COTR Privacy Officer, and if necessary complete a PIA update.

By signing where required below, the signatories acknowledge and confirm their declarations as
noted.

Declaration of Initiative Lead: | confirm that | understand the privacy impacts of this College
Initiative and | am committed to my FIPPA obligations related to the collection and management
of Personal Information involved in the Initiative. If there are any changes to the Initiative,
including to the way Personal Information is collected, used, stored, or disclosed, | understand
that the department will need to inform the COTR Privacy Officer and if necessary, complete a
PIA update. | will establish and document information management guidelines for the Personal
Information and ensure these are followed. | will ensure employees are frained on and able to
comply with their obligations under FIPPA; related College policies and procedures; and COTR
Privacy Officer recommendations relative to this Initiative.

Signature of Initiative Lead or PIA Drafter

Name and Title Sighature Date signed

Miguel Peinado (g January 8, 2024

Declaration of Dean / Director / One-Over-One Signatory: | confirm that | have reviewed

this PIA and | acknowledge the residual privacy risks identified. | support the department by
providing required time and operational resources to comply with FIPPA, related College policies
and procedures, and COTR Privacy Officer recommendations relative to this Initiative.

Signature of Dean / Director

Name and Title Signhature Date signed

Nathan Skretting, Chief Information Officer <ﬁﬁ/ 11 January 2024




Privacy Impact Assessment
COLLEGE OF

THE ROCKIES Name of Initiative:
PIA Number:

Declaration of Information Security: | confirm that | am satisfied that the Information Security
safeguards employed in this college Initiative meet reasonable requirements relative to the
amount or sensitivity of the Personal Information or COTR business information described in this
PIA.

Signature of Information Security (Required only when college Initiative involves Information
Security considerations)

Name and Title Signhature Date signed

Declaration of Information Technology: | confirm that | understand and approve of the
proposed use-case of COTR IT systems described in this PIA, where applicable. | understand and
approve of the Third Party’s integration with COTR’s IT systems for the College Initiative described
in this PIA, where applicable.

Signature of Information Technology (Required when College Initiative involves use of COTR IT
systems or integration of Third-Party technology with COTR IT systems.)

Name and Title Signature Date signed

Nathan Skretting, Chief Information Officer <ﬁﬁ/ 11 January 2024

Declaration of Head of Public Body or Designate: | have reviewed this PIA carefully and accept
and will be accountable for the residual privacy risks identified for this College Initiative. | am
safisfied with the completion of this PIA under FIPPA.

Signature of Head of Public Body or Designate Under FIPPA (Required only if Personal
Information is involved in the Initiative as indicated in Question 7).

Name and Title Signhature Date signed




Privacy Impact Assessment

COLLEGE OF L

THE ROCKIES Name of Initiative:
Powtoon video platform
PIA Number:
2024.06-16

INSTRUCTIONS (READ BEFORE STARTING)

Submit a completed privacy impact assessment (PIA) before starting a new College Initiative or
significantly changing an existing College Initiative that directly collects Personal Information, or results
in the collection of Personal Information by COTR or a COTR service provider.

BC’s Freedom of Information and Protection of Privacy Act (FIPPA) defines an “Initiative” as any
enactment (“policy/procedure”), system (conceptual or technical), project, program, or activity.

Contact the COTR Privacy Officer (Keltie Ross — PrivacyOfficer@cotr.bc.ca) to receive support
determining whether any change in how COTR employees are completing their duties to the College
may require a Privacy Impact Assessment.

Read through this form entirely before starting to populate it. Each question is designed to capture
specific information for review.

Some information recorded in the PIA may be confidential or proprietary and not intended for
distribution. Before you share the draft or completed PIA (internally or externally), please contact
COTR’S Privacy Officer, Keltie Ross at PrivacyOfficer@cotr.bc.ca for guidance.



mailto:PrivacyOfficer@cotr.bc.ca
mailto:PrivacyOfficer@cotr.bc.ca

Privacy Impact Assessment

COLLEGE OF
THE ROCKIES

PART 1: GENERAL INFORMATION

Initiative Title: Powtoon video platform for library video tutorials

Department: Learning Commons/Library

and COTR Email Address:
Dean or Director Name, Title, and Shaun Longstreet, Dean — CITL - slongstreet@cotr.bc.ca

Email:
Privacy Officer Assigned:

Third Party Name:

Product Name (if
applicable):

Third Party Contact Name and Email:
Third Party URL: ttps://www.powtoon.com/

1. Inthree fo five sentences, describe the Initiative including:

a) what you are doing,

b) an overview of the process,

c) whoisinvolved,

d) and when and/or how long your Initiative runs.

The Learning Commons and Library are working on a new project to create a series of short tutorial
videos to teach students research skills and how to use library resources. The process will include:
I. Identifying topics for tutorials based on student need
Il. Developing scripts for the tutorial videos
a. Featuring step-by-step instruction of the topics
lll. Using Powtoon software to create the tutorial videos
a. Creating the visual elements using both slideshow and screencapture functions from the
software
b. Recording audio narration using the software
IV. Exporting the videos to publish and feature them on a library LibGuide page.
The project will be primarily completed by Tom Samoil (Term Librarian) with input and feedbac
other library staff including Keltie Ross, Lindsay Newton, Cortney Newton, and Suzanne Mori
The project will be complete by the end of August 2024.




Privacy Impact Assessment
COLLEGE OF
THE ROCKIES

In a few sentences, explain the scope of this PIA. For example, is this initiative limited to
specific individuals or departments at COTR? Is this PIA covering the full initiative or just
one phase of alarger projecte Are there exceptions to how the Initiative will be
implemented?

This PIA will cover the entire project. Work on this project will be limited to Library staff. The
information used and presented in this project will not be personal information but will consist
of instruction on the use of library resources, which will include screen captures of the library
website and library resources.




Privacy Impact Assessment

COLLEGE OF
THE ROCKIES

Is this an administrative/operational, teaching and learning, or research Initiativee Select all that
apply.

[0  Administrative/Operational O Research (Contact COTR
Privacy Officer before
continuing this PIA)

Teaching and Learning

Has a PIA previously been completed for this Initiative 2

O Yes No O Noft sure

What activities will occur within the Initiative2 Use the bullet points below to make action
statements. Replace the example action statement. Add or delete bullets as necessary.

¢ Identifying tutorial topics that would benefit students
e Developing plans/scripts for tutorial videos

e Creating tutorial videos using Powtoon software

e Publishing videos to library LibGuides page

In a bulleted list, please list all the types of data or information you might collect, use, store,
disclose, or access in your Initiative - even if they are not Personal Information. Replace the bullet
points below with the actual elements of information or data.

e Screen captures of the COTR library webpage
e Screen captures of library resources




Privacy Impact Assessment
COLLEGE OF
THE ROCKIES

7. Did you list Personal Information in question 62 Personal Information is any recorded information
about an identifiable individual, other than business contact information. Personal information
includes information that can be used to identify an individual through association or reference.

Ul Yes No

8. If you answered “No” to question 7, in three to five sentences explain how will you ensure that you
do not unintentionally collect Personal Information?2

The scope of this project does not include any personal information. The focus will be on
instructing students on topics relating to library research. The information contained in the videos
will consist of instructional explanations and screen captures of the library homepage, and various
library resources that are currently publicly available.

9. Does the Initiative involve integration between COTR IT systems and Third-Party systems?

O Yes O No N/A

If yes, list below: (put N/A on the first row if you answered No or N/A above. Add or delete rows)

COITR IT system: Third party system integrated:
COTR IT system: Third party system integrated:
COTR IT system: Third party system integrated:
COTR IT system: Third party system integrated:

If there is Personal Information involved in this Initiative, continue to complete the remaining sections of
the PIA.

If there is NOT any Personal Information involved in this Initiative, please submit questions 1-9 to the
Privacy Officer along with the completed signatures page.



https://www2.gov.bc.ca/gov/content?id=45F56451625849E49141D4AF85D8EEC2

Privacy Impact Assessment
COLLEGE OF
THE ROCKIES

PART 2: PRIVACY OFFICE(R) COMMENTS

If, in the future, any substantive changes are made to the scope of this PIA, the College will have to
complete a PIA Update and submit it to Privacy Office(r).

This PIA is based on a review of the material provided to the COTR Privacy Office(r) as of June 28,
2024.

The details provided in this PIA, indicates that the application to be developed and/or uploaded
onto the COTR website can be delivered in compliance with FIPPA legislation.

Should there be a change in scope to this part of the initiative, further assessment and/or a PIA
update may be required as new related or expanded service is considered, or the privacy policies
for the College change in the future.

Any substantive changes made to the scope of this PIA would need to be included in a PIA update
and submitted to the Privacy Office(r).

e https://www.bclaws.gov.bc.ca/civix/document/id/complete/statreg/26165 00
e https://www.bclaws.gov.bc.ca/civix/document/id/complete/statreg/?26165 03#section2é

Privacy Office Signature

This PIA is based on a review of the material provided to the Privacy Officer as at the date in Part 13
Privacy Officer Comments above.

Name and Title Signature Date signed

Keltie Ross, Privacy Officer W /@‘ une 28, 2024



https://www.bclaws.gov.bc.ca/civix/document/id/complete/statreg/96165_00
https://www.bclaws.gov.bc.ca/civix/document/id/complete/statreg/96165_03#section26
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Privacy Impact Assessment
COLLEGE OF
THE ROCKIES

PART 3: APPROVAL SIGNATURES

Institution Signatures

This PIA is compliant with FIPPA when it accurately documents information management
practices and information flow at the time of signing. If there are any changes to the overall
Initiative, including to the way Personal Information is collected, used, stored, or disclosed, the
Department will inform the COTR Privacy Officer, and if necessary complete a PIA update.

By signing where required below, the signatories acknowledge and confirm their declarations as
noted.

Declaration of Initiative Lead: | confirm that | understand the privacy impacts of this College
Initiative and | am committed to my FIPPA obligations related to the collection and management
of Personal Information involved in the Initiative. If there are any changes to the Initiative,
including to the way Personal Information is collected, used, stored, or disclosed, | understand
that the department will need to inform the COTR Privacy Officer and if necessary, complete a
PIA update. | will establish and document information management guidelines for the Personal
Information and ensure these are followed. | will ensure employees are trained on and able to
comply with their obligations under FIPPA; related College policies and procedures; and COTR
Privacy Officer recommendations relative to this Initiative.

Signature of Initiative Lead or PIA Drafter

Name and Title Signature Date signed

Tom Samoil, Term Librarian
/ , 28 June 2024
P

Declaration of Dean / Director / One-Over-One Signatory: | confirm that | have reviewed

this PIA and | acknowledge the residual privacy risks identified. | support the department by
providing required time and operational resources to comply with FIPPA, related College policies
and procedures, and COTR Privacy Officer recommendations relative to this Initiative.

Signature of Dean / Director
Name and Title Signature Date signed
Shaun Longstreet, Dean - CITL




Privacy Impact Assessment
COLLEGE OF

THE ROCKIES Name of Initiative:
PIA Number:

Declaration of Information Security: | confirm that | am satisfied that the Information Security
safeguards employed in this college Initiative meet reasonable requirements relative to the
amount or sensitivity of the Personal Information or COTR business information described in this
PIA.

Signature of Information Security (Required only when college Initiative involves Information
Security considerations)

Name and Title Signature Date signed

Nathan Skretting, CIO
ﬁﬂﬁ/ 8 Jul 2024

Declaration of Information Technology: | confirm that | understand and approve of the
proposed use-case of COTR IT systems described in this PIA, where applicable. | understand and
approve of the Third Party’s integration with COTR’s IT systems for the College Initiative described
in this PIA, where applicable.

Signature of Information Technology (Required when College Initiative involves use of COTR IT
systems or integration of Third-Party technology with COTR IT systems.)

Name and Title Signature Date signed

Declaration of Head of Public Body or Designate: | have reviewed this PIA carefully and accept
and will be accountable for the residual privacy risks identified for this College Initiative. | am
satisfied with the completion of this PIA under FIPPA.

Signature of Head of Public Body or Designate Under FIPPA (Required only if Personal
Information is involved in the Initiative as indicated in Question 7).

Name and Title Signature Date signed




Privacy Impact Assessment

COLLEGE OF

THE ROCKIES Name of Initiative:
Rescue Canada
PIA Number:
2024.03-12

INSTRUCTIONS (READ BEFORE STARTING)

Submit a completed privacy impact assessment (PIA) before starting a new College Inifiative or
signhificantly changing an existing College Initiative that directly collects Personal Information, or results
in the collection of Personal Information by COTR or a COTR service provider.

BC's reedom of Information and Protection of Privacy Act (FIPPA) defines an “Inifiative™ as any
enactment ("policy/procedure”), system (conceptual or technical), project, program, or activity.

Contact the COITR Privacy Officer (Keltie Ross — PrivacyOfficer@cotr.bc.cq) to receive support
determining whether any change in how COITR employees are completing their duties to the College
may require d Privacy Impact Assessment.

Read through this form entirely before starting to populate it. Each question is designed to capture
specific information for review.

Some information recorded in the PIA may be confidential or proprietary and not intended for
distribution. Before you share the draft or completed PIA (internally or externally), please contact
COITR’S Privacy Officer, Keltie Ross at PrivacyOfficer@cotr.bc.ca for guidance.



PART 1: GENERAL INFORMATION

Initiative Title: COTR/RESCUE CANADA Resource Group Inc. Curriculum
Collaboration

Department: COTR Con. Ed, Fernie Campus and MAST

Initiative Lead (PIA Drafter) Name [iaiiis alme:;,rl\lfcanager Fernie Campus
and COTR Email Address: a4 i@ et v o

Dean or Director Name. Title. and Leah Bradish, Continuing Education, Contract Training, and Campus
Operations lbradish(@cotr.be.ca

Email:

Privacy Officer Assigned: Keltie Ross

If initiative involves a third-party (i.e. vendor, consultant, partner), provide

Third Party Name: Rescue Canada Resource Group Inc (Rescue Canada)

Product Name (if Swiftwater Safety Rescue Programs — Professional Training
applicable):

Third Party Contact Name and Email: Logie McLagan, General Manager / Master Instructor
logie(@rescuecanada.ca

Third Party URL: Rescuecanada.ca

1. Inthree fo five sentences, describe the Inifiafive including:

College of the Rockies has entered an Educafional Agent Agreement to access Rescue Canada
Resource Group Inc.'s curriculum. This was in response fo College of the Rockies, Fernie Campus
curriculum requirements for the Mountain Adventure Skills Training Program (MAST). This will be an

ongoing program and COIR intends to continue fo run the program in fufure semesfters.

Under this agreement Swiftwater Canada instructors deliver Rescue Canada Resource Group Inc.'s

curriculum in a face-to-face format in the East Kootenay. The three-hour online portion of this course



would be delivered through Rescue Canada'’s online Bistrainer portal. A COTR Administration (Joanne
MaclLean) would upload each student’s Name and COTR email from Rescue Canada CSV form into
Bistrainer. Rescue Canada’s Administration (Sylvia Clarke) would issue each student their login
instructions to the Bistrainer portal. The students’ sizing details (height, weight, chest size, glove size and
boot size), and YES or NO indicators for rental equipment they might require (helmet, drysuit, PFD, etc.)
would be input by each student. The students have access fo their individual portal page to complete
online portion of this course, which is required by Rescue Canada. Once the online section is complete,
students take the face-to-face component at the COTR Fernie Campus under the instruction of Rescue
Canada instructors. Once both sections of the course are successfully completed, Rescue Canada
Resource Group Inc. issue their appropriate certificate. Access to the certificates is located on Rescue

Canada’s Bistrainer portal system.

2. In a few sentences, explain the scope of this PIA.

The scope of this PIA focuses on a course that is part of COTR’s Continuing Education
programs. Any individual that is interested in taking the Swiftwater training course is free to do
s0. This PIA document covers the full initiative related to this specific course, which is part of the
Mountain Adventure Skills Training Program (MAST) certification program. There are no

exceptions as to how this initiative will be implemented.

3. Is this an administrative/operational, teaching and learning, or research Initiativee Select all that
apply.

Administrative/Operational O Research (Contact COTR
Privacy Officer before
continuing this PIA)

Teaching and Learning



Has a PIA previously been completed for this Initiative?2

O Yes No O Noftsure

What activities will occur within the Initiative2 Use the bullet points below to make action
statements. Replace the example action statement. Add or delete bullets as necessary.

e Registration of Students

e Sharing and uploading student name and COTR email to the RESCUE CANADA Bistrainer
Learning Management System.

e Forwarding class documents and return of Rescue Canada gear fo RESCUE CANADA

In a bulleted list, please list all the types of data or information you might collect, use, store,
disclose, or access in your Initiative - even if they are not Personal Information. Replace the bullet
points below with the actual elements of information or data.

e COTR Registration Information: see images below

0(_. COLLEGE OF THE ROCKIES
- Registration Form

WHAT IS YOUR PREFERRED INTAKE DATE:

Have you previously attended College of the Rockies? Yes No If YES, Student Number (if known)
First Name Last Name Middle Name
Former Last Name SIN DOB  vvvY MM DD
Address City /Town Province
Postal Code Email Phone
EMERGENCY CONTACT
Name Phone

GENDER IDENTITY

Woman Man Non-Binary Gender Prefer Not to Answer/Unknown
People whose cunrent gender is woman. People whose current gender is man. People whose current gender is nat
This includes cisgender and transgender This includes cisgender and transgender exclusively a woman or man. This
pEDplehﬂ Are wormen. unple who are men. includes people who do not have one
gender, have no gender, are gender fluid,
WOULD YOU SAY YOU ARE or are Twa-Spirit.
Cisgender Transgender |
People whose sex assigned at birth is the People whose sex assigned at birth is Prefer Not to An!wer; Un knawn

saMme ag their gender. differant fram their gendar.



VOLUNTEER DISCLOSURE CITIZENSHIP STATUS
Aboriginal Status: {  yes )No Canadian: [ ) Yes{ INo

If yes, check all that opply: If NO, what is your country of arigin:

\ Permanent Resident . International Student
First Mations Metis Inuit Status Non-Status ( )} Work visa () Live-in Caregiver
() other () Refugee

RELEASE OF INFORMATION:
If you wish to authorize someone to act on your behalf with respect to application status, registration, financial informationfactivities, transcripts or graduation, please
complete the Student Information Release Authorization [avallable from the Reglstrar’s office or online.

CONSENT FOR INFORMATION DISCLOSURE AND DECLARATION OF APPLICANT
I hereby declare that the information | have submitted In this applcation for admission & true and correct to the best of my knowledge. Completion and submission of this
application permits College of the Rockies to request andfor confirm any Information necessary to support my application for admisshon. The submission of any false

statements or documents can result in the cancellation of my admission or reglstrathon status. | understand that submission of this application in no way guarantees admission

to a program or course, and that admisskon ks subject to meeting program or course prerequisites and space avallability. No decision on my eligibllity for admission will be

made until the application fee and all the required documents have been submitted. | agree to ablde by the established rules and regulations of the College including those of

the department and prograrm in which I shall be registered, and any changes which may be made while | am a student at College of the Rockles.

FREEDOM OF INFORMATION AND PROTECTION OF PRIVACY

in submitting this application, | understand that the personal information on this form |s collected under the authority of the College and Institute Act. | understand the
information collected on this application is consistent to the Freedom of Information and Protection of Privacy Act and will be used confidentially for purposes of admission,
registration, student support services, research, alumnd relations, administration of the Student Assoclation fees and other purposes consistent with the mandate of the
College. In providing the College with an emall address, | acknowledge that the College may send confidential information about me to this address. Amy guestions | have
concerning the collection and use of this information should be directed to the Registrar's Office.

I give my consent to disclose my information per the above declaration.
1 hereby certify that the information provided in this Application is true, accurate and complete.
Applicant’s Initials Date

[y v ——]

Mar. 24, F0XZ sk H:\Con Ed\Forms\CE Registration Form [ 2022 ] doox

NOTE: Rescue Canada’s CSV form is attached and shows the information they require. COTR
Administration (Joanne MaclLean) will only upload the student name and COTR email into the
Rescue Canada Bistrainer system.

7. Did you list Personal Information in question 62 Personal Information is any recorded information
about an identifiable individual, other than business contact information. Personal information
includes information that can be used to identify an individual through association or reference.

Yes L] No

8. If you answered “No” to question 7, in three to five sentences explain how will you ensure that you
do not unintentionally collect Personal Information?2



9. Does the Initiative involve integration between COTR IT systems and Third-Party systems?

[l Yes No O N/A

If yes, list below: (put N/A on the first row if you answered No or N/A above. Add or delete rows)

COTR ITsystem: N/A Third party system integrated: N/A

If there is Personal Information involved in this Initiative, continue to complete the remaining sections of
the PIA. If there is not any Personal Information involved in this Inifiative, please submit questions 1-9 to
the Privacy Officer along with the completed signatures page.



PART 2: COLLECTION

FIPPA sets out rules for public bodies and their employees to collect Personal Information.
Unauthorized collection is prohibited. This section will help you identify the legal authority for collecting
Personal Information and confirm that all Personal Information elements collected are necessary for
the purpose of the initiative.

10  Whose Personal Information is collected in this initiative2 Check all that apply.

Students O Former employees
Prospective students O Service provider employees
Former students O Donors or other constituents
O Alumni 0 Volunteers

O Employees O  Other community members

11.  How frequently will the Initiative collect Personal Information?@

O Single instance of collection within one semester or quarter

O Ongoing collection up to a single year
Ongoing collection over more than one year
12 How many individuals' Personal Information will be collected?

U 1-50 o 51-500 Over 500

13.  If the Initiative involves a Third Party, are you able to test the product to see what personal
information it collectse

O Yes No CON/A (No Third-Party product
involved)

NOTE: COTR cannot test the Bistrainer Learning Management system, but the vendor has
explained that the system software is similar in nature to the Moodle Learning system software.



14, Why is the Personal Information being collected? (check all that apply)

The Personal Information is necessary and directly related to college operations. The
collection of this Personal Information is directly related to the college’s documented
strategic directives, goals, or mandate letter directions.

The Personal Information is necessary and directly related to requirements explicitly
stated in college bylaws, policy, and procedure.

The Personal Information is collected because collection is required or authorized under
local, provincial, or federal law. Be prepared to directly cite the section of a particular
law that applies if asked.

O The Personal Information is collected for determining suitability for an honour or award
including a scholarship, prize, or bursary.

The Personal Information is being collected for a quality assurance or improvement
Initiative that has been approved by the college Executive.

15, How will you reduce the risk of collecting unnecessary Personal Informatione (Check all that
apply.)

The Initiative will only collect specific information deemed necessary for and directly
related to the initiative

The Initiative will use forms with primarily closed-ended questions and minimal open-
ended questions

The Initiative will use forms with drop-down menus

The Initiative will have documented data gathering and aggregation processes for
open ended submissions or fields

The Department needs Privacy Officer review and support because none of the above

apply

o 0O o ad

16.  FIPPA Collection Noftice: When collecting Personal Information, FIPPA requires that you provide a
collection notice (except in limited circumstances). Please fill in the template collection notice
below and remove bold and square brackefs.

The College of the Rockies (“COTR”) collects your Personal Information in accordance with
section 26 of the Freedom of Information and Protection of Privacy Act (“FIPPA”), R.S.B.C. 1996,
c.165 for the purposes of registration into the full time Mountain Adventure Skills Training (MAST)
program, and/or a Continuing Education course. If you have any questions about the processing
of your Personal Information, please contact Anita Palmer, Manager, Fernie Campus at
apalmer@cotr.bc.ca.

Please ask the Privacy Officer for assistance drafting your collection notice if your Initiative
requires indirect collection of Personal Information (i.e. if a service provider collects Personal
Information from students or employees on behalf of COTR). The Privacy Officer may
recommend changes to the FIPPA Collection Notice that you draft above.



The Privacy Officer may also provide additional options for the FIPPA Collection Notice that
would be required when collecting personal information. Please speak with them directly for this
portion of the form before final submission.



PART 3: USE

FIPPA sets out requirements and restrictions related to use of Personal Information. This section will help
you identify the legal authority for using Personal Information and ensure that the use of Personal
Information is limited to the original purpose for collection.

17. Whatis the intended use of the Personal Information collected? (check all that apply)

(|

The Personal Information will be used for the purposes checked off in Question 14

The Personal Information will be used for secondary purposes, and | have a consent
notice attached as an appendix to this PIA that meets the requirements found in FIPPA
regulations. | will work with the COTR Privacy Officer to determine if secondary use is
appropriate and compliant with FIPPA.

The Personal Information will be used for a purpose for which the information may be
disclosed to the public body under section 33. The COTR Privacy Officer will attach the
relevant section number to this selection if it applies.

18. How will you ensure that parties using the Personal Information will use it only for the purposes
stated in 17 above?2 Check all that apply.

(|

Documented department information management practices and training
Documented use restrictions communicated from your department to another COTR
department

Written contract between COTR and a Third Party including explicit conditions

The Department needs Privacy Officer review and support because none of the
above apply

19. Does your Initiative use Personal Information to make decisions that directly affect an individual2

Yes O No



21.

What is the infended impact of the decisions that are being made that directly affect an
individual? (check all that apply).

X

O

61 5 1

Directly affects academic status or grades

Directly affects how an individual accesses their courses, campus activifies, or student
supports

Directly affects employment status, employee remuneration, or confract opportunities,
and pay

Directly affects how employees and service providers will complete their work

Directly affects how employees access campus activities and support services

Directly affects the College's capacity to protect individuals from harm

Directly affects the College’s capacity fo inferact with and support external parties
N/A —The decisions are not infended fo have a direct impact on individuals

Who will be using the Personal Information collected by this Initiative? (Check all that apply and
provide details.)

Your department:

College of the Rockies, Fernie Campus

Other departments at COTR Registrar and Admissions Department College of the
Rockies, Main Campus

Rescue Canada Bistrainer Learning & Compliance software system

portal / administration department.




PART 4: STORAGE

lF
m N I =
—

Z. Is any Personal Information involved in your Initiative stored outside of Canada?

L] Xes X No

24,



25

2.

Does your Initiative involve Sensitive Personal Informatione (Any Personal Information can be
Sensitive Personal Information in different contexts. Please contact the COIR Privacy Officer to
discuss.)

[l Yes X No

Is any of the Sensitive Personal Information stored outside of Canada?
] Yes X No
Where is the Sensitive Personal Information stored? Please identify applicable geographic

locations for primary storage and backups. Type N/A in the cells on the first row if Sensifive
Personal Information is not stored outside of Canada as indicated in Question 26.

Name of Third Name of cloud Name of cloud
Party infrastructure and/or infrastructure and/or

platform provider(s) (if platform provider(s) (if
applicable) applicable)

N/A IN/A




PART 5: DISCLOSURE

FIPPA sets out requirements and restrictions related to disclosure of Personal InNformation. This section
will help identify the legal authority for disclosing Personal InNformation, and consider risks related to
that disclosure. Fill out this section if Question 26 was answered “Yes”

Complete this section if you are disclosing Sensitive Personal Information to be stored outside of
Canada. You may need help from the COTR Privacy Officer.

28. Is any Personal Information being disclosed outside of Canada under FIPPA section 33(2)(f)2 This
section allows for information to be made available to the public under an enactment that
authorizes or requires the information to be made public.

O Yes No

2. Is any of the Personal Information being disclosed outside of Canada under FIPPA section
33(2)(p) <2 This sectional allows disclosure for the purposes of (i) a payment to be made to or by
COIR, (ii) authorizing, administering, processing, verifying, or cancelling a payment, or (iii)
resolving an issue regarding a payment.

O Yes No

O The payment processor is out of
scope of this PIA



Describe the privacy risks for disclosure of Personal Information (Pl) outside of Canada.

Use the table to indicate the privacy risks. For each privacy risk you identify, describe the
potential impact to individuals or COTR, and describe a privacy risk response that is
proportionate to the level of risk posed.

This may include reference to the measures to protect the Sensitive Personal Information
(contractual, physical, tfechnical, administrative measures) you outline elsewhere in this PIA.
Privacy risks below are examples only; add new rows if necessary.

Privacy risk

Impact to individuals or COTR Risk response

Unauthorized collection of
PI by COTR employees

Unauthorized use of PI
by COTR employees

Unauthorized disclosure
of PI by COTR employees

Unauthorized collection of
PI by Third Party/ies

Unauthorized use of PI
by Third Party/ies

Unauthorized disclosure
of PI by Third Party/ies




PART 6: PROTECTION

Please share how the inifiative will secure Personal Information to protect personal privacy. People,
organizations, or governments outside of your Initiative should not be able to access the Personal
Information you collect, use, store or disclose. You need to make sure that the Personal Information is

safely secured in both physical and technical environments.













PART 7: ACCURACY AND CORRECTION

FIPPA section 28 states that a public body must make every reasonable effort to ensure that an
individual’s Personal Information is accurate and complete. FIPPA also gives an individual the right to
request correction of errors or omissions to their Personal Information.

In this section, please demonstrate how you will make areasonable effort to ensure the Personal
Information you have on file is accurate and complete.

0.

41.

4.

How will COTR ensure that the Personal Information is accurate and complete? (Check all that

apply)

XX X

X

X

oo 0O

Individuals input their own Personal Information COTR Administration
uploads Student Name and COTR email only

Individuals update their own Personal Information

Employee verifies that information is accurate and complete before
processing

Documented processes to ensure accurate and complete data entry and
maintenance

The Third Party manages the accuracy and completeness of Personal
Information under the direction of COTR

Software or service uses automated processes to enter and manage
Personal Information

Other: (fill in details)

Other: (fill in details)

Is there a documented process in place to correct Personal Information?2

Yes O No

Sometimes it is not possible to correct the Personal Information. FIPPA requires a process to make
a note on the record about the request for correction if it isn't possible to correct the record itself.
Is there a documented process in place to annotate the record?

O

Yes O No N/A (Corrections
possible)




4.

If there is a request for correction from an individual and COTR or the Third Party disclosed that
individual's Personal Information in the last year, FIPPA requires that COTR or the Third Party
provide the applicable other public body or Third Party about the request for correction. Will
CNC or the Third Party ensure that these nofifications are done when necessary?¢

O  COTRwill forward correction notifications
O  Third Party will forward correction nofifications

COTR and Third Party will split responsibility based on who was authorized to
disclose Personal Information to third parties before a correction request was
made.



PART 8: RETENTION AND DISPOSITION

FIPPA requires that public bodies keep Personal Information for a minimum of one year afterit is
used to make a decision. Personal Information needs to be disposed of to limit privacy risk after
legal retention timelines.

44,  How long will COTR need to retain the records contfaining Personal Information? If there are
different retention timelines for different types of records, please state each retention
fimeline based on record type.

Record Type: STUDENT REGISTRATION Retention Period (in years/maonths): 7 YEARS

4.
48, How will you ensure that the records containing Personal Information are disposed of in
accordance with the refention schedule noted in questions above? (Check all that apply)
X Schedule records review and disposifion dates in Outlook calendars
< Build conditions for disposal into department Standard Operating
Procedures
X Send direct written communication to staff or service providers.
O Other (explain):
4. What methods will be used fo dispose of Personal Information following retention period?

(Check all that apply.)

o0 OxXxXRXAO

COITR business unit shredding on campus

COIR contracted shredding service provider

COITR deletion of electronic record(s)

Service Provider shredding/deletion of record(s) under COTR contract
Service Provider shredding/deletion of record(s) under COTR written
instruction

Other (explain):

Other (explain):



PART 9: INFORMATION FLOW

8. Complete the Information Flow Table

Use column 1 fo describe the way Personal Information moves through your Initiative step by
step. Describe the steps as if you were explaining it fo someone who does not know about
your Initiative.

Use column 2 to identify whether the actionin column 1 is a collection, use, or disclosure of
Personal Information.

The Privacy Officer will complete column 3 to identify the legal authority you have for the
collection, use, or disclosure.

Information Management Steps Collection, use, FIPPA and other

or disclosure legal authorities
Step 1: Student enrolls in Swift Water Rescue Collection 26(c)

course via COIR registration portal (Colleague,

FOIPPA compliant, based and run in Canada).

Step 2: One COIR staff member (Joanne Maclean) | Disclosure and Use| 33.2 (c) and 32(a)
has been granted permission to access Rescue
Canada'’s Bistrainer Learning Software. The COIR staff
member uploads name and email details the
registrants provide on the CSV form issued by Rescue
Canada. The details on this form will be used in the
Bistrainer system, which is based and run in Canada,
and is FOIPPA compliant. The COIR staff member will
upload the required student information. Additional
information on form relating to physical size data for
required equipment will be uploaded by the student.
This personal information allows Rescue Canada to set
up the student portal page for each student that
registers for the course. All studentis taking the Swift
Water Rescue course must complete a three-hour
online section through Bistrainer. The students must
also access their completion certificate through the




Bistrainer system.

Step 3: Student completes in-person practical Disclosure and Use |33.2 (c) and 32
section of the course at COIR Fernie Campus. The (a)

course instructor for the in-person section submits the
final marks fo RESCUE CANADA through the Bistrainer
system. A certificate is then issued to the student; they
can access the cerlificate via Bistrainer.

Step 4: COTR sends student paperwork and class Disclosure and Use| 33.2 (c) and 32
materials to RESCUE CANADA (a)

Optional: Insert a drawing or flow diagram here or in an appendix if you think it will help to
explain how each different part is connected.



PART 10: TRAINING

49, Identify which of the following activities all employees and Third Party (as applicable), will be
trained on when collecting and managing the Personal Information for the College Initiative.

X

Collection: Limit the collection to only what is explicitly necessary

Use: Use the Personal Information only for the purpose for which it was
originally collected

Access: Only authorized employees (and, where applicable, service
providers) may access the Personal Information

Disclosure: Not to disclose the Personal Information inside or outside COTR
unless authorized under FIPPA

Storage: To store the Personal Information only in COTR-provided or
approved storage locations and not to store unnecessarily in multiple

X

X

X

X

locations

Retention: to keep the Personal Information for a minimum of one year —
with longer retention periods only when necessary

Disposal: To dispose, when applicable, in a secure method that renders the

Personal Information permanently irretrievable



PART | 1: PERSONAL INFORMATION BANKS

0.




PART 12: PRIVACY OFFICE(R) COMMENTS

If, in the future, any substantive changes are made to the scope of this PIA, the College will have to
complete a PIA Update and submit it fo Privacy Office(r).

This PIA is based on a review of the material provided to the COITR Privacy Office(r) as of April 17,
2024.

The details provided in this PIA, indicates that this inifiative can be delivered in compliance with
FIPPA legislation.

Should there be a change in scope to this part of the initiative, further assessment and/or a PIA
update may be required as new related or expanded service is considered, or the privacy policies
for the College change in the future.

Any substantive changes made to the scope of this PIA would need to be included in a PIA update
and submitted to the Privacy Office(r).

e hitps://www.bclaws.gov.bc.cd/civix/document/id/complete/statreg/946165 00
e hitps://www.bclaws.gov.bc.ca/civix/document/id/complete/statreg/96165 03#section2é

Privacy Office Signature

This PIA is based on a review of the material provided to the Privacy Officer as af the datfe in Part 13
Privacy Officer Comments above.

Name and Title Signature Date signed
April 17, 2024

Keltie Ross




PART 13: APPROVAL SIGNATURES

Institution Signatures

This PIA is compliant with FIPPA when it accurately documents information management
practices and information flow at the time of signing. If there are any changes to the overall
Initiative, including to the way Personal Information is collected, used, stored, or disclosed, the
Department will inform the COTR Privacy Officer, and if necessary complete a PIA update.

By signing where required below, the signatories acknowledge and confirm their declarations as
noted.

Declaration of Initiative Lead: | confirm that | understand the privacy impacts of this College
Initiative and | am committed to my FIPPA obligations related to the collection and management
of Personal Information involved in the Initiative. If there are any changes 1o the Initiative,
including to the way Personal Information is collected, used, stored, or disclosed, | understand
that the department will need to inform the COTR Privacy Officer and if necessary, complete a
PIA update. | will establish and document information management guidelines for the Personal
Information and ensure these are followed. | will ensure employees are frained on and able to
comply with their obligations under FIPPA; related College policies and procedures; and COITR
Privacy Officer recommendations relative to this Initiative.

Signature of Initiative Lead or PIA Drafter

Name and Title Signature Date signed

Anita Palmer, Manager, Fernie Campus i ﬂ »

24/04/17

Declaration of Dean / Director / One-Over-One Signatory: | confirm that | have reviewed

this PIA and | acknowledge the residual privacy risks idenfified. | support the department by
providing required time and operational resources to comply with FIPPA, related College policies
and procedures, and COTR Privacy Officer recommendations relative to this Inifiafive.

Signature of Dean / Director

Name and Title Signature Date signed

Leah Bradish, Director, Contmuing Education, Contract
Training, and Campus Operations lbradish@cotr.be.ca

18 Apr 2024




Privacy Impact Assessment

ERSESRES Name of Initiative:
PIA Number:

Declaration of Information Security: | confirm that | am satisfied that the Information Security
safeguards employed in this college Initiative meet reasonable requirements relative to the
amount or sensifivity of the Personal Information or COTR business information described in this
PIA.

Signature of Information Security (Required only when college Inifiative involves Information
Security considerations)

Name and Title Sighature Date signed
athan Skretting, CIO D .
<::F§ﬁ/ 7 May 2024

Declaration of Information Technology: | confirm that | understand and approve of the
proposed use-case of COTR IT systems described in this PIA, where applicable. | understand and
approve of the Third Party's integration with COTR’s IT systems for the College Initiative described
in this PIA, where applicable.

Signature of Information Technology (Required when College Inifiative involves use of COIR IT
systems or integration of Third-Party technology with COTR IT systems.)

Name and Title Signature Date signed

Declaration of Head of Public Body or Designate: | have reviewed this PIA carefully and accept
and will be accountable for the residual privacy risks identfified for this College Initiafive. | am
safisfied with the completion of this PIA under FIPPA.

Signature of Head of Public Body or Designate Under FIPPA (Required only if Personal
Information is involved in the Initiative as indicated in Question 7).

Name and Title Sighature Date signed

Paul Vogt, COTR President




IRescue

CANADA

Course:

Date:

Location:

Instructor:

Agency or
Affiliation

Client
Name

Client
Email

Helm
et

(Y/N)

Dry
Suit
(Y/N)

DS size
(Officeuse
only)

DS

No.

PFD
(Y/N)

Height
(fr)

Weight
(Ib)

Chest
(in)

Glove
Size

Shoe
Size

Size
(Officeuse
only}

10

11

12

PAGE ___

Y-means ves, | need one;

N means no | do not need one

SHADED COLUMN IS FOR OFFICE USE ONLY




Privacy Impact Assessment
COLLEGE OF

THE ROCKIES Name of Initiative:
Slickplan software

PIA Number:2024.06-
14

INSTRUCTIONS (READ BEFORE STARTING)

Submit a completed privacy impact assessment (PIA) before starting a new College Initiative or
significantly changing an existing College Initiative that directly collects Personal Information, or results
in the collection of Personal Information by COTR or a COTR service provider.

BC’s Freedom of Information and Protection of Privacy Act (FIPPA) defines an “Initiative” as any
enactment (“policy/procedure”), system (conceptual or technical), project, program, or activity.

Contact the COTR Privacy Officer (Keltie Ross — PrivacyOfficer@cotr.bc.ca) to receive support
determining whether any change in how COTR employees are completing their duties to the College
may require a Privacy Impact Assessment.

Read through this form entirely before starting to populate it. Each question is designed to capture
specific information for review.

Some information recorded in the PIA may be confidential or proprietary and not intended for
distribution. Before you share the draft or completed PIA (internally or externally), please contact
COTR’S Privacy Officer, Keltie Ross at PrivacyOfficer@cotr.bc.ca for guidance.



mailto:PrivacyOfficer@cotr.bc.ca
mailto:PrivacyOfficer@cotr.bc.ca

Privacy Impact Assessment

COLLEGE OF
THE ROCKIES

PART 1: GENERAL INFORMATION

Initiative Title: Slickplan software

Department: Learning Commons & Library

T L =n ke A B ) = i k= 9\ gl (Lindsay Newton, Library Technician — Lnewton@cotr.be.ca

and COTR Email Address:
Dean or Director Name, Title, and Shaun Longstreet, Dean, CITL — Slongstreet@cotr.bc.ca

Email:
Privacy Officer Assigned: Keltie Ross

If initiative involves a third-party (i.e. vendor, consultant, partner), provide

Third Party Name:

Product Name (if
applicable):

Third Party Contact Name and Email:
Third Party URL: ttps://slickplan.com/

1. Inthree fo five sentences, describe the Initiative including:

a) what you are doing,

b) an overview of the process,

c) whoisinvolved,

d) and when and/or how long your Initiative runs.

The Learning Commons & Library are working on an initiative to update and re-map the webpage(s)
for these departments at College of the Rockies.

The process to re-map a webpage involves identifying the key landing pages and subsequent
subpages on the webpages and then determining a number of factors that will help us bring focus to
the new, updated webpage. These factors include

a) identifying certain pages need to move under different subject headings,

b) determining if certain pages should remain part of the webpage details,

c) if there is page duplication occurring that can be cleaned up, and

d) determining the most efficiency and intuitive options for the webpage design, which will h
lead to increased functionality and improve the user experience.



https://slickplan.com/

Privacy Impact Assessment

COLLEGE OF
THE ROCKIES

To effectively look at these details clearly, we will be using a dedicated webpage mapping software
product called Slickplan. This product has dedicated tools that help to assist with content mapping
and design, including diagram makers, design mockups, and sitemap building capability.

The key people involved are Learning Commons & Library staff - Lindsay Newton, Keltie Ross, and
Shaun Longstreet. There will be consultation with staff from Communication & Marketing - Karla
Vishloff, and possibly some consultation with IT staff - Miguel Pienado.

This is a short-term initiative, which will hopefully be completed by the Fall of 2024.

In a few sentences, explain the scope of this PIA. For example, is this initiative limited to
specific individuals or departments at COTR? Is this PIA covering the full initiative or just
one phase of alarger projecte Are there exceptions to how the Initiative will be
implemented?

This initiative in the early mapping and development stages is limited to certain individuals in
the Learning Commons & Library, Marketing & Communications, and IT departments. The
infformation that they will be seeing and/or working with is NOT personal information (Pl). The
details are mainly subject headings and keywords that are already or would be public facing
on the webpage, along with webpage content that is also public facing. The details are all
related to operational/business purposes.

This particular work will cover the first steps in this initiative. Ultimately, the full initiative
involves this work related to re-mapping, then sharing the subsequent mapping drafts with
other Learning Commons/Library staff and possibly some test groups from the college
community to look over and test/comment on the changes/updates developed. Once a final
draft is agreed upon, the new webpage mapping/layout would be shared with the wider
college community and the general public. The final version would go live.




Privacy Impact Assessment
COLLEGE OF
THE ROCKIES

Is this an administrative/operational, teaching and learning, or research Initiativee Select all that
apply.

Administrative/Operational O Research (Contact COTR
Privacy Officer before
continuing this PIA)

O Teaching and Learning

Has a PIA previously been completed for this Initiative 2

O Yes No O Noft sure

What activities will occur within the Initiative2 Use the bullet points below to make action
statements. Replace the example action statement. Add or delete bullets as necessary.

¢ Identify key issues with the current mapping of the existing webpage(s)

¢ Begin to input the new details and mapping ideas for the webpage into the Slickplan
software.

e Edit the webpage mapping as issues and links that need to be changed are identified.

¢ Manipulate the draft mapping as necessary when working on the planning and different
stages of the drafting.

¢ Share the details with Marketing & Communications and IT to determine if what we are
mapping is feasible and they can assist with making the changes needed.

In a bulleted list, please list all the types of data or information you might collect, use, store,
disclose, or access in your Initiative - even if they are not Personal Information. Replace the bullet
points below with the actual elements of information or data.

e Webpage service headings

¢ Webpage service subheadings

e Webpage service descriptions and links

¢ Webpage icons/images to convey services




Privacy Impact Assessment

COLLEGE OF
THE ROCKIES

7. Did you list Personal Information in question 62 Personal Information is any recorded information
about an identifiable individual, other than business contact information. Personal information
includes information that can be used to identify an individual through association or reference.

] Yes No

8. If you answered “No” to question 7, in three to five sentences explain how will you ensure that you
do not unintentionally collect Personal Information?2

The work that is being conducted for this initiative in no way uses or requires personal information
(P1) as described in the BC FOIPPA legislation. The information that is being used in this initiative is
for public use and is currently located on a public-facing webpage. If there are any names or
email addresses that are used within the content of the mapped pages that are developed they
are details that are directly related to the positions/jobs of the individuals and would be
considered business/operational information.

9. Does the Initiative involve integration between COTR IT systems and Third-Party systems?

O Yes No O N/A

If yes, list below: (put N/A on the first row if you answered No or N/A above. Add or delete rows)

COITR IT system: Third party system integrated:
COITR IT system: Third party system integrated:
COITR IT system: Third party system integrated:
COITR IT system: Third party system integrated:

If there is Personal Information involved in this Initiative, continue to complete the remaining sections of
the PIA.

If there is NOT any Personal Information involved in this Initiative, please submit questions 1-9 to the
Privacy Officer along with the completed signatures page.



https://www2.gov.bc.ca/gov/content?id=45F56451625849E49141D4AF85D8EEC2

Privacy Impact Assessment
COLLEGE OF
THE ROCKIES

PART 2: PRIVACY OFFICE(R) COMMENTS

If, in the future, any substantive changes are made to the scope of this PIA, the College will have to
complete a PIA Update and submit it to Privacy Office(r).

This PIA is based on a review of the material provided to the COTR Privacy Office(r) as of June 7,
2024.

The details provided in this PIA, indicates that the application to be developed and uploaded onto
the COTR website can be delivered in compliance with FIPPA legislation.

Should there be a change in scope to this part of the initiative, further assessment and/or a PIA
update may be required as new related or expanded service is considered, or the privacy policies
for the College change in the future.

Any substantive changes made to the scope of this PIA would need to be included in a PIA update
and submitted to the Privacy Office(r).

e https://www.bclaws.gov.bc.ca/civix/document/id/complete/statreg/26165 00
e hittps://www.bclaws.gov.bc.ca/civix/document/id/complete/statreg/26165 03#section26

Privacy Office Signature

This PIA is based on a review of the material provided to the Privacy Officer as at the date in Part 13
Privacy Officer Comments above.

Name and Title Signature Date signed

Keltie Ross W /@Q une 7, 2024



https://www.bclaws.gov.bc.ca/civix/document/id/complete/statreg/96165_00
https://www.bclaws.gov.bc.ca/civix/document/id/complete/statreg/96165_03#section26
KRoss5
KR Long signature


Privacy Impact Assessment
COLLEGE OF
THE ROCKIES

PART 3: APPROVAL SIGNATURES

Institution Signatures

This PIA is compliant with FIPPA when it accurately documents information management
practices and information flow at the time of signing. If there are any changes to the overall
Initiative, including to the way Personal Information is collected, used, stored, or disclosed, the
Department will inform the COTR Privacy Officer, and if necessary complete a PIA update.

By signing where required below, the signatories acknowledge and confirm their declarations as
noted.

Declaration of Initiative Lead: | confirm that | understand the privacy impacts of this College
Initiative and | am committed to my FIPPA obligations related to the collection and management
of Personal Information involved in the Initiative. If there are any changes to the Initiative,
including to the way Personal Information is collected, used, stored, or disclosed, | understand
that the department will need to inform the COTR Privacy Officer and if necessary, complete a
PIA update. | will establish and document information management guidelines for the Personal
Information and ensure these are followed. | will ensure employees are trained on and able to
comply with their obligations under FIPPA; related College policies and procedures; and COTR
Privacy Officer recommendations relative to this Initiative.

Signature of Initiative Lead or PIA Drafter

Name and Title Signature Date signed

Lindsay Newt
Y > L_J\_’),Wa(oﬂ/\ June 10/24

Declaration of Dean / Director / One-Over-One Signatory: | confirm that | have reviewed

this PIA and | acknowledge the residual privacy risks identified. | support the department by
providing required time and operational resources to comply with FIPPA, related College policies
and procedures, and COTR Privacy Officer recommendations relative to this Initiative.

Signature of Dean / Director

Name and Title ian Date signed
Shaun Longstreet — Dean, CITL

June 11, 2024



lnewton
New Signature


Privacy Impact Assessment
COLLEGE OF

THE ROCKIES Name of Initiative:
PIA Number:

Declaration of Information Security: | confirm that | am satisfied that the Information Security
safeguards employed in this college Initiative meet reasonable requirements relative to the
amount or sensitivity of the Personal Information or COTR business information described in this
PIA.

Signature of Information Security (Required only when college Initiative involves Information
Security considerations)

Name and Title Signature Date signed

Nathan Skretting - CIO
qﬁﬁ/ 11 July 2024

Declaration of Information Technology: | confirm that | understand and approve of the
proposed use-case of COTR IT systems described in this PIA, where applicable. | understand and
approve of the Third Party’s integration with COTR’s IT systems for the College Initiative described
in this PIA, where applicable.

Signature of Information Technology (Required when College Initiative involves use of COTR IT
systems or integration of Third-Party technology with COTR IT systems.)

Name and Title Signature Date signed

Declaration of Head of Public Body or Designate: | have reviewed this PIA carefully and accept
and will be accountable for the residual privacy risks identified for this College Initiative. | am
satisfied with the completion of this PIA under FIPPA.

Signature of Head of Public Body or Designate Under FIPPA (Required only if Personal
Information is involved in the Initiative as indicated in Question 7).

Name and Title Signature Date signed




Privacy Impact Assessment

COLLEGE OF o
THE ROCKIES Name of Initiative:
VivaScan
PIA Number:
2024.02-07

INSTRUCTIONS (READ BEFORE STARTING)

Submit a completed privacy impact assessment (PIA) before starting a new College Initiative or
significantly changing an existing College Initiative that directly collects Personal Information, or results
in the collection of Personal Information by COTR or a COTR service provider.

BC's Freedom of Information and Protection of Privacy Act (FIPPA) defines an “Initiative” as any
enactment (“policy/procedure”), system (conceptual or technical), project, program, or activity.

Contact the COTR Privacy Officer (Keltie Ross — PrivacyOfficer@cotr.bc.ca) to receive support
determining whether any change in how COTR employees are completing their duties to the College
may require a Privacy Impact Assessment.

Read through this form entirely before starting to populate it. Each question is designed to capture
specific information for review.

Some information recorded in the PIA may be confidential or proprietary and not intended for
distribution. Before you share the draft or completed PIA (internally or externally), please contact
COTR'S Privacy Officer, Keltie Ross at PrivacyOfficer@cotr.bc.ca for guidance.




PART 1: GENERAL INFORMATION

Initiative Title: ivaScan software

Department: Dental Program

Initiative Lead (PIA Drafter) Name |\SEUELRIIBY
and COTR Email Address:

Dean or Director Name, Title, and
Email:
Privacy Officer Assigned:

If initiative involves a third-party (i.e. vendor, consultant, partner), provide

Third Party Name:

Product Name (if
applicable):

Third Party Contact Name and Email: imothy.knoll@ivoclar.com

Third Party URL: https://connect-api.ivoclar.com/api/v1

1. Inthree to five sentences, describe the Initiative including:

a) what you are doing,

b) an overview of the process,

c) whoisinvolved,

d) and when and/or how long your Initiative runs.

Viva Scan is a 3D intraoral scanner. 3D scanners are starting to replace traditional impressions in
most Dental offices. If the scanner was being used in an actual Dental office the image taken using
the scanner along with some basic info (Name and what needs fabricating) would be sent to the
lab.

The purpose of the scanner we have here at College of the Rockies is to have the students practice



2

using a scanner either on each other or on a dental mannequin. They are not required to put any
personal information into the data base for this section of the course. The dental instructors will
advise the students that if for any reason they need to enter a name that they use their first name
only and “Dexter” as their last name. None of the scans they take here will be saved or sent
anywhere, they will be discarded after they are viewed by an instructor.

The software will need updating periodically so we will need the option of having the computer
connected fo the internet when the updates are necessary.

This is something that they will use each year for practice.

In a few sentences, explain the scope of this PIA. For example, is this initiative limited to
specific individuals or departments at COTR? Is this PIA covering the full initiative or just
one phase of alarger project? Are there exceptions to how the Initiative will be
implemented?

The scanner will be used by the Dental program only.

There is no second phase for this initiative, it is just so the students know how to use a scanner
once they are in an actual Dental office. There are no other plans at this point to do anyfhmg
other than practice on each other and the mannequins.

This will be integrated into the “impression” portion of the course.

Is this an administrative/operational, teaching and learning, or research Initiative? Select all that
apply.

0  Administrative/Operational O Research (Contact COTR
Privacy Officer before
continuing this PIA)

Teaching and Learning



Has a PIA previously been completed for this Initiativee
O Yes No O Noftsure

What activities will occur within the Initiative?2 Use the bullet points below to make action
statements. Replace the example action statement. Add or delete bullets as necessary.

e Scanning a 3D image of the mouth

e Scanning a 3D image of a crown prep
e How to properly hold the wand

e What anatomy needs to be captured
e How to care for the scanner

In a bulleted list, please list all the types of data or information you might collect, use, store,
disclose, or access in your Initiative - even if they are not Personal Information. Replace the bullet
points below with the actual elements of information or data.

e 3D image of mouth (deleted after viewing)
o 3D image of mannequin (deleted after viewing)

Did you list Personal Information in question 62 Personal Information is any recorded information
about an identifiable individual, other than business contact information. Personal information
includes information that can be used to identify an individual through association or reference.

O Yes X No



8. If you answered "No" to question 7, in three to five sentences explain how will you ensure that you
do not unintentionally collect Personal Information?

In order to have personal information recorded into the system, either the dental instructors or the
dental program students would have to manually put that information into the scanner software,
because we aren't recording or keeping the scans. There is no need for anyone to record another
person’s information.

The procedure would be to bypass the area where that personal information could be recorded
and go right to the actual scanning of the mouth/mannequin.

We have no need to save the scans or use anyone’s personal information in order to implement
the use of the scanner. The scans will be discarded after they are viewed by an instructor.

9. Does the Initiative involve integration between COTR IT systems and Third-Party systems?

Yes O No O N/A

If yes, list below: (put N/A on the first row if you answered No or N/A above. Add or delete rows)

COITR IT system: COTR network Third party system integrated: Ivoclar VivaScan

o Software needs to be periodically updated

If there is Personal Information involved in this Initiative, continue to complete the remaining sections of
the PIA. If there is not any Personal Information involved in this Inifiative, please submit questions 1-9 to
the Privacy Officer along with the completed signatures page.



PART 2: COLLECTION

FIPPA sets out rules for public bodies and their employees to collect Personal Information.
Unauthorized collection is prohibited. This section will help you identify the legal authority for collecting
Personal Information and confirm that all Personal Information elements collected are necessary for
the purpose of the initiative.

10. Whose Personal Information is collected in this initiative2 Check all that apply.

O Students O Former employees

O Prospective students O Service provider employees
a Former students O Donors or other constituents
O Alumni O Volunteers

O Employees O  Other community members

1. How frequently will the Initiative collect Personal Information?

O Single instance of collection within one semester or quarter

O Ongoing collection up to a single year
O Ongoing collection over more than one year

12, How many individuals' Personal Information will be collected?
O 1-50 a 51 - 500 a Over 500

13. If the Initiative involves a Third Party, are you able to test the product to see what personal
information it collects?

O Yes O No O N/A (No Third-Party product
involved)



14, Why is the Personal Information being collected? (check all that apply)

O

The Personal Information is necessary and directly related to college operations. The
collection of this Personal Information is directly related to the college's documented
strategic directives, goals, or mandate letter directions.

The Personal Information is necessary and directly related to requirements explicitly
stated in college bylaws, policy, and procedure.

The Personal Information is collected because collection is required or authorized under
local, provincial, or federal law. Be prepared to directly cite the section of a particular
law that applies if asked.

The Personal Information is collected for determining suitability for an honour or award
including a scholarship, prize, or bursary.

The Personal Information is being collected for a quality assurance or improvement
Initiative that has been approved by the college Executive.

15.  How will you reduce the risk of collecting unnecessary Personal Information? (Check all that

apply.)

O

o oo O

The Initiative will only collect specific information deemed necessary for and directly
related to the initiative

The Initiative will use forms with primarily closed-ended questions and minimal open-
ended questions

The Initiative will use forms with drop-down menus

The Initiative will have documented data gathering and aggregation processes for
open ended submissions or fields
The Department needs Privacy Officer review and support because none of the above

apply

16. FIPPA Collection Notice: When collecting Personal Information, FIPPA requires that you provide a
collection notice (except in limited circumstances). Please fill in the template collection notice
below and remove bold and square brackets.

The College of the Rockies ("COTR") collects your Personal Information in accordance with
section 26 of the Freedom of Information and Protection of Privacy Act (“FIPPA”), R.S.B.C. 1996,
c. 165 for the purposes of [explain purposes]. If you have any questions about the processing of
your Personal Information, please contact [COTR employee or department/faculty] at [COTR
email address].

Please ask the Privacy Officer for assistance drafting your collection notice if your Initiative
requires indirect collection of Personal Information (i.e. if a service provider collects Personal
Information from students or employees on behalf of COTR). The Privacy Officer may
recommend changes to the FIPPA Collection Notice that you draft above.



The Privacy Officer may also provide additional options for the FIPPA Collection Notice that
would be required when collecting personal information. Please speak with them directly for this
portion of the form before final submission.



PART 3: USE

FIPPA sets out requirements and restrictions related to use of Personal Information. This section will help
you identify the legal authority for using Personal Information and ensure that the use of Personal
Information is limited to the original purpose for collection.

17. What is the infended use of the Personal Information collected? (check all that apply)

O
(]

The Personal Information will be used for the purposes checked off in Question 14

The Personal Information will be used for secondary purposes, and | have a consent
notice attached as an appendix to this PIA that meets the requirements found in FIPPA
regulations. | will work with the COTR Privacy Officer to determine if secondary use is
appropriate and compliant with FIPPA.

The Personal Information will be used for a purpose for which the information may be
disclosed to the public body under section 33. The COTR Privacy Officer will attach the
relevant section number to this selection if it applies.

18.  How will you ensure that parties using the Personal Information will use it only for the purposes
stated in 17 above?¢ Check all that apply.

d
O

a
a

Documented department information management practices and fraining

Documented use restrictions communicated from your department to another COTR
department

Written contract between COTR and a Third Party including explicit conditions

The Department needs Privacy Officer review and support because none of the
above apply

19.  Does your Initiative use Personal Information to make decisions that directly affect an individual?

O

Yes O No



20. What is the infended impact of the decisions that are being made that directly affect an
individual? (check all that apply).

UJ Directly affects academic status or grades

O Directly affects how an individual accesses their courses, campus activities, or student
supports

Directly affects employment status, employee remuneration, or contract opportunities,
and pay

Directly affects how employees and service providers will complete their work

a

Directly affects how employees access campus activities and support services
Directly affects the College's capacity to protect individuals from harm

Directly affects the College's capacity to interact with and support external parties
N/A - The decisions are not intended to have a direct impact on individuals

OoOo0onoao

21.  Who will be using the Personal Information collected by this Initiative2 (Check all that apply and
provide details.)

Your department:

[put N/A if a service provider manages all
Personal Information]

Other departments at COTR External Partners and Service Providers

[put N/A if no other [Put N/A if there are not any External Third
departments at COTR Parties including Service Providers managing
manage the Personal the Personal Information in this Initiative]
Information in this

Initiative]

[add more rows as : [add more rows as necessary]

necessary |




PART 4: STORAGE

22. s all Personal Information involved in your Initiative stored within standard COTR storage
locations, technologies, or services?

O Yes O No

If you answered yes, please list the approved standard COTR storage locations, fechnologies
and/or services.

Microsoft 365 (Teams, SharePoint, OneDrive)

Other Microsoft 365 Apps Approved by COTR. Specify:
Colleague

COITR Local Servers (S: Drive, L: Drive, G: Drive) [check with IT for accuracy]
Moodle

Other:

oooooao

23. Is any Personal Information involved in your Initiative stored outside of Canada?

O Yes O No

24.  Where is the Personal Information stored? Please identify applicable geographic locations for
primary storage and backups. If Personal Information is stored in more than one primary location,
the COTR Privacy Officer can expand the response field in this question.

| Primary Storage Back-up Storage (if applicable)
} City (if applicable): City (if applicable):
i Province, Region, or State: Province, Region, or State:

Country: Country:



25,

26.

27,

Does your Initiative involve Sensitive Personal Information¢ (Any Personal Information can be
Sensitive Personal Information in different contexts. Please contact the COTR Privacy Officer to
discuss.)

0 Yes O No
Is any of the Sensitive Personal Information stored outside of Canada?¢
O  Yes ' O No
Where is the Sensitive Personal Information stored? Please identify applicable geographic

locations for primary storage and backups. Type N/A in the cells on the first row if Sensitive
Personal Information is not stored outside of Canada as indicated in Question 26.

Name of Third Name of cloud Name of cloud
Party infrastructure and/or infrastructure and/or

platform provider(s) (if platform provider(s) (if
applicable) applicable)




PART 5: DISCLOSURE

FIPPA sets out requirements and restrictions related to disclosure of Personal Information. This section
will help identify the legal authority for disclosing Personal Information, and consider risks related to
that disclosure. Fill out this section if Question 26 was answered “Yes”

Complete this section if you are disclosing Sensitive Personal Information to be stored outside of
Canada. You may need help from the COTR Privacy Officer.

28. Is any Personal Information being disclosed outside of Canada under FIPPA section 33(2)(f)¢ This
section allows for information to be made available to the public under an enactment that
authorizes or requires the information to be made public.

O Yes O No

29. Is any of the Personal Information being disclosed outside of Canada under FIPPA section
33(2)(p) 2 This sectional allows disclosure for the purposes of (i) a payment to be made to or by
COIR, (ii) authorizing, administering, processing, verifying, or cancelling a payment, or (iii)
resolving an issue regarding a payment.

O Yes O No
O The payment processor is out of
scope of this PIA



30.

Describe the privacy risks for disclosure of Personal Information (PI) outside of Canada.

Use the table to indicate the privacy risks. For each privacy risk you identify, describe the
potential impact to individuals or COTR, and describe a privacy risk response that is
proportionate to the level of risk posed.

This may include reference to the measures to protect the Sensitive Personal Information
(contractual, physical, technical, administrative measures) you outline elsewhere in this PIA.
Privacy risks below are examples only; add new rows if necessary.

Privacy risk Impact to individuals or COTR  Risk response

Unauthorized collection of
PI by COTR employees

Unauthorized use of PI
by COTR employees

Unauthorized disclosure
of PI by COTR employees

Unauthorized collection of
PI by Third Party/ies

Unauthorized use of PI
by Third Party/ies

Unauthorized disclosure
of PI by Third Party/ies




PART 6: PROTECTION

Please share how the initiative will secure Personal Information to protect personal privacy. People,
organizations, or governments outside of your Initiative should not be able to access the Personall
Information you collect, use, store or disclose. You need to make sure that the Personal Information is
safely secured in both physical and technical environments.

31. Does your Initiative involve digital tools, databases, or information systems?

O Yes O No

32. What physical security safeguards are in place to protect Personal Information in this Initiative?
Identify the elements of physical security that protect where the records for your Initiative are
stored (Check all that apply. Specify, "Other” if applicable)

Safeguard At COTR At Third Party
Restricted access to property (i.e., key card access) O

Security monitored building

Locked doors

Locked filing cabinets

Chain of custody process

“Clean desk” practices

Bl E e e el Sty = o]
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Other:




33. What technical security safeguards are in place to protect Personal Information in this
Initiativee

Describe the elements of technical security that protect where the records for your Initiative
are stored (e.g. secure passwords, encryption, firewalls, etc.) (More options on the following page)

Safeguard At COTR At Third Party

Authentication control: Strong Password Management O O
Authentication control: Multi Factor Authentication (*"MFA") 0 U
Role-based access (] O
Encrypted in transit Ol O
Encrypted at rest (] O
Isolation Control: Application (] (3]
Isolation Control: Network O O
Isolation Control: Database O O
Vulnerability Scanning a I
Vulnerability Penetration Testing O O
Secure Configuration Management O O
Patch Management O O
Technical control: Perimeter firewalls O O
Technical control: Web application firewalls O I
Technical control: Denial of Service Mitigation O O
Technical control: Intrusion Detection and Prevention (] O
Systems




34. What administrative safeguards are in place to protect Personal Information?

Describe the elements of administrative security that protect where the records for your
Initiative are stored (e.g., aliasing, aggregation, policies/procedures, standards of practice,

etc.)

Safeguard At COTR At Third Party
Agreement/Contract ] O
Privacy/Data Protection Policy O O
Documented business practices and processes for proper O O
collection and management of Personal Information

Privacy training specific to the Initiative O O
Staff Security Awareness Training O O
Dedicated Information Security Staffing O O
Information Security Policy O O
Vendor Third Party Compliance and Certifications (i.e., ISO, O O
SOC Type 2, CSA)

Security Incident Response Plan O O

35. If the Initiative involves a Third Party, please indicate what type of Agreement governs the
relationship between COTR and the Third Party. Please select one.

COTR'S GSA (negotiated Agreement between COTR and the Third Party)
Vendor's Agreement (negotiated Agreement between COTR and the Third
Party)

Online “Terms of Service” or “Terms of Use" (often non-negotiable)
Memorandum of Understanding/Memorandum of Agreement
(“MOU"/"MOA")

Other (specify):

No Agreement

oO OO0 [gOOg



36.

37,

38.

39.

If the Initiative involves a Third Party, does an End User License Agreement ("EULA") apply to the
individuals whose Personal Information is involved?

| Yes O No

The Privacy Officer will need to review all draft/proposed Contracts/Agreements (and related
materials, i.e. contract appendices/schedules; Third Party privacy policies or online terms and
conditions, if any) involved in the Initiative. Have you ensured these have been provided?
Check only one.

O Yes O No O N/A (No Third Party
involved)

Where are the privacy related terms referenced in the contract or agreement if applicable?
(Check all that apply)

In the body of the contract or agreement

Third Party will sign COTR's Privacy Protection Schedule

Third Party will sign COTR's Data Security Schedule

In the Third Party's privacy or data protection policy or appended
schedules

In a separate Information Sharing Agreement

There are no privacy related terms in the contract or agreement (or related
documentation)

There is no contract or agreement for this Initiative

O OO0 OoOoOog

Controlling and tracking access

Review each strategy below that describes how to limit or restrict who can access Personal

Information and how to keep track of who has accessed Personal Information in the past. Check

all that apply. Specify “Other” if applicable.

Managed role-based access to Personal Information for COTR employees
Managed role-based access to Personal Information for Third Party

Third Party access is time limited for installing, implementing, maintaining,
repairing, troubleshooting, or upgrading an electronic system

Third Party access escorted by authorized COTR employee

Audit logs at COTR

Audit logs from Third Party

Other: (fill in details)

oOooo0O oOoo



PART 7: ACCURACY AND CORRECTION

FIPPA section 28 states that a public body must make every reasonable effort to ensure that an
individual's Personal Information is accurate and complete. FIPPA also gives an individual the right to
request correction of errors or omissions to their Personal Information.

In this section, please demonstrate how you will make a reasonable effort fo ensure the Personal
Information you have on file is accurate and complete.

40. How will COTR ensure that the Personal Information is accurate and complete? (Check all that
apply)

Individuals input their own Personal Information

Individuals update their own Personal Information

Employee verifies that information is accurate and complete before
processing _

Documented processes to ensure accurate and complete data entry and
maintenance

The Third Party manages the accuracy and completeness of Personal
Information under the direction of COTR

Software or service uses automated processes to enter and manage
Personal Information

Other: (fill in details)

Other: (fill in details)

o0 O O O oOoo0o

41. Is there a documented process in place to correct Personal Information?

O Yes O No

42. Sometimes it is not possible to correct the Personal Information. FIPPA requires a process to make
a note on the record about the request for correction if it isn't possible to correct the record itself.
Is there a documented process in place to annotate the record?

O Yes O No O N/A (Corrections
possible)




43. If there is a request for correction from an individual and COTR or the Third Party disclosed that
individual's Personal Information in the last year, FIPPA requires that COTR or the Third Party
provide the applicable other public body or Third Party about the request for correction. Will
CNC or the Third Party ensure that these notifications are done when necessary?

O COITR will forward correction notifications
O  Third Party will forward correction notifications

O COTR and Third Party will split responsibility based on who was authorized to
disclose Personal Information to third parties before a correction request was
made.



PART 8: RETENTION AND DISPOSITION

FIPPA requires that public bodies keep Personal Information for a minimum of one year after it is
used to make a decision. Personal Information needs to be disposed of to limit privacy risk after
legal retention timelines.

44. How long will COTR need to retain the records containing Personal Information? If there are

different retention timelines for different types of records, please state each retention
fimeline based on record type.

Record Type: Retention Period (in years/months):
Record Type: Retention Period (in years/months):
Record Type: Retention Period (in years/months):
Record Type: Retention Period (in years/months):

45. How long will the Third Party need to retain the records containing Personal Information?

46.

47.

If there are different retention timelines for different types of records, please state
each retention timeline based on record type.

Record Type: Retention Period (in years/months):
Record Type: Retention Period (in years/months):
Record Type: Retention Period (in years/months):
Record Type: Retention Period (in years/months):

How will you ensure that the records containing Personal Information are disposed of in
accordance with the retention schedule noted in questions above? (Check all that apply)

O Schedule records review and disposition dates in Outlook calendars

O Build conditions for disposal into department Standard Operating
Procedures

O Send direct written communication to staff or service providers.

| Other (explain):

What methods will be used to dispose of Personal Information following retention period?
(Check all that apply.)

COTR business unit shredding on campus

COITR contracted shredding service provider

COTR deletion of electronic record(s)

Service Provider shredding/deletion of record(s) under COTR confract
Service Provider shredding/deletion of record(s) under COTR written
instruction

Other (explain):

Other (explain):

OO0 DOO0OO0O0O0O



PART 9: INFORMATION FLOW
48. Complete the Information Flow Table

Use column 1 to describe the way Personal Information moves through your Initiative step by
step. Describe the steps as if you were explaining it to someone who does not know about
your Initiative.

Use column 2 to identify whether the action in column 1 is a collection, use, or disclosure of
Personal Information.

The Privacy Officer will complete column 3 to identify the legal authority you have for the
collection, use, or disclosure.

Information Management Steps Collection, use, FIPPA and other
or disclosure legal authorities

Step 1;

Step 2:

Step 3:

Step 4:

Optional: Insert a drawing or flow diagram here or in an appendix if you think it will help to
explain how each different part is connected.



PART 10: TRAINING

49.  Identify which of the following activities all employees and Third Party (as applicable), will be
trained on when collecting and managing the Personal Information for the College Initiative.

Collection: Limit the collection to only what is explicitly necessary

Use: Use the Personal Information only for the purpose for which it was
originally collected

Access: Only authorized employees (and, where applicable, service
providers) may access the Personal Information

Disclosure: Not to disclose the Personal Information inside or outside COTR
unless authorized under FIPPA

Storage: To store the Personal Information only in COTR-provided or
approved storage locations and not to store unnecessarily in multiple
locations

Retention: to keep the Personal Information for a minimum of one year -
with longer retention periods only when necessary

O Disposal: To dispose, when applicable, in a secure method that renders the
Personal Information permanently irretrievable

O O O OO

a



PART I 1: PERSONAL INFORMATION BANKS

50. Will your Initiative result in a Personal Information Bank (“PIB")% A PIB is a collection of Personall
Information searchable by name or unique identifier. If yes, please complete the table below. If
more than one PIB will result, copy and paste an additional copy of the table below and fill
out a separate table for each PIB.

O Yes O No

Title

Location

Personal
Information Types

Categories of
Individuals
Included

Collection Authority

Purpose of Personal
Information

Categories of
Persons Managing
Information




PART 12: OIPC REVIEW REQUIREMENTS (Privacy Officer to
Complete)

51. s this Initiative a data-linking program under FIPPA? If this PIA addresses a data-
linking program, this PIA must be submitted to the Office of the Information and Privacy

Commissioner.

O Yes X No

52. s this Initiative a common or integrated program or activity 2 If this PIA addresses a common
orintegrated program, this PIA must be submitted to the Office of the Information and

Privacy Commissioner.

O Yes X No



PART 13: PRIVACY OFFICE(R) COMMENTS

If, in the future, any substantive changes are made to the scope of this PIA, the College will have to
complete a PIA Update and submit it to Privacy Office(r).

This PIA is based on a review of the material provided to the COTR Privacy Office(r) as of January 8,
2024.

The details provided in this PIA for this Dental Department initiative, indicates that the application to
of this software within the course curriculum for the dental program can be delivered in
compliance with FIPPA legislation.

e The PIA Initiative Lead has clearly outlined how the software product would be used within the
COTR dental course(s) and the purpose of using this software within the course curriculum.

e They have pointed out that instructors and students will not be using personal information that
would require the data to shared or transferred to any third parties or be stored in any manner.

e They have clearly stated the precautions that will be taken to protect the limited personal
information identified in the learning process, and that materials produced using this software
will be deleted once they have been discussed with the instructor(s).

Should there be a change in scope to this part of the initiative, further assessment and/or a PIA
update may be required as new related or expanded service is considered, or the privacy policies
for the College change in the future.

Any substantive changes made to the scope of this PIA would need to be included in a PIA update
and submitted to the Privacy Office(r).

e https://www.bclaws.gov.bc.ca/civix/document/id/complete/statreg/261465 00
e https://www.bclaws.gov.bc.ca/civix/document/id/complete/statreq/96165 03#section2é




Privacy Office Signature
This PIA is based on a review of the material provided to the Privacy Officer as at the date in Part 13
Privacy Officer Comments above.

Name and Title Signature Date signed

Keltie Ross
‘ February 23, 2024




PART 14: APPROVAL SIGNATURES

Institution Signatures

This PIA is compliant with FIPPA when it accurately documents information management
practices and information flow at the time of signing. If there are any changes to the overall
Initiative, including to the way Personal Information is collected, used, stored, or disclosed, the
Department will inform the COTR Privacy Officer, and if necessary complete a PIA update.

By sighing where required below, the signatories acknowledge and confirm their declarations as
noted.

Declaration of Initiative Lead: | confirm that | understand the privacy impacts of this College
Initiative and | am committed to my FIPPA obligations related to the collection and management
of Personal Information involved in the Initiative. If there are any changes to the Initiative,
including fo the way Personal Information is collected, used, stored, or disclosed, | understand
that the department will need to inform the COTR Privacy Officer and if necessary, complete a
PIA update. | will establish and document information management guidelines for the Personal
Information and ensure these are followed. | will ensure employees are trained on and able to
comply with their obligations under FIPPA; related College policies and procedures; and COTR
Privacy Officer recommendations relative to this Initiative.

Signature of Initiative Lead or PIA Drafter

Name and Title Signature Date signed

Courtney Foisy, Dental Lab Assistant . ; , 2024
Fe\o, 29, 2024

Declaration of Dean / Director / One-Over-One Signatory: | confirm that | have reviewed

this PIA and | acknowledge the residual privacy risks identified. | support the department by
providing required time and operational resources to comply with FIPPA, related College policies
and procedures, and COTR Privacy Officer recommendations relative to this Initiative.

Signature of Dean / Director

Name and Title Signature Date signed




Privacy Impact Assessment
COLLEGE OF

THE ROCKIES Name of Initiative:
PIA Number:

Declaration of Information Security: | confirm that | am satisfied that the Information Security
safeguards employed in this college Initiative meet reasonable requirements relative fo the
amount or sensitivity of the Personal Information or COTR business information described in this
PIA.

Signature of Information Security (Required only when college Initiative involves Information
Security considerations) '

Name and Title Sighature Date signed

| ;
athan Skretting ‘ 4 March 2024

Declaration of Information Technology: | confirm that | understand and approve of the
proposed use-case of COTR IT systems described in this PIA, where applicable. | understand and
approve of the Third Party’s integration with COTR's IT systems for the College Initiative described
in this PIA, where applicable.

Signature of Information Technology (Required when College Initiative involves use of COTR IT
systems or integration of Third-Party technology with COTR IT systems.)

Name and Title Signature Date signed

Declaration of Head of Public Body or Designate: | have reviewed this PIA carefully and accept
and will be accountable for the residual privacy risks identified for this College Initiative. | am
satisfied with the completion of this PIA under FIPPA.

Signature of Head of Public Body or Designate Under FIPPA (Required only if Personal
Information is involved in the Initiative as indicated in Question 7).

Name and Title Sighature Date signed







Privacy Impact Assessment

COLLEGE OF

THE ROCKIES Name of Initiative:
WMAI
PIA Number:
2024.03 - 11

INSTRUCTIONS (READ BEFORE STARTING)

Submit a completed privacy impact assessment (PIA) before starting a new College Inifiative or
signhificantly changing an existing College Initiative that directly collects Personal Information, or results
in the collection of Personal Information by COTR or a COTR service provider.

BC's reedom of Information and Protection of Privacy Act (FIPPA) defines an “Inifiative™ as any
enactment (Ypolicy/procedure”), system (conceptual or technical), project, program, or activity.

Contact the COTR Privacy Officer (Keltie Ross — PrivacyOfficer@coir.bc.ca) fo receive support
determining whether any change in how COTR employees are completing their duties to the College
may require d Privacy Impact Assessment.

Read through this form entirely before starting to populate it. Each question is designed to capture
specific information for review.

Some information recorded in the PIA may be confidential or proprietary and not intended for
distribution. Before you share the draft or completed PIA (internally or externally), please contact
COITR’S Privacy Officer, Keltie Ross at PrivacyOfficer@cotr.bc.ca for guidance.




PART 1: GENERAL INFORMATION

Initiative Title: COTR/WMAI Curriculum Collaboration

Department: COTR Con. Ed, Fernie Campus and MAST

Initiative Lead (PIA Drafter) Name Anita Palmer, Manager Fernie Campus
and COTR Email Address: apalmer@cotr.be.ca

Dean or Director Name, Title, and Leah Bradish, Continuing Education, Contract Training, and Campus
Operations lbradish(@cotr.bc.ca

Email:

Privacy Officer Assigned: Keltie Ross

If initiative involves a third-party (i.e. vendor, consultant, partner), provide

Third Party Name: Wilderness Medical Associates International (WMAT)

Product Name (if Wilderness First Responder (WFR), Wilderness First Aid (WFA)
applicable): Wilderness Advanced First Aid (WAFA) and WFR Recertification

Third Party Contact Name and Email: |SiLCIOBEH I ol
Third Party URL: wildmed.com

1. Inthree to five sentences, describe the Initiative including:

College of the Rockies has entered an INTELLECTUAL PROPERTY LICENSE AGREEMENT FOR LICENSED TRAINING
COMPANIES to access WMA International’s curriculum. This was in response to College of the Rockies, Fernie

Campus curriculum requirements for the Mountain Adventure Skills Training Program (MAST).

Under this agreement College of the Rockies instructors have been trained in how to deliver WMA International’s
First Aid curriculum in a face-to-face format in the East Kootenay. The online (Moodle- based) portion of this

course would be delivered through WMA International’s online Moodle portal and students will be provided a



login access CODE to login and upload personal information required by WMA International. The students take
the face-to-face component on site at COTR under the instruction of our instructors. When they have completed
the face-to-face portion of the course, COTR/WMAI instructor uploads the applicable test results and attendance forms to

WMAI’s Moodle system. WMA International/COTR Instructor can then upload their appropriate certificate to WMAI Moodle

for the student to access.

2. In a few sentences, explain the scope of this PIA.

The scope of this PIA is specifically in regard to the collection and input of the student’s registration information
to the COTR Colleague system by COTR Administration staff, and providing students with their WMAI Moodle

access code so they can log in to upload their personal information to WMAI’s Moodle system.

The face-to-face practical first aid component is delivered by our WMAI certified instructor (Amy Chris). The
College of the Rockies instructor would subsequently inform WMA International when the student successfully

completes the practical component with us and can be issued their certificate.
3. Is this an administrative/operational, teaching and learning, or research Initiativee Select all that
apply.
Administrative/Operational | Research (Contact COTR
Privacy Officer before

continuing this PIA)
Teaching and Learning

4. Has a PIA previously been completed for this Initiative?2

O Yes No O Noftsure



What activities will occur within the Initiative2 Use the bullet points below to make action
statements. Replace the example action statement. Add or delete bullets as necessary.

Registration of Students in COTR Colleague system

Email sent to Students that includes a WMAI Moodle login code.
Delivery of face-to-face practical first aid instruction.
Forwarding class documents to WMAI via their Moodle system.

In a bulleted list, please list all the types of data or information you might collect, use, store,
disclose, or access in your Initiative - even if they are not Personal Information. Replace the bullet
points below with the actual elements of information or data.

e COITR Registration Information (images of the form below):

0(_) COLLEGE OF THE ROCKIES
- Registration Form

wuing Education & Contract Training

WHAT I5 YOUR PREFERRED INTAKE DATE:

Have you previously attended College of the Rockies? | Yes. | No If ¥ES, Student Number (if &nown)
First Name Last Name Middle Name
Former Last Name SIN DO ey MM DD
Address City/Town Province
Postal Code Ermnail Phone

EMERGENCY CONTACT
Name Phone

GENDER IDENTITY
Woman | Man [ Non-Binary Gender Prefer Not to Answer/Unknown
Pmple whose current gr;-nder IS WO mMan. Penple whose current gendr;-r is iman. F‘EﬁplE wihidde current gender is not
This includes Lisgender and :rausgender This includes :isgnem:ie-r and :rans.gender E'chtlui.iuel'(-a wWoman or man. This
pEoplewho Sre wormen. peaple wia Bre ren. includes people who do not have one
genﬂer, hawe nngenﬂer, are genﬂer fluid,

WOULD YOU SAY YOU ARE oF are Twa-Sgirit.
Cisgender | Transgender
People whose sex assigned at birthis the  People whose sex assigned at birth is Prefer Not to Answer/Unknown

S@me a5 their gender. difterent frorm their gender.



VOLUNTEER DISCLOSURE CITIZENSHIP 5TATUS

Aboriginal Status: |_|'r Tives |:' |No Canadian: r: Yes |':. i No

If yes, check all that opply: If NO, what is your country of arigin:

. -
i3 Permanent Resident ! International Student
First Mations Metis Inuit Status Non-Status () work visa () [hvein Caregiver
() other () Refugee

RELEASE OF INFORMATION:
If you wish to authorize someone to act on your behalf with respect to application status, registration, financial informationfactivities, transcripts or graduation, please
complete the Student Information Release Authorization [avallable from the Reglstrar’s office or online.

1 hereby declare that the information | have submitted In this application for admission ts true and correct to the best of my knowledge. Completion and submission of thi
application permits College of the Rockies to request andfor confirm any Information necessary to support my application for admisshon. The submission of any false
statements or documents can result in the cancellation of my admission or reglstrathon status. | understand that submission of this application in no way guarantees admission
to a program or course, and that admisskon ks subject to meeting program or course prerequisites and space avallability. No decision on my eligibllity for admission will be
made until the application fee and all the required documents have been submitted. | agree to ablde by the established rules and regulations of the College including those of
the department and prograrm in which I shall be registered, and any changes which may be made while | am a student at College of the Rockles.

CONSENT FOR INFORMATION DISCLOSURE AND DECLARATION OF APPLICANT \
5

FREEDOM OF INFORMATION AND PROTECTION OF PRIVACY

in submitting this application, | understand that the personal information on this form |s collected under the authority of the College and Institute Act. | understand the
information collected on this application is consistent to the Freedom of Information and Protection of Privacy Act and will be used confidentially for purposes of admission,
registration, student support services, research, alumnd relations, administration of the Student Assoclation fees and other purposes consistent with the mandate of the
College. In providing the College with an emall address, | acknowledge that the College may send confidential information about me to this address. Amy guestions | have
concerning the collection and use of this information should be directed to the Registrar's Office.

I give my consent to disclose my information per the above declaration.
| | hereby certify that the information provided in this Application is true, accurate and complete.

Applicant’s Initials Date

[y v ——]

Mar. 24, F0XZ sk H:\Con Ed\Forms\CE Registration Form [ 2022 ] doox

Did you list Personal Information in question 62 Personal Information is any recorded information

about an identifiable individual, other than business contact information. Personal information

includes information that can be used to identify an individual through association or reference.
Yes L] No

If you answered “No” to question 7, in three to five sentences explain how will you ensure that you
do not unintentionally collect Personal Information?2

Does the Initiative involve integration between COTR IT systems and Third-Party systems?e
] Yes No O N/A



If yes, list below: (put N/A on the first row if you answered No or N/A above. Add or delete rows)

COTR T system: N/A Third party system integrated: N/A

If there is Personal Information involved in this Initiative, continue to complete the remaining sections of
the PIA. If there is not any Personal Information involved in this Initiative, please submit questions 1-9 to
the Privacy Officer along with the completed signatures page.



PART 2: COLLECTION

FIPPA sets out rules for public bodies and their employees to collect Personal Information.
Unauthorized collection is prohibited. This section will help you identify the legal authority for collecting
Personal Information and confirm that all Personal Information elements collected are necessary for

the purpose of the initiative.

10  Whose Personal Information is collected in this initiative2 Check all that apply.

Students O Former employees
Prospective students O Service provider employees
Former students O Donors or other constituents
O Alumni 0 Volunteers

O Employees O  Other community members

11.  How frequently will the Initiative collect Personal Information?@

O Single instance of collection within one semester or quarter

O Ongoing collection up to a single year
Ongoing collection over more than one year
12 How many individuals' Personal Information will be collected?

U 1-50 o 51-500 Over 500

13.  If the Initiative involves a Third Party, are you able to test the product to see what personal
information it collectse

O Yes No CON/A (No Third-Party product
involved)

NOTE: COTR cannot test the Moodle system used by WMAI, but the college also uses Moodle, and
understands how the information is input and used within that particular software.



14, Why is the Personal Information being collected? (check all that apply)

The Personal Information is necessary and directly related to college operations. The
collection of this Personal Information is directly related to the college’s documented
strategic directives, goals, or mandate letter directions.

The Personal Information is necessary and directly related to requirements explicitly
stated in college bylaws, policy, and procedure.

The Personal Information is collected because collection is required or authorized under
local, provincial, or federal law. Be prepared to directly cite the section of a particular
law that applies if asked.

O The Personal Information is collected for determining suitability for an honour or award
including a scholarship, prize, or bursary.

The Personal Information is being collected for a quality assurance or improvement
Initiative that has been approved by the college Executive.

15, How will you reduce the risk of collecting unnecessary Personal Informatione (Check all that
apply.)

The Initiative will only collect specific information deemed necessary for and directly
related to the initiative

The Initiative will use forms with primarily closed-ended questions and minimal open-
ended questions

O The Initiative will use forms with drop-down menus

0 The Initiative will have documented data gathering and aggregation processes for
open ended submissions or fields

0 The Department needs Privacy Officer review and support because none of the above

apply

16.  FIPPA Collection Noftice: When collecting Personal Information, FIPPA requires that you provide a
collection notice (except in limited circumstances). Please fill in the template collection notice
below and remove bold and square brackefs.

The College of the Rockies (“*COTR") collects your Personal Information in accordance with
section 26 of the Freedom of Information and Protection of Privacy Act (“FIPPA”), R.S.B.C. 1996,
c.165 for the purposes of Registration into a Continuing Education course. If you have any
questions about the processing of your Personal Information, please contact Anita Palmer,
Manager, Fernie Campus at apalmer@cotr.bc.ca.

PLEASE NOTE: the general application form at COTR for class registration includes a robust
privacy/collection notice that refers to FIPPA, as well as the BC College and Institute Act. The
notice above would be applied on any other forms that students participating in a WMAI course
might need to fill out.



Please ask the Privacy Officer for assistance drafting your collection notice if your Initiative
requires indirect collection of Personal Information (i.e. if a service provider collects Personal
Information from students or employees on behalf of COTR). The Privacy Officer may
recommend changes to the FIPPA Collection Notice that you draft above.

The Privacy Officer may also provide additional options for the FIPPA Collection Notice that
would be required when collecting personal information. Please speak with them directly for this

portion of the form before final submission.



PART 3: USE

FIPPA sets out requirements and restrictions related to use of Personal Information. This section will help
you identify the legal authority for using Personal Information and ensure that the use of Personal
Information is limited to the original purpose for collection.

17. Whatis the intended use of the Personal Information collected? (check all that apply)

(|

The Personal Information will be used for the purposes checked off in Question 14

The Personal Information will be used for secondary purposes, and | have a consent
notice attached as an appendix to this PIA that meets the requirements found in FIPPA
regulations. | will work with the COTR Privacy Officer to determine if secondary use is
appropriate and compliant with FIPPA.

The Personal Information will be used for a purpose for which the information may be
disclosed to the public body under section 33. The COTR Privacy Officer will attach the
relevant section number to this selection if it applies.

18. How will you ensure that parties using the Personal Information will use it only for the purposes
stated in 17 above?2 Check all that apply.

(|

Documented department information management practices and training
Documented use restrictions communicated from your department to another COTR
department

Written contract between COTR and a Third Party including explicit conditions

The Department needs Privacy Officer review and support because none of the
above apply

19. Does your Initiative use Personal Information to make decisions that directly affect an individual2

Yes O No



2.

21.

What is the infended impact of the decisions that are being made that directly affect an
individual? (check all that apply).

X Directly affects academic status or grades

X Directly affects how an individual accesses their courses, campus activities, or student
supports

Directly affects employment status, employee remuneration, or confract opportunities,
and pay

Directly affects how employees and service providers will complete their work

O

Directly affects how employees access campus activities and support services
Directly affects the College’s capacity to protect individuals from harm

Directly affects the College’s capacity fo inferact with and support external parties
N/A —The decisions are not infended fo have a direct impact on individuals

U
0l
O
O
O

Who will be using the Personal Information collected by this Initiative? (Check all that apply and
provide details.)

Your department: College of the Rockies Fernie Campus,

Administration

Other departments at COTR College of the Rockies Cranbrook Campus
Registration/Admissions department.

WMAI Moodle system/administration
department.




PART 4: STORAGE

N
I =
P

Z. Is any Personal Information involved in your Initiative stored outside of Canada?
K Yes O No
24, Where is the Personal Information stored? Please identify applicable geographic locations for

primary storage and backups. If Personal Information is stored in more than one primary location,
the COIR Privacy Officer can expand the response field in this question.




0.

2.

NOTE: materials saved fo Microsoft 365 are stored in the Cloud, specifically Microsoft Cloud.
Location is variable.

Does your Initiative involve Sensitive Personal Information¢ (Any Personal Information can be
Sensitive Personal Information in different contexts. Please contact the COIR Privacy Officer to
discuss.)

0 Yes X No

Is any of the Sensifive Personal Information stored outside of Canada?
Il Mg X No

NOTE: the only Pl stored outside of Canada with WMAI is the students name and email address,
and certification levels and issue dates.

Where is the Sensifive Personal Information storede Please identify applicable geographic
locations for primary storage and backups. Type N/A in the cells on the first row if Sensitive
Personal Information is not stored outside of Canada as indicated in Question 26.

Name of Third Name of cloud Name of cloud
Party infrastructure and/or infrastructure and/or

platform provider(s) (if platform provider(s) (if
applicable) applicable)

N/A N/A







PART 5: DISCLOSURE

FIPPA sets out requirements and restrictions related to disclosure of Personal InNformation. This section
will help identify the legal authority for disclosing Personal InNformation, and consider risks related to
that disclosure. Fill out this section if Question 26 was answered “Yes”

Complete this section if you are disclosing Sensitive Personal Information to be stored outside of
Canada. You may need help from the COTR Privacy Officer.

28. Is any Personal Information being disclosed outside of Canada under FIPPA section 33(2)(f) 2 This
section allows for information to be made available to the public under an enactment that
authorizes or requires the information to be made public.

] Yes No

2. Is any of the Personal Information being disclosed outside of Canada under FIPPA section
33(2) (p) 2 This sectional allows disclosure for the purposes of (i) a payment to be made to or by
COITR, (i) authorizing, administering, processing, verifying, or cancelling a payment, or {iii)
resolving an issue regarding a payment.

O Yes No

O The payment processor is out of
scope of this PIA



Describe the privacy risks for disclosure of Personal Information (Pl) outside of Canada.

Use the table to indicate the privacy risks. For each privacy risk you identify, describe the
potential impact to individuals or COTR, and describe a privacy risk response that is
proportionate to the level of risk posed.

This may include reference to the measures to protect the Sensitive Personal Information
(contractual, physical, fechnical, administrative measures) you outline elsewhere in this PIA.
Privacy risks below are examples only; add new rows if necessary.

Privacy risk

Impact to individuals or
COTR

Risk response

Unauthorized
collection of PI

Increases the scope of PI
exposure in the event of

Collection limited to what is explicitly
necessary for course registration;

by COTR unauthorized access. privacy/collection notification on

employees application forms clearly outlines what PI
is needed/why it’s collected (Section 26 of
FIPPA)

Unauthorized Exposure of PI elements to |Access to sensitive PI is limited to

use of PI by unauthorized individuals |few/specific individuals that have

COTR who do not require access |registration system access. Ensure

employees may constitute a breach. |employees are informed as to the terms

under which data is collected (data
collection statement), so disclosure is
limited only to authorized use.

Unauthorized
disclosure of PI
by COTR
employees

Data breach - exposure of
PI to parties which should
not have access to
records.

Employees are informed as to the terms
under which data is collected (data
collection statement), so disclosure is

limited. Institute data loss prevention
controls.

Unauthorized
collection of PI

Increases the scope of PI
exposure in the event of

Contractual measures in place; third party
has agreed to terms in ISA. Collection

by Third unauthorized access. limited to what is explicitly necessary for
Party/ies third party; privacy/collection clearly
outlines what PI is needed/why it's
collected. (Section 26 of FIPPA)
Unauthorized Exposure of PI elements to |Contractual measures in place; third party
use of PI by unauthorized individuals |has agreed to terms in ISA including
Third who do not require access |terms on retention and disposal of PIL.
Party/ies may constitute a breach. |Third Party has published policy indicating
controls to mitigate unauthorized use
which includes notification of CoTR if
unauthorized access occurs.
Unauthorized Data breach - exposure of |Contractual measures in place; third party
disclosure of PI to parties which should |has agreed to terms in ISA. Third Party
PI by Third not have access to has published policy indicating controls to
Party/ies records. mitigate unauthorized disclosure which

includes notification of CoTR if
unauthorized disclosure occurs.




PART 6: PROTECTION

Please share how the inifiative will secure Personal Information fo protect personal privacy. People,
organizations, or governments outside of your Initiative should not be able to access the Personal
Information you collect, use, store, or disclose. You need to make sure that the Personal Information is

safely secured in both physical and tfechnical environments.

.
N I =













PART 7: ACCURACY AND CORRECTION

FIPPA section 28 states that a public body must make every reasonable effort to ensure that an
individual’s Personal Information is accurate and complete. FIPPA also gives an individual the right to
request correction of errors or omissions to their Personal Information.

In this section, please demonstrate how you will make areasonable effort to ensure the Personal
Information you have on file is accurate and complete.

0.

41.

4.

How will COTR ensure that the Personal Information is accurate and complete? (Check all that

apply)

X X X

X

X

OO

Individuals input their own Personal Information

Individuals update their own Personal Information

Employee verifies that information is accurate and complete before
processing

Documented processes to ensure accurate and complete data entry and
maintenance

The Third Party manages the accuracy and completeness of Personal
Information under the direction of COTR

Software or service uses automated processes to enter and manage
Personal Information

Other: (fill in details)

Other: (fill in details)

Is there a documented process in place to correct Personal Information?2

Yes O No

Sometimes it is not possible to correct the Personal Information. FIPPA requires a process to make
a note on the record about the request for correction if it isn't possible to correct the record itself.
Is there a documented process in place to annotate the record?

O

Yes O No N/A (Corrections
possible)




4.

If there is a request for correction from an individual and COTR or the Third Party disclosed that
individual's Personal Information in the last year, FIPPA requires that COTR or the Third Party
provide the applicable other public body or Third Party about the request for correction. Will
COITR or the Third Party ensure that these nofifications are done when necessary?¢

O  COTRwill forward correction notifications
O  Third Party will forward correction nofifications

COTR and Third Party will split responsibility based on who was authorized to
disclose Personal Information to third parties before a correction request was
made.



PART 8: RETENTION AND DISPOSITION

FIPPA requires that public bodies keep Personal Information for a minimum of one year after it is
used to make a decision. Personal Information needs to be disposed of to limit privacy risk after
legal retention fimelines.

4. How long will COTR need to retain the records containing Personal Information? If there are
different retention timelines for different types of records, please state each retention
fimeline based on record type.

Record Type: studentregistration Retenfion Period (in years/months): 7 years

4.
48, How will you ensure that the records contfaining Personal Information are disposed of in
accordance with the retention schedule noted in questions above? (Check all that apply)
4 Schedule records review and disposition dates in Qutlook calendars
X Build conditions for disposal into department Standard Operating
Procedures
x Send direct written communication to staff or service providers.
O Other (explain):
47. What methods will be used fo dispose of Personal Information following retention period?

(Check all that apply.)

COITR business unit shredding on campus

COIR contracted shredding service provider

COIR deletion of electronic record(s)

Service Provider shredding/deletion of record(s) under COTR contract
Service Provider shredding/deletion of record(s) under COTR written
instruction

Other (explain):

Other (explain):

o0 OXXXO



PART 9: INFORMATION FLOW

8. Complete the Information Flow Table

Use column 1 fo describe the way Personal Information moves through your Initiative step by
step. Describe the steps as if you were explaining it fo someone who does not know about
your Initiative.

Use column 2 to identify whether the actionin column 1 is a collection, use, or disclosure of
Personal Information.

The Privacy Officer will complete column 3 to identify the legal authority you have for the
collection, use, or disclosure.

Information Management Steps Collection, use, FIPPA and other

or disclosure legal authorities
Collection 26(c)

Step 1: Student enrolls in Wilderness First Aid course
via COTR registration portal (Colleague, FOIPPA

compliant, based and run in Canada).

Step 2: One COTR staff member (Lisa Plummer) will | Disclosure and Use 33.2 (c) and 32(a)
be issued WMA International Moodle system access
code. The WMAI Moodle system is based out of and
run in the USA. The system is FOIPPA/FIPPA
compliant and operates 100% in the cloud with the
Amazon Web Services (AWS) server located in a
secure facility in Oregon hosting Moodle data. In
addition, the only student information WMA stores is
the name and email address of the student, the type
of certification earned, date of the course, and the
expiration date of any certification earned. WMAI
stores no physical files at their Headquarters in
Portland, Maine, nor do they have any data stored on
a physical hard drive on site. The COTR staff member
will email the WMAI code for their Moodle system to
the registered student. The student then uploads their
own personal information on the WMAI Moodle site.
Step 3: Student participates in and completes in-person |Disclosure and Use 33.2 (c) and 32 (a)
practical portion of the course at a COTR campus.
Step 4: WMAI/COTR instructor uploads required paperwork |Disclosure and Use 33.2 (c) and 32 (a)
to WMAI Moodle system. COTR/WMAI instructor uploads
the appropriate certificate to each student’s Moodle account
for them to access.

Optional: Insert a drawing or flow diagram here or in an appendix if you think it will help fo
explain how each different part is connected.



PART 10: TRAINING

49, Identify which of the following activities all employees and Third Party (as applicable), will be
trained on when collecting and managing the Personal Information for the College Initiative.

X

Collection: Limit the collection to only what is explicitly necessary

Use: Use the Personal Information only for the purpose for which it was
originally collected

Access: Only authorized employees (and, where applicable, service
providers) may access the Personal Information

Disclosure: Not to disclose the Personal Information inside or outside COTR
unless authorized under FIPPA

Storage: To store the Personal Information only in COTR-provided or
approved storage locations and not to store unnecessarily in multiple

X

X

X

X

locations

Retention: to keep the Personal Information for a minimum of one year —
with longer retention periods only when necessary

Disposal: To dispose, when applicable, in a secure method that renders the

Personal Information permanently irretrievable



PART |1: PERSONAL INFORMATION BANKS

X0.




PART 12: PRIVACY OFFICE(R) COMMENTS

If, in the future, any substantive changes are made to the scope of this PIA, the College will have to
complete a PIA Update and submit it to Privacy Office(r).

This PIA is based on a review of the material provided to the COTR Privacy Office(r) as of
(DATE/YEAR). _april 24, 2024.

The details provided in this PIA, indicates that this initiative can be delivered in compliance with
FIPPA legislafion.

e Both Fernie Campus staff and WMAI representatives have clearly outlined the personal
information (Pl) collected by both organizations, and shared the workflow applied to ensure
the secure sharing of any data related to students that are part of this initiative, whether as a
new student or returning student being re-certified.

o  WMAI has provided key additional details (privacy policy, registrafion process, server
company/location) to establish that they are in compliance with BC FIPPA legislation and
the reasons for collecting and keeping Pl related to their programs.

Should there be a change in scope fo this part of the initiative, further assessment and/or a PIA
update may be required as new related or expanded service is considered, or the privacy policies
for the College change in the future.

Any substantive changes made 1o the scope of this PIA would need to be included in a PIA update
and submitted to the Privacy Office(r).

o hifps://www.bclaws.gov.bc.ca/civix/document/id/compleie/statreg/246165 00
e hitps://www.bclaws.gov.bc.cd/civix/document/id/complete/statreq/96165 03#section2é

Privacy Office Signature

This PIA is based on a review of the material provided to the Privacy Officer as at the date in Part 13
Privacy Officer Comments above.

Name and Title Signature Date signed
April 15, 2024

Keltie Ross




PART 13: APPROVAL SIGNATURES

Institution Signatures

This PIA is compliant with FIPPA when it accurately documents information management
practices and information flow at the time of signing. If there are any changes to the overall
Initiative, including to the way Personal Information is collected, used, stored, or disclosed, the
Department will inform the COTR Privacy Officer, and if necessary complete a PIA update.

By signing where required below, the signatories acknowledge and confirm their declarations as
noted.

Declaration of Initiative Lead: | confirm that | understand the privacy impacts of this College
Initiative and | am committed to my HPPA obligations related to the collection and management
of Personal Information involved in the Initiative. If there are any changes to the Initiative,
including to the way Personal Information is collected, used, stored, or disclosed, | understand
that the department will need to inform the COIR Privacy Officer and if necessary, complete a
PIA update. | will establish and document information management guidelines for the Personal
Information and ensure these are followed. | will ensure employees are frained on and able fo
comply with their obligations under FIPPA; related College policies and procedures; and COTR
Privacy Officer recommendations relative to this Initiafive.

Signature of Initiative Lead or PIA Drafter

Name and Title Signature Date signed

Anita Palmer, Manager, Fernie Campus ,
: Anitz Prbmnen

24/04/15

Declaration of Dean / Director / One-Over-One Signatory: | confirm that | have reviewed

this PIA and | acknowledge the residual privacy risks identfified. | support the department by
providing required time and operational resources to comply with FIPPA, related College policies
and procedures, and COTR Privacy Officer recommendations relative to this Inifiative.

Signature of Dean / Director

Name and Title Signature Date signed

Leah Bradish, Director, Continuing Education, Contract [
Training, and Campus Operations lbradish(@cotr.be.ca '/ o (/ - ,j/séﬁf»@/ 15 Apr 2024




Privacy Impact Assessment
COLLEGEOF

THE ROCKIES Name of Initiative:
PIA Number:

Declaration of Information Security: | confirm that | am satisfied that the Information Security
safeguards employed in this college Initiative meet reasonable requirements relatfive to the
amount or sensifivity of the Personal Information or COTR business information described in this
PIA.

Signature of Information Security (Required only when college Inifiative involves Information
Security considerations)

Name and Title Signature Date signed

=::,$/ 7 May 2024

Declaration of Information Technology: | confirm that | understand and approve of the
proposed use-case of COTR IT systems described in this PIA, where applicable. | understand and
approve of the Third Party's integration with COTR’s IT systems for the College Inifiative described
in this PIA, where applicable.

Signature of Information Technology (Required when College Inifiative involves use of COIR IT
systems or integration of Third-Party technology with COITR IT systems.)

Name and Title Signature Date signed

Declaration of Head of Public Body or Designate: | have reviewed this PIA carefully and accept
and will be accountable for the residual privacy risks idenfified for this College Initiafive. | am
satisfied with the completion of this PIA under HPPA.

Signature of Head of Public Body or Designate Under FIPPA (Required only if Personal
Information is involved in the Initiative as indicated in Question 7).

Name and Title Signature Date signed

Paul Vogt, COTR President May 17, 2024




Privacy Impact Assessment
COLLEGE OF

THE ROCKIES Name of Initiative:
Workleap / Sharegate

PIA
Number:2024.02-08

INSTRUCTIONS (READ BEFORE STARTING)

Submit a completed privacy impact assessment (PIA) before starting a new College Initiative or
significantly changing an existing College Initiative that directly collects Personal Information, or results
in the collection of Personal Information by COTR or a COTR service provider.

BC’s Freedom of Information and Protection of Privacy Act (FIPPA) defines an “Initiative” as any
enactment (“policy/procedure”), system (conceptual or technical), project, program, or activity.

Contact the COTR Privacy Officer (Keltie Ross — PrivacyOfficer@cotr.bc.ca) to receive support
determining whether any change in how COTR employees are completing their duties to the College
may require a Privacy Impact Assessment.

Read through this form entirely before starting to populate it. Each question is designed to capture
specific information for review.

Some information recorded in the PIA may be confidential or proprietary and not intended for
distribution. Before you share the draft or completed PIA (internally or externally), please contact
COITR’S Privacy Officer, Keltie Ross at PrivacyOfficer@cotr.bc.ca for guidance.




PART 1: GENERAL INFORMATION

Initiative Title: orkleap/Sharegate migration

Department: COTR IT

Initiative Lead (PIA Drafter) Name AAZBUENUELT
and COTR Email Address:

Dean or Director Name, Title, and
Email:

Privacy Officer Assigned:

Third Party Name:

Product Name (if
applicable):

Third Party Contact Name and Email:
Third Party URL:

1. Inthree fo five sentences, describe the Initiative including:

a) what you are doing,

b) an overview of the process,

c) whoisinvolved,

d) and when and/or how long your Initiative runs.

a) The COTR IT Department is currently preparing to migrate the college On-Prem SharePoint
Server to SharePoint Online (MS Cloud / Office 365)

b) Workflow of this project will involve but is not limited to:

* Take inventory of our SharePoint data by performing an audit of what's currently on
SharePoint environment.

= Clean up our SharePoint environment from data that's redundant, unused, or no
longer up to date.

* Plan and structure our information architecture for COTR to get the new
environment ready.

=  Communicate the benefits behind the move to users so that they understand
ahead of time.

*» Review and Work on ShareGate Tool (How to Guide).

» Kick-off migration with the ShareGate tool to ensure success.



» Generate a post-migration checklist that makes sense to our reality and help keep
tabs of all things we need to consider our post migration.

c) Those involved in this project will be.

Ranasinghe, Ravi (System Analyst - Information Technology Services)
Skretting, Nathan (Chief Information Officer Information Technology Services)
Ross, Keltie (Manager, Learning Commons Library)

d) The start Date is not yet decided but planned for late Summer 2024, until completed.

2. In afew sentences, explain the scope of this PIA. For example, is this inifiative limited to
specific individuals or departments at COTR? Is this PIA covering the full initiative or just
one phase of alarger project? Are there exceptions to how the Initiative will be
implemented?

Scope of PIA

The scope of this PIA is the migration of the on-premises SharePoint environment to SharePoint online /
M3é65 products and services, using the ShareGate Migration tool. The ShareGate Migration tool will be
used by COTR IT Services and no other individuals or departments at COTR. This initiative is specific to
the IT department, and only IT Services will be working on updating our SharePoint environment. We do
not believe there will be any exceptions implemented. This PIA covers the full initiative of migrating our
on-premises SharePoint environment to SharePoint Online and isn't part of a larger project in the IT
Services department.

Scope Information
Using ShareGate tool:

¢ Taking stock of what'’s in our current SharePoint environment with a solid audit

¢ Focus on what needs to be migrated. Remove data that's redundant, unused, or no longer up to
date.

¢ Understand the benefits behind the move ahead of time and End-user training and
communication.

¢ Note issues that arise during the upgrade and resolve them as needed.

¢ Ensure the migration was successful and that everything is where it should be and complete A
post-migration check.



Is this an administrative/operational, feaching and learning, or research Initiative2 Select all that
apply.

Administrative/Operational O Research (Contact COTR
Privacy Officer before
continuing this PIA)

O Teaching and Learning

Has a PIA previously been completed for this Initiative 2

O Yes No [0 Noftsure

What activities will occur within the Initiative2 Use the bullet points below to make action
statements. Replace the example action statement. Add or delete bullets as necessary.

¢ Migration to SharePoint Online using ShareGate tool.
e All our SharePoint environment will be on the cloud.
¢ End user Training for SharePoint Online.

In a bulleted list, please list all the types of data or information you might collect, use, store,
disclose, or access in your Initiative - even if they are not Personal Information. Replace the bullet
points below with the actual elements of information or data.

COITR IT Services does not collect any type of data with this initiative, and the ShareGate Migration
Tool does not collect any type of data. While this initiative does deal with COTR data, the
ShareGate Migration tool is only used to migrate/copy our on-premises SharePoint data to the
SharePoint Online environment.

Did you list Personal Information in question 62 Personal Information is any recorded information
about an identifiable individual, other than business contact information. Personal information
includes information that can be used to identify an individual through association or reference.

O Yes No

If you answered “No” to question 7, in three to five sentences explain how will you ensure that you
do not unintentionally collect Personal Information?

The ShareGate Migration tool is installed locally in our COTR environment, so COTR data is never in
contact with ShareGate sites or servers, and the communication is strictly between our on-



premises SharePoint environment and our SharePoint Online environment. When using the
ShareGate Migration tool, the connection to the SharePoint site uses HTTPS, so the data
transitioning through the tool will be encrypted. Furthermore, IT Services can limit access to the
ShareGate Migration tool to only those involved with the migration initiative.

9. Does the Initiative involve integration between COTR IT systems and Third-Party systems?

Yes O No O N/A

If yes, list below: (put N/A on the first row if you answered No or N/A above. Add or delete rows)

COITR IT system: SharePoint Third party system integrated: ShareGate Migration
Tool

COITR IT system: Third party system integrated:

COITR IT system: Third party system integrated:

COITR IT system: Third party system integrated:

If there is Personal Information involved in this Initiative, continue to complete the remaining sections of
the PIA.

If there is not any Personal Information involved in this Initiative, please submit questions 1-9 to the
Privacy Officer along with the completed signatures page.



PART 2: PRIVACY OFFICE(R) COMMENTS

If, in the future, any substantive changes are made to the scope of this PIA, the College will have to
complete a PIA Update and submit it to Privacy Office(r).

This PIA is based on a review of the material provided to the COTR Privacy Office(r) as of May 27,
2024.

The details provided in this PIA for this IT Department inifiative can be delivered in compliance with
FIPPA legislation.

o [T staff responsible for this initiative have clearly outlined that this task does not involve the
collection of personal information (Pl) during the setup, execution, or completion of the steps
required for the system migration that will utilize the software in question.

e The IT Department has also provided a clear and robust questionnaire that was filled out by
the software vendor, ensuring that they follow COTR privacy policies and follow best
practices related to privacy guidelines.

Should there be a change in scope to this part of the initiative, further assessment and/or a PIA
update may be required as new related or expanded service is considered, or the privacy policies
for the College change in the future.

Any substantive changes made to the scope of this PIA would need to be included in a PIA update
and submitted to the Privacy Office(r).

e hitps://www.bclaws.gov.bc.ca/civix/document/id/complete/statreg/26165 00
e https://www.bclaws.gov.bc.ca/civix/document/id/complete/statreg/26165 03#section26

Privacy Office Signature

This PIA is based on a review of the material provided to the Privacy Officer as at the date in Part 3
Privacy Officer Comments above.

Name and Title Signature Date signed

Keltie Ross May 28, 2024
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PART 3: APPROVAL SIGNATURES

Institution Signatures

This PIA is compliant with FIPPA when it accurately documents information management
practices and information flow at the time of signing. If there are any changes to the overall
Initiative, including to the way Personal Information is collected, used, stored, or disclosed, the
Department will inform the COTR Privacy Officer, and if necessary complete a PIA update.

By signing where required below, the signatories acknowledge and confirm their declarations as
noted.

Declaration of Initiative Lead: | confirm that | understand the privacy impacts of this College
Initiative and | am committed to my FIPPA obligations related to the collection and management
of Personal Information involved in the Initiative. If there are any changes to the Initiative,
including to the way Personal Information is collected, used, stored, or disclosed, | understand
that the department will need to inform the COTR Privacy Officer and if necessary, complete a
PIA update. | will establish and document information management guidelines for the Personal
Information and ensure these are followed. | will ensure employees are trained on and able to
comply with their obligations under FIPPA; related College policies and procedures; and COTR
Privacy Officer recommendations relative to this Initiative.

Signature of Initiative Lead or PIA Drafter

Name and Title Signature Date signed

Ravi Ranasinghe
May 28, 2024

Declaration of Dean / Director / One-Over-One Signatory: | confirm that | have reviewed

this PIA and | acknowledge the residual privacy risks identified. | support the department by
providing required time and operational resources to comply with FIPPA, related College policies
and procedures, and COTR Privacy Officer recommendations relative to this Initiative.

Signature of Dean / Director

Name and Title Signature Date signed

Nathan Skretting




Privacy Impact Assessment
COLLEGE OF

THE ROCKIES Name of Initiative:
PIA Number:

Declaration of Information Security: | confirm that | am satisfied that the Information Security
safeguards employed in this college Initiative meet reasonable requirements relative to the
amount or sensitivity of the Personal Information or COTR business information described in this
PIA.

Signature of Information Security (Required only when college Initiative involves Information
Security considerations)

Name and Title Signature Date signed
Nathan Skretting ,
Chief Information Officer T 28 May 2024

Declaration of Information Technology: | confirm that | understand and approve of the
proposed use-case of COTR IT systems described in this PIA, where applicable. | understand and
approve of the Third Party’s integration with COTR’s IT systems for the College Initiative described
in this PIA, where applicable.

Signature of Information Technology (Required when College Initiative involves use of COTR IT
systems or integration of Third-Party technology with COTR IT systems.)

Name and Title Signature Date signed

Declaration of Head of Public Body or Designate: | have reviewed this PIA carefully and accept
and will be accountable for the residual privacy risks identified for this College Initiative. | am
satisfied with the completion of this PIA under FIPPA.

Signature of Head of Public Body or Designate Under FIPPA (Required only if Personal
Information is involved in the Initiative as indicated in Question 7).

Name and Title Signature Date signed
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