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INSTRUCTIONS (READ BEFORE STARTING) 

Submit a completed privacy impact assessment {PIA) before starting a new College Initia tive or 
significantly changing an existing College Initiative that direc tly collects Personal Information, or results 
in the collec tion of Personal Information by COTR or a COTR service provider. 

BC's Freedom of Information and Protection of Privacy Act {FIPPA) defines an " Initia tive" as any 
enactment {"policy/procedure"), system {conceptual or technic al), project, program, or activity. 

Contac t the COTR Privacy Officer {Keltie Ross - PrivacyOfficer@cotr.bc.ca) to receive support 
determining w hether any change in how COTR employees are completing their duties to the College 
may require a Privacy Impact Assessment. 

Read through this form entirely before starting to populate it. Each question is designed to capture 
specific information for review. 

Some information recorded in the PIA may be confidential or proprietary and not intended for 
distribution. Before you share the draft or completed PIA (internally or externally), please contact 
COTR'S Privacy Officer, Keltie Ross at PrivacyOfficer@cotr.bc.ca for guidance. 



PART 1: GENERAL INFORMATION 

Initiative Title: 

Department: 

Initiative Lead (PIA Drafter) Name 
and COTR Email Address: 

Dean or Director Name, Title, and 
Email: 

Privacy Officer Assigned: 

COTR/WMAI Cuniculum Collaboration 

COTR Con. Ed, Fernie Campus and MAST 

Anita Palmer, Manager Fernie Campus 
apalmer@cotr.bc.ca 

Leah Bradish, Continuing Education, Contract Training, and Campus 
Operations lbradish@cotr.bc.ca 

KeltieRoss 

If initiative involves a third-party (i.e. vendor, consultant, partner), provide 

Third Party Name: 

Product Name (if 
applicable): 

Third Party Contact Name and Email: 

Third Party URL: 

Wilderness Medical Associates futernational (WMAI) 

Wilderness First Responder (WFR), Wilderness First Aid (WF A) 
Wilderness Advanced First Aid (W AF A) and WFR Rece1tification 

Luke O'Neill luke@wildmed.com 

wildmed.com 

l. In three to five sentences, describe the Initiative including: 

College of the Rockies has entered an INTELLECTUAL PROPERTY LICENSE AGREEMENT FOR LICENSED TRAINING 

COMPANIES to access WMA lnternational's curriculum. This was in response to College of the Rockies, Fernie 

Campus curriculum requirements for the Mountain Adventure Skills Training Program (MAST}. 

Under this agreement College of the Rockies instructors have been trained in how to deliver WMA International' s 

First Aid curriculum in a face-to-face format in the East Kootenay. The online (Moodie- based} portion of this 

course would be delivered through WMA lnternationa/'s online Moodie portal and students will be provided a 



login access CODE to login and upload personal information required by WMA International. The students take 

the face-to-face component on site at COTR under the instruction of our instructors. When they have completed 

the face-to-face portion of the course, COTR/WMAI instructor uploads the applicable test results and attendance forms to 

WMAI’s Moodle system. WMA International/COTR Instructor can then upload their appropriate certificate to WMAI Moodle 

for the student to access. 

 
 
 
 

2. In a few sentences, explain the scope of this PIA. 

 
The scope of this PIA is specifically in regard to the collection and input of the student’s registration information 

to the COTR Colleague system by COTR Administration staff, and providing students with their WMAI Moodle 

access code so they can log in to upload their personal information to WMAI’s Moodle system. 

The face-to-face practical first aid component is delivered by our WMAI certified instructor (Amy Chris). The 

College of the Rockies instructor would subsequently inform WMA International when the student successfully 

completes the practical component with us and can be issued their certificate. 

3. Is this an administrative/operational, teaching and learning, or research Initiative? Select all that 
apply. 

 
☒ Administrative/Operational ☐ Research (Contact COTR 

Privacy Officer before 
continuing this PIA) 

☒ Teaching and Learning   

 
4. Has a PIA previously been completed for this Initiative? 

 
☐ Yes ☒ No ☐ Not sure 



5. What activities will occur within the Initiative? Use the bullet points below to make action 
statements. Replace the example action statement. Add or delete bullets as necessary. 

• Registration of Students in COTR Colleague system 
• Email sent to Students that includes a WMAI Moodle login code. 
• Delivery of face-to-face practical first aid instruction. 
• Forwarding class documents to WMAI via their Moodle system. 

6. In a bulleted list, please list all the types of data or information you might collect, use, store, 
disclose, or access in your Initiative - even if they are not Personal Information. Replace the bullet 
points below with the actual elements of information or data. 

 
• COTR Registration Information (images of the form below): 

 

~ COLLEGE OF THE ROCKIE$ 

- Registration Form 
Continuing Educatton & Contract Training 

WHAT IS YOUR PREFERRED INTAKE DATE: ~--------------~ 
Have you p,evlously attended College of the Ftock&es? C Yes C' No If YES, S1udent Numbe< (if known/ 

First Name 

Form1?r Last Name 

Address 

Postal Code 

Last Name 

sir-. 

Email 

DOB 

C'Jfy/fown 

Middle Name 

YYVY MM 

Province 

Phone 

DD 

l EMERGENCY CONTACT J 
Name Phone 

·---=------==---------=------------..::: 
GENDER IDENTITY 

woman Q 
People whose cu«ettt ge-t'ldefi.S woman. 
This il'\dudes cisg~e, and traMgender 
people who a,e womeri. 

L
WOULD YOU SAY YOU ARE 

Clsgender Q 
People whose .sex as~ed at t,irth iS the 
ame as their gende-t. 

Man C 
People whOse current gende,,- is tn8.t\. 

ThiS indude:s ci.s~r1de1 a.tld ttansg~der 
people wM are men. 

Transgender Q 
People wh-Ose se• auig(\ed at birth is 
different from their gender. 

Non-~inary Gender () Prefer Not to Answer/Unknown Q 
People wh.ose cu,rer11 gel\der iS W!Ol 
e)l(Clu~vely a woman or man. ThiS 
indudei peeple who do not ha\<e oo.e 
gender, h.ave no gender, a(e gender fluid, 
or are Two-Spirit. 

P(tfer Not to Aruwer/Unk.nown Q 



 
 

7. Did you list Personal Information in question 6? Personal Information is any recorded information 
about an identifiable individual, other than business contact information. Personal information 
includes information that can be used to identify an individual through association or reference. 
☒ Yes ☐ No 

8. If you answered “No” to question 7, in three to five sentences explain how will you ensure that you 
do not unintentionally collect Personal Information? 

 
9. Does the Initiative involve integration between COTR IT systems and Third-Party systems? 

☐ Yes ☒ No ☐ N/A 

VOLUNTEER DIS.CWSURE 

Al:iorlglnar Status: Yes No 

If yes, check all that apply: 

cmZEN!iHIP STATU!i 

Canadian: 

If NO, what is your coun tr,, of origin : 7 
First Nations _J Metis _ lnul t L status _ Non-Status 

__,, 

RfEIJEAS! OF INFORMATION: 

P@rma t\ent Resld@nt 

Work. Vi sa 

Other: 

lnternatlona I St ud@nt 

Uve In Caregiver 

Refuge@ 

If yoo wish to authorlie someone to act an your Ile half with respect to app(lcatlicm status, reglstratloo, flnanc:la 'l lnforma~lon/acllhntles, transcrlpts or graduation, please 
complete tne Student lnformatl'on Release /liutoortzatlan ,[available from the Registrar's office or onllne. 

CONS Nir FOR INFORMATION DJSCLOSURE AND OE:CLARATION O:F APPLICANT 

l 
I hereby declare that the Information I n.-a..e submitted In thls appl!Catlon for admlss,on Is. true ancl correct to tlte best of my k:nawtedge. Completion and su bmlssloA at this 
application permits College of tbe A.ockies ta req~t and/or c:onflrm anv Information necessary to support my appllcatlon for admlssioA. lhe subm.s,,lan of any false 
statements. or documents can res It n the cancellatlon of my admission or reg.stratton status. I understand that :s.ubmlsslon at this appllcatloA In no way guara r:rtees admlssl-On 
to a program orcau.se, and that admission lssubjl!Ctt□ meeting program or course prereq ls.ltes an-d space aYallab lily. No decw an on my e bl t'( far admission v,111 be 
made unt,I the application fee and all the required documents have been submitted. I agree to a bide by the esta bllshed rules and regufatl□ns of the College lnclud mg those of 
the department and program In which I shall be reg4tered, and anv changes which may be made whole I am a student at Coll~e a the Radles. 

REIEDOM OF INFO,RMATION AND P,ROTIECTION OF PRIV.ACV 
In submitting thlsappllca loo, I understand that the personal t nf□rmatlon onthi.s farm ls collected under the autflontyofthe College and IMtltute Art. I understand the 
nformatlan collec.ted on this app lcatlOn os cons.ls.tent to the Freedom of Information and Prote..-ilon of Prwacy Act and w II be used canfldentlallyfor purposesofadmi.s.s.lon, 

registration, student support services, research, alumni relations, adminlstralloA of the Student Assoco.atlon fees and other purposes c□nsi.stent with the mandate of the 
College. In providing the Cole,ge with an email address, I acknowledge that the College may send confidential lnf□rmatlon about me to this address. Arly quest>ons I ha..e 
concerning the callect10n and use of thl.s. lnformaoon should be directed ta the Regl.s.trar 's Offlce. 

I gfve mv consent to d[sdos.e my Information per t'lile above dedaratlon. 
I he11eby oenlfy that th@ I nfor matfon prov I dee! In this. App 11 ca.ti on Is trn e, ac:rurate and complete. 

Ap1plicant's Initials Date 
ull!litff•lil.. u~-i 

Mar. 24. lOZZ sO: H:\Can fd\Fonru\CE Rqj"1r>llan Femi (:!OZZ j.o:,o, 



If yes, list below: (put N/A on the first row if you answered No or N/A above. Add or delete rows) 
 

COTR IT system: N/A Third party system integrated: N/A 
 
 
 
 
If there is Personal Information involved in this Initiative, continue to complete the remaining sections of 
the PIA. If there is not any Personal Information involved in this Initiative, please submit questions 1-9 to 
the Privacy Officer along with the completed signatures page. 



PART 2: COLLECTION 

 
FIPPA sets out rules for public bodies and their employees to collect Personal Information. 
Unauthorized collection is prohibited. This section will help you identify the legal authority for collecting 
Personal Information and confirm that all Personal Information elements collected are necessary for 
the purpose of the initiative. 

 
10. Whose Personal Information is collected in this initiative? Check all that apply. 

 
☒ Students ☐ Former employees 
☒ Prospective students ☐ Service provider employees 
☒ Former students ☐ Donors or other constituents 
☐ Alumni ☐ Volunteers 
☐ Employees ☐ Other community members 

 
11. How frequently will the Initiative collect Personal Information? 

 
☐ Single instance of collection within one semester or quarter 

☐ Ongoing collection up to a single year 
☒ Ongoing collection over more than one year 

 
12. How many individuals’ Personal Information will be collected? 

 
☐ 1 - 50 ☐ 51 – 500 ☒ Over 500 

 
13. If the Initiative involves a Third Party, are you able to test the product to see what personal 

information it collects? 
 

☐ Yes ☒ No ☐ N/A (No Third-Party product 
involved) 

 
NOTE: COTR cannot test the Moodle system used by WMAI, but the college also uses Moodle, and 
understands how the information is input and used within that particular software. 



 
14. Why is the Personal Information being collected? (check all that apply) 

 
☒ The Personal Information is necessary and directly related to college operations. The 

collection of this Personal Information is directly related to the college’s documented 
strategic directives, goals, or mandate letter directions. 

☒ The Personal Information is necessary and directly related to requirements explicitly 
stated in college bylaws, policy, and procedure. 

☒ The Personal Information is collected because collection is required or authorized under 
local, provincial, or federal law. Be prepared to directly cite the section of a particular 
law that applies if asked. 

☐ The Personal Information is collected for determining suitability for an honour or award 
including a scholarship, prize, or bursary. 

☐ The Personal Information is being collected for a quality assurance or improvement 
Initiative that has been approved by the college Executive. 

 
15. How will you reduce the risk of collecting unnecessary Personal Information? (Check all that 

apply.) 
 

☒ The Initiative will only collect specific information deemed necessary for and directly 
related to the initiative 

☒ The Initiative will use forms with primarily closed-ended questions and minimal open- 
ended questions 

☐ The Initiative will use forms with drop-down menus 
☐ The Initiative will have documented data gathering and aggregation processes for 

open ended submissions or fields 
☐ The Department needs Privacy Officer review and support because none of the above 

apply 

16. FIPPA Collection Notice: When collecting Personal Information, FIPPA requires that you provide a 
collection notice (except in limited circumstances). Please fill in the template collection notice 
below and remove bold and square brackets. 

The College of the Rockies (“COTR”) collects your Personal Information in accordance with 
section 26 of the Freedom of Information and Protection of Privacy Act (“FIPPA”), R.S.B.C. 1996, 
c.165 for the purposes of Registration into a Continuing Education course. If you have any 
questions about the processing of your Personal Information, please contact Anita Palmer, 
Manager, Fernie Campus at apalmer@cotr.bc.ca. 

PLEASE NOTE: the general application form at COTR for class registration includes a robust 
privacy/collection notice that refers to FIPPA, as well as the BC College and Institute Act. The 
notice above would be applied on any other forms that students participating in a WMAI course 
might need to fill out. 



Please ask the Privacy Officer for assistance drafting your collection notice if your Initiative 
requires indirect collection of Personal Information (i.e. if a service provider collects Personal 
Information from students or employees on behalf of COTR). The Privacy Officer may 
recommend changes to the FIPPA Collection Notice that you draft above. 

 
The Privacy Officer may also provide additional options for the FIPPA Collection Notice that 
would be required when collecting personal information. Please speak with them directly for this 
portion of the form before final submission. 



 
PART 3: USE 

 
FIPPA sets out requirements and restrictions related to use of Personal Information. This section will help 
you identify the legal authority for using Personal Information and ensure that the use of Personal 
Information is limited to the original purpose for collection. 

17. What is the intended use of the Personal Information collected? (check all that apply) 
 

☒ The Personal Information will be used for the purposes checked off in Question 14 

☐ The Personal Information will be used for secondary purposes, and I have a consent 
notice attached as an appendix to this PIA that meets the requirements found in FIPPA 
regulations. I will work with the COTR Privacy Officer to determine if secondary use is 
appropriate and compliant with FIPPA. 

☐ The Personal Information will be used for a purpose for which the information may be 
disclosed to the public body under section 33. The COTR Privacy Officer will attach the 
relevant section number to this selection if it applies. 

 
18. How will you ensure that parties using the Personal Information will use it only for the purposes 

stated in 17 above? Check all that apply. 
 

☒ Documented department information management practices and training 
☒ Documented use restrictions communicated from your department to another COTR 

department 
☒ Written contract between COTR and a Third Party including explicit conditions 
☐ The Department needs Privacy Officer review and support because none of the 

above apply 

 
19. Does your Initiative use Personal Information to make decisions that directly affect an individual? 

 
☒ Yes ☐ No 



~- What is the intended impact of the decisions that are being made that directly affect an 
individual? (check all that apply) . 

rgJ Directly a ffects academic status or grades 

rgJ Directly affects how an individual accesses their courses, campus activities, or student 
supports 

□ Directly a ffects employment status, employee remuneration, or contract opportunities, 
and pay 

□ Directly a ffects how employees and service providers will complete their work 

□ Directly a ffects how employees access campus activities and support services 

□ Directly a ffects the College's capacity to protect individuals from harm 

D Directly affects the College's capacity to interact w ith and support external parties 
D N/ A - The decisions are not intended to have a d irect impact on individuals 

21. Who will be using the Personal Information collected by this Initiative? (Check all that apply and 
provide details.) 

Your department: 

Other departments at COTR 

WMAI 

College of the Rockies Fernie Campus, 
Administration 
College of the Rockies Cran brook Campus 
Registration/ Admissions department. 

WMAI Moodie system/administration 
department. 



PART 4: STORAGE 

22. 

I ■ ■ ■ 

■ 

-
23. Is any Personal Information involved in your Initia tive stored outside of Canada? 

~ Yes □ No 

24. Where is the Personal Information stored? Please identify applicable geographic locations for 
primary storage and backups. If Personal Information is stored in more than one primary location, 
the COTR Privacy Officer can expand the response field in this question. 



NOTE: materials saved to Microsoft 365 are stored in the Cloud, specifically Microsoft Cloud. 
Location is variable. 

25. Does your Initiative involve Sensitive Personal Information? (Any Personal Information can be 
Sensitive Personal Information in d ifferent contexts. Please contact the COTR Privacy Officer to 
discuss.) 

□ Yes ~ No 

26. Is any of the Sensitive Personal Information stored outside of Canada? 

□ Yes 1:8:1 No 

NOTE: the only Pl stored outside of Canada with WMAI is the students name and email address, 
and certification levels and issue dates. 

'21. Where is the Sensitive Personal Information stored? Please identify applicable geographic 
locations for primary storage and backups. Type N/ A in the cells on the first row if Sensitive 
Personal Information is not stored outside of Canada as indicated in Question 26. 

Name of Third 
Party 

Name of cloud 
infrastructu re and/ or 
platform provider(s) ( if 
applica ble) 

NIA 

Name of cloud 
infrastructure and/ or 
platform provider(s) ( if 
applica ble) 

NIA 



 



 
PART 5: DISCLOSURE 

FIPPA sets out requirements and restrictions related to disclosure of Personal Information. This section 
will help identify the legal authority for disclosing Personal Information, and consider risks related to 
that disclosure. Fill out this section if Question 26 was answered “Yes” 

 
Complete this section if you are disclosing Sensitive Personal Information to be stored outside of 
Canada. You may need help from the COTR Privacy Officer. 

28. Is any Personal Information being disclosed outside of Canada under FIPPA section 33(2)(f)? This 
section allows for information to be made available to the public under an enactment that 
authorizes or requires the information to be made public. 

 
☐ Yes ☒ No 

 
29. Is any of the Personal Information being disclosed outside of Canada under FIPPA section 

33(2)(p)? This sectional allows disclosure for the purposes of (i) a payment to be made to or by 
COTR, (ii) authorizing, administering, processing, verifying, or cancelling a payment, or (iii) 
resolving an issue regarding a payment. 

 
☐ Yes ☒ No 
☐ The payment processor is out of 

scope of this PIA 
  



l>. Describe the privacy risks for disclosure o f Personal Information (Pl) outside of Canada. 

Use the table to indicate the privacy risks. For each privacy risk you identify, describe the 
potential impact to individuals or COTR, and describe a privacy risk response that is 
proportionate to the level of risk posed. 

This may include reference to the measures to protec t the Sensitive Personal Information 
(contractual, physica l, tec hnical, administrative measures) you outline elsew here in this PIA. 
Privacy risks below are examples only; add new rows if necessary. 

Privacy risk Impact to individuals or Risk response 
COTR 

Unauthorized Increases the scope of PI Collection limited to what is explicitly 
collection of PI exposure in the event of necessary for course registration; 
by COTR unauthorized access. privacy/ collection notification on 
employees application forms clearly outlines what PI 

is needed/ why it's collected (Section 26 of 
FIPPA) 

Unaut horized Exposure of PI elements to Access to sensitive PI is limited to 
use of PI by unauthorized individuals few/ specific individuals that have 
COTR who do not require access registration system access. Ensure 
employees may constitute a breach. employees are informed as to the terms 

under which data is collected (data 
collection statement), so disclosure is 
limited only to authorized use. 

Unauthorized Data breach - exposure of Employees are informed as to the terms 
disclosure of PI PI to parties which should under which data is collected (data 
by COTR not have access to collection statement), so disclosure is 
employees records. limited. Institute data loss prevention 

controls. 

Unauthorized Increases the scope of PI Contractual measures in place; third party 
collection of PI exposure in the event of has agreed to terms in ISA. Collection 
by Third unauthorized access. limited to what is explicitly necessary for 
Party/ ies third party; privacy/ collection clearly 

outlines what PI is needed/ why it's 
collected. (Section 26 of FIPPA) 

Unauthorized Exposure of PI elements to Contractual measures in place; third party 
use of PI by unauthorized individuals has agreed to terms in ISA including 
Third who do not require access terms on retention and disposal of PI. 
Party/ ies may constitute a breach. Third Party has published policy indicating 

controls to mitigate unauthorized use 
which includes notification of CoTR if 
unauthorized access occurs. 

Unauthorized Data breach - exposure of Contractual measures in place; third party 
disclosure of PI to parties which should has agreed to terms in ISA. Third Party 
PI by Third not have access to has published policy indicating controls to 
Party/ ies records. mitigate unauthorized disclosure which 

includes notification of CoTR if 
unauthorized disclosure occurs. 



PART 6: PROTECTION 

Please share how the initia tive w ill secure Personal Information to protec t personal privacy. People, 
organizations, or governments outside of your Initia tive should not be able to access the Personal 
Information you collec t, use, store, or disclose. You need to make sure that the Personal Information is 
sa fely sec ured in both physical and technical environments. 

31. 

■ ■ I ■ 
I 

■ ■ 

■ ■ 

■ ■ 

■ ■ 

■ ■ 

- ■ ■ 



33. 

■ ■ 

■ ■ 

■ ■ 

■ ■ 

■ ■ 

■ ■ 

■ ■ 

■ ■ 

■ ■ 

■ ■ 

■ ■ 

■ ■ 

■ ■ 

■ ■ 

■ ■ 



34. 

■ ■ 

■ ■ 

■ ■ 

■ ■ 

■ ■ 

■ ■ 

■ ■ 

■ ■ 

-
35. 

■ 
■ 



36. 

I 

38. 

I 

• ■ I ■ 

■■ 

I 
I 

■ 

I 

I ■ I 



 
PART 7: ACCURACY AND CORRECTION 

FIPPA section 28 states that a public body must make every reasonable effort to ensure that an 
individual’s Personal Information is accurate and complete. FIPPA also gives an individual the right to 
request correction of errors or omissions to their Personal Information. 

In this section, please demonstrate how you will make a reasonable effort to ensure the Personal 
Information you have on file is accurate and complete. 

40. How will COTR ensure that the Personal Information is accurate and complete? (Check all that 
apply) 

 
☒ Individuals input their own Personal Information 
☒ Individuals update their own Personal Information 
☒ Employee verifies that information is accurate and complete before 

processing 
☒ Documented processes to ensure accurate and complete data entry and 

maintenance 
☒ The Third Party manages the accuracy and completeness of Personal 

Information under the direction of COTR 
☐ Software or service uses automated processes to enter and manage 

Personal Information 
☐ Other: (fill in details) 
☐ Other: (fill in details) 

 
41. Is there a documented process in place to correct Personal Information? 

 
☒ Yes ☐ No 

 
42. Sometimes it is not possible to correct the Personal Information. FIPPA requires a process to make 

a note on the record about the request for correction if it isn’t possible to correct the record itself. 
Is there a documented process in place to annotate the record? 

 
☐ Yes ☐ No ☒ N/A (Corrections 

possible) 



 
 

43. If there is a request for correction from an individual and COTR or the Third Party disclosed that 
individual’s Personal Information in the last year, FIPPA requires that COTR or the Third Party 
provide the applicable other public body or Third Party about the request for correction. Will 
COTR or the Third Party ensure that these notifications are done when necessary? 

 
☐ COTR will forward correction notifications 
☐ Third Party will forward correction notifications 
☒ COTR and Third Party will split responsibility based on who was authorized to 

disclose Personal Information to third parties before a correction request was 
made. 



PART 8: RETENTION AND DISPOSITION 

FIPPA requires that public bodies keep Personal Information for a minimum of one year after it is 
used to make a decision. Personal Information needs to be disposed of to limit privacy risk after 
legal retention timelines. 

44. How long will COTR need to retain the records containing Personal Informa tion? If there are 
different retention timelines for different types of records, please state each retention 
timeline based on record type. 

Record Type: student registration Retention Period (in years/months): 7 years 

45. 

46. How will you ensure that the records conta ining Personal Information are d isposed of in 
accordance w ith the retention schedule noted in questions above? (Check all that apply) 

~ Schedule records review and d isposition dates in Outlook calendars 
~ Build conditions for d isposal into department Standard Operating 

Procedures 
~ Send d irect w ritten communication to staff or service providers. 
D Other (explain): 

47. What methods will be used to d ispose of Personal Information following retention period? 
(Check all that apply.) 

D COTR business unit shredding on campus 
~ COTR contracted shredding service provider 
~ COTR deletion of electronic record(s) 
~ Service Provider shredding/deletion of record(s) under COTR contract 
□ Service Provider shredding/deletion o f record (s) under COTR w ri tten 

instruction 
D Other (explain): 
D Other (explain): 



PART 9: INFORMATION FLOW 

48. Complete the Information Flow Ta ble 

Use column l to d escribe the way Personal Information moves through your Initia tive ste p by 
step. Describe the steps as if you were explaining it to someone w ho does not know about 
your Initiative. 

Use column 2 to id entify whether the action in column l is a collection, use, or d isclosure o f 
Personal Info rmation. 

The Privacy Officer will complete column 3 to identify the legal authority you have for the 
collection, use, or disclosure. 

Information Management Steps Collection, use, FIPPA and other 

Step 1: Student enrolls in Wilderness First Aid course 

via COTR registration portal (Colleague, FOIPPA 

compliant, based and run in Canada) . 

or disclosure legal authorities 
Collection 26(c) 

Step 2 : One COTR staff member (Lisa Plummer) wi ll Disclosure and Use 33.2 (c) and 32(a) 
be issued WMA International Moodie system access 
code. The WMAI Moodie system is based out of and 
run in the USA. The system is FOIPPA/FIPPA 
compliant and operates 100% in the cloud with the 
Amazon Web Services (AWS) server located in a 
secure facility in Oregon hosting Moodie data. In 
addition, the only student information WMA stores is 
the name and email address of the student, the type 
of certification earned, date of the course, and the 
expiration date of any certification earned. WMAI 
stores no physical files at their Headquarters in 
Portland, Maine, nor do they have any data stored on 
a physica l hard drive on site. The COTR staff member 
wil l email the WMAI code for their Moodie system to 
the registered student. The student then uploads their 
own personal information on the WMAI Moodie site. 
Step 3 : Student participates in and completes in-person Disclosure and Use 33.2 (c) and 32 (a) 
practical portion of the course at a COTR campus. 
Step 4 : WMAI/ COTR instructor uploads required paperwork Disclosure and Use 33.2 (c) and 32 (a) 
to WMAI Moodie system. COTR/WMAI instructor uploads 
the appropriate certificate to each student's Moodie account 
for t hem to access. 

Optiona l: Insert a d rawing o r flow diagram here or in an a ppendix if you think it will help to 
explain how each d ifferent part is connected . 



 
PART 10: TRAINING 

 
49. Identify which of the following activities all employees and Third Party (as applicable), will be 

trained on when collecting and managing the Personal Information for the College Initiative. 
 

☒ Collection: Limit the collection to only what is explicitly necessary 
☒ Use: Use the Personal Information only for the purpose for which it was 

originally collected 
☒ Access: Only authorized employees (and, where applicable, service 

providers) may access the Personal Information 
☒ Disclosure: Not to disclose the Personal Information inside or outside COTR 

unless authorized under FIPPA 
☒ Storage: To store the Personal Information only in COTR-provided or 

approved storage locations and not to store unnecessarily in multiple 
locations 

☒ Retention: to keep the Personal Information for a minimum of one year – 
with longer retention periods only when necessary 

☒ Disposal: To dispose, when applicable, in a secure method that renders the 
Personal Information permanently irretrievable 



PART 11: PERSONAL INFORMATION BANKS 

2D. 

■ • I ■ 



PART 12: PRIVACY OFFICE(R) COMMENTS 

If, in the future, any substantive changes are made to the scope of this PIA, the College will have to 
complete a PIA Update and submit it to Privacy Office(r). 

This PIA is based on a review of the material provided to the COTR Privacy Office(r) as of 
(DATE/ YEAR). -April 24, 2024. 

The details provided in this PIA, indicates that this initiative can be delivered in compliance with 
FIPPA legislation. 

• Both Fernie Campus staff and WMAI representatives have clearly outlined the personal 
information (Pl) collected by both organizations, and shared the workflow applied to ensure 
the secure sharing of any data related to students that are part of this initiative, whether as a 
new student or returning student being re-certified. 

• WMAI has provided key additional details (privacy policy, registration process, server 
company/location) to establish that they are in compliance w ith BC FIPPA legislation and 
the reasons for collecting and keeping Pl related to their programs. 

Should there be a change in scope to this part of the initia tive, further assessment and/or a PIA 
update may be required as new related or expanded service is considered, or the privacy policies 
for the College change in the future. 

Any substantive changes made to the scope of this PIA would need to be included in a PIA update 
and submitted to the Privacy Office(r). 

• https://www.bclaws.qov.bc.ca/civix/document/id /complete/statreg/96 l 65 00 
• https://www.bclaws.qov.bc.ca/civix/document/id /complete/statreg/96 l 65 03#section26 

Privacy Office Signature 
This PIA is based on a review of the material provided to the Privacy Officer as at the date in Part 13 
Privacy Officer Comments above. 



PART 13: APPROVAL SIGNATURES 

Institut ion Signatures 

This PIA is compliant with FIPPA when it accurately documents information management 
practices and information flow at the time of signing. If there are any changes to the overall 
Initiative, including to the way Persona l Informa tion is collected, used, stored, or disclosed, the 
Department will inform the COTR Privacy Officer, and if necessary complete a PIA update. 

By signing where required below, the signatories acknowledge and confirm their declarations as 
noted. 

Declaration of Initiative Lead : I confirm that I understand the privacy impacts of this College 
Initiative and I am committed to my FIPPA obligations related to the collection and management 
of Persona l Information involved in the Initiative. If there are any changes to the Initia tive, 
including to the way Personal Information is collected, used, stored, or disclosed, I understand 
tha t the department will need to inform the COTR Privacy Officer and if necessary, complete a 
PIA update. I will establish and document information management guidelines for the Personal 
Information and ensure these are followed. I will ensure employees are trained on and able to 
comply with their obligations under FIPPA; related College policies and procedures; and COTR 
Privacy Officer recommendations relative to this Initiative. 

Signature of Initiative Lead or PIA Drafter 

Name and Title Signature Date signed 

Anita Palmer, Manager, Femie Campus 

Declaration of Dean/ Director/ One-Over-One Signatory : I confirm that I have reviewed 
this PIA and I acknowledge the residual privacy risks identified. I support the department by 
providing required time and operational resources to comply with FIPPA, related College policies 
and procedures, and COTR Privacy Officer recommendations relative to this Initiative. 

Signature of Dean / Director 

Name and Title Signature Date signed 

Leah Bradish, Director, Continuing Education, Contrnct 
Training, and Campus Operations lbradish@cotr.bc.ca 

✓' • ~1 b-~ 15 Apr 2024 



COLLEGE OF 
THE ROCKIES 

Privacy Impact Assessment 
Name of Initiative: 
PIA Number: 

Declaration of I nformation Security : I confirm that I am satisfied tha t the Information Security 
safeguards employed in this college Initia tive meet reasonable requirements relative to the 
amount or sensitivity of the Personal Information or COTR business information described in this 
PIA. 

Signature of Information Security (Required only when college Initia tive involves Information 
Security considerations} 

Name and Title Signature Date signed 

Nathan Skretting, CIO 
7 May 2024 

Declaration of I nformation Technology : I confirm tha t I understand and approve of the 
proposed use-case of COTR IT systems described in this PIA, where applicable. I understand and 
approve of the Third Party's integration w ith COTR's IT systems for the College Initiative described 
in this PIA, where applicable. 

Signature of Information Technology (Required when College Initiative involves use of COTR IT 
systems or integration of Third-Party technology with COTR IT systems.} 

Declaration of Head of Public Body or Designate : I have reviewed this PIA carefully and accept 
and will be accountable for the residual privacy risks identified for this College Initiative. I am 
satisfied with the completion of this PIA under FIPPA. 

Signature of Head of Public Body or Designate Under FIPPA (Required only if Personal 
Information is involved in the Initiative as indicated in Question 7}. 

Paul Vogt, COTR President May 17, 2024 




