U Bc UNIVERSITY OF
NORTHERN BRITISH COLUMBIA

PIA # 21-014 Adobe Creative Cloud

Privacy Impact Assessment (“PIA”)

Form A

Please review the entire form before you answer any questions. Providing more information
than the questions asks, providing information answering the wrong questions, or leaving
sections blank will delay Privacy Officer approval.

In the following questions, answer the open ended questions in the bolded promptst Keep bold
font on all answers provided. Answer Yes /No questions by deléeting the answerghat doesot
apply. Do not add open ended text to Yes / NO,responses.

Name of Department: Division@f,Medical'Seiences
PIA Drafter: Kendra Furber

Email: kendra.furber@tnbc.ca Phone: 250-960-5320
Oversight Provided by Kendra Furber
Email: kendra.furber@unbc:ca Phone:"250-960-5320

Desgription and Scope of Infexrmation Management

Describe the'purpose offyour project/initiative/softwared Deseribe a brief high level overview of
thefunctions, whowill benefit from thoSexfunctions,.and who will be impacted if that is not
transparents, Indicate if there are groups that are restricted from use and the reason for
proposeddrestrictions. Describe whether thereare other reference documents including previous
PIAs, \whitepapers, or complianceidocumentatiomthat may support this assessment.

My research program in neurobiolagy investigates brain function during development,
aging and disease. To dojythis, | use animal (rodent) models and cell culture techniques.
Adobe Creative Clgud is reguired for data analysis and visualization. All data is stored on
site, not using creative cloud.'he data collected is disseminated through peer-review
publication, conferenceproceeding, and scientific and community presentations.

The software will be‘usedgbyresearch trainees in my group including Research
Assistants, Postdoctoral Fellows, Graduate and Undergraduate Students.

| have previously completed a PIA and PIA exemption for an institutional user licence for
my office computer.

All Elements of Information or Data

Using concise point form, please list the elements of information or data involved in the initiative,
even if no personal information is involved. This could include client’'s name, age, address,
work/home email, work/home phone number, educational history, employment history, work
status, health information, financial information, photos, comments on a blog, or information
specific to your subject area.
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- Microscopy images (data from animal models)
- Graphs of biochemical data (animal models)
- Schematic representation of research methodology and biological processes

Location of Where Infor on is Managed

Does the information manager, vendor, and /
of Canada?

e Research related data and informatio
e Personal information related.to Resear

Does any user of the infor
of Canada beyond durin

e Personal information ows, Graduate

rmation outside of

Privacy Officer Comments, Conditions & Concerns

This PIA is based on a review of the material provided to the Information Governance Officer as
of the date below. If, in future any substantive changes are made to the scope of this PIA, the
public body will have to complete a PIA update and submit for approval.
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Form B

Please review the entire form before you answer any questions. Providing more information
than the questions asks, providing information answering the wrong questions, or leaving
sections blank will delay Privacy Officer approval.

PIA Drafter: Kendra L. Furber
Email: kendra.furber@unbc.
Oversight Provided by: K
Email: kendra.furber

e agreement, contract, MOA, MOU or
jes involved ensures the compliant

yes, | will contact th [ icer to ensure that an Information Sharing Agreement is in
place. No
Does the p ss to personally identifiable information for research or statistical

purposes? If e Privacy Officer to ensure that an Access to Restricted
Record ee is in place. No
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Data-linking Initiative

In FIPPA, "data linking" and “data-linking initiative” aregstrictly defined. Answer the following
guestions to determine whether your initiative qualifiés as a “data-linking initiative” under the
Act. If you answer “yes” to all 3 questions, your initiative may be a data linking initiative@nd you
must comply with specific requirements under the Act related to data-linking initiatives.

Is personal information from one database linked oricombineddwith personal information ffom
another database? No

Is the purpose for the linkage diffefentifrom the ‘Qriginal purpose for which the personal
information in each database was, originallyebtained or compiled? No

Is the data linking is occurfing between, either two or more public bodies or one‘@mmeore public
bodies and one or morgfagencies? NO

If I have answered yes to the'above three questions, | willFwork with the Privacy Officer to
ensure | meet thewrequirements{or. a data-linking initiative? N/A

Cammon or Integrated Program or Activity

In FIPPA, “common‘er integrated programyor activity” is strictly defined. Answer the following
questions toldetermine whether yodr initiative, qualifies as “a common or integrated program or
activity” inder the Act. If you answer “yes” to'alh3 of'these questions, you must comply with
requirements under the Act faf camimon or integrated programs and activities.

Does this initiative involy@,a program or activity that provides a service (or services) through a
public body and at least oneyother publictbedy or agency working collaboratively to provide that
service? No

Does this initiative involve & program or activity that provides a service (or services) through a
public body‘thatiisiwerking ‘enybehalf of one or more other public bodies or agencies? No

The common or tegrated program/activity is confirmed by written documentation that meets
the requirements setieut in the Regulations? (Privacy Officer will answer). N/A

Please note: If your initiative involves a “data-linking initiative” or a “common or integrated
program or activity”, advanced notification and consultation on this PIA must take place with the
Office of the Information and Privacy Commissioner (OIPC) as well. Contact the Information
Governance Officer to determine how to proceed with this notification and consultation in the
early stages of developing the initiative, program or activity.
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Personal Information Flow Diagram and/or Personal Information Flow Table

In the table below, complete the Description / Purposedighlighting separately by row each
instance that information is collected, used, stored, grotected, disclosed and disposed of during
this initiative. Unless not possible, ensure these steps are atranged how they would oceur
chronologically in order to make a transparent work flowgThe Privacy Officer will review your
steps and determine which type of informatign management pragtice each entry isfand ensure
that the practice is compliant with sections under the Act. Thisdable must be accompanied by a
workflow diagram if practices are not transparent or if the,PIA'is related to a common of
integrated program or activity or a data-linking ‘initiative.

Personal Information Flow Table

Description/Purpo FIPPA
- Authority
1. | Administrator sé#S upyaccounts usifig Student UNBC#mail Collection 26(c)
address as uSErnameg Didclosure 33.1(1)(b)
2. | studeni IPPBLS username'and password. Collection 26(c)
3. | stud@nts access and review the researcladata on Adobe Use 32(e)
Creative Cloud.
4. | students log out @fithe system. Protection 30

Risk Mitigation Table

Please identify any privagy risks, evenwery unlikely ones, associated with the initiative and the
mitigation strategies that wilhbe implemented. Please provide details of all such strategies. The
Privacy Officer will help identifysthe likelihood (low, medium, or high) of this risk happening and
the degree of impact itwould have on individuals if it occurred.

Risk Mitigation Table

Risk o | Mitigation Sirategy Likelihood

Collection / Consent Notice
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If your initiative is collecting personal information directly or indirectly from individuals, you must
ensure that all individuals involved are told the following:

e The purpose for which the information is being collected
The legal authority for collecting it, and
e The title, business address and business te

Please include your proposed wording for
located for individuals to read before collecti
Officer will review and provide feedback.

Statement:

for the purpos
ction of Privacy Act, RS

If you have ay qu
Furber, Assistant Pr

t the collection of this information, please contact Kendra
sor, thern Medical Program by phone at 250-960-5230.
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Information Management Controls

Please describe any access controls and/or ways in which you will limit or restrict unauthorized
changes (such as additions or deletions) to personal information. How is access to information
monitored and logged?

The administrator rights for Adobe creative
and Leslie Burke. As the research trainees’
Investigator) will be responsible for addi
and managed in the Admin Console und
UNBC.

How is an individual’s information
corrected (for physical, proced
personal information will be di

principal investigator or re
this will be d areques

initiative.

N/A

If you answ se describe retention schedules that apply where retention
excee eo ent under the Act. Please contact the Information Governance
Officer i req

N/A

COPY OF RECORD RELEASED JULY 31, 2024 IN RESPONSE TO FOI 24-18



u B UNIVERSITY OF
NORTHERN BRITISH COLUMBIA

PIA # 21-014 Adobe Creative Cloud

Privacy Impact Assessment (“PIA”)

Personal Information Banks

Will a database or series of folders be created in this initiative that organizes information by
name, identifying number, symbol, or other particular identifier of each individual involved. No

If yes, will the records or information collected abo
personal information. If yes, | will contact the Prj
this is a Personal Information Bank (PIB) and i
listed in section 69 (6) of FIPPA. N/A

e individual contain similar types
y Officér to ensure that | am identi

PIA, the
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Form C
Once the PIA has been approved with or without conditions, the Privacy Officer will collect
signatures from the individuals provided below. A copy of the PIA will be distributed to all
signatories for convenience or to attach to a requisition or file with a contract.
Please fill in the name, position, and date in the bolded areds indicated then each individual
signs under the signature line confirming that individual @grees with the correspondifng
statement above the signature line.
Name of Individual leading the Program/Project: Kendrakdrber
Position: Assistant Professor, Northern,Medical Program
I confirm the information mafagement practices in'this initiative have been‘deeumented on
Form A, and B as applicable, as accurately as | am aware and,| commit to communicating
appropriate informatioa‘management praetices to all individuals participating in this initiative as

appropriate. | commit'to following the documented practiees on this PIA; or arranging a PIA
amendment if | am aware information management pra€tices'in this initiative)change.

Signature: l Date 2022/11/03

Director or Deam©uverseeing the Program/Project: Twiylla Hamelin
Pasition: Administrative Directory NMP
| amiaccountable for overseging my,staff involvediin this initiative to ensure they adhere to

information management practices presented in this PIA. | will arrange for the project lead
named above to contactithe Privacy Offieer to arrange a PIA amendment if required.

Signature: -__ Date 2021/11/03

ContactiResponsible for Records Maintenance: Kendra Furber
Position: Assistant Professor, Northern Medical Program
| am responsible for ensuring that | understand how records are being maintained within paper,

digital or other information systems within this PIA and that | communicate concerns regarding
the feasibility, accuracy, or security of information management in this initiative.

Signature: -_ Date 2021/11/03
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Privacy Officer: Kellie Howitt

Position: Senior Project Consultant

as written in Form A, and B as
ly with British Columbia’s

| confirm that this initiative to the best of my knowle
applicable, has information management practic
of Information and Protection of Privacy Act.

Signature:

A final copy of this PIA (with all si
Privacy Impact Assessment d
initiative. This signed form
been completed for this ini
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