UNIVERSITY OF :
l’NBc NORTHERN BRITISH COLUMBIA Privacy Impact Assessment Form

PIA # and Name- 22-040

1 General Information

1. Name of Department, Branch and Program A
Convocation Office, Office of the Registrar,

2. Name of Program or Service Represent

3. When will the ini

4. |s this a -time event?

es

ave an end date pla

6. Describe the New P r the Change.

s: University Tickets) provides an online eticketing
igible to attend the UNBC Annual Convocation
to register for guest tickets.

AudienceView (for
platform so,graduatin
Ceremoni

No cr ard mation is provided as guest tickets are free.

2015 Initia Assessment done when contract signed with University Tickets.
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UNIVERSITY OF :
UNBC NORTHERN BRITISH COLUMBIA Privacy Impact Assessment Form

7. Describe the Purposes, Goals and Objectives.

For event planning purposes, and for tracking of
Northern Sport Centre venue, a robust eticket p

st seating at the Charles Jago
rm is required.

ely accountable for the program or

Rodgers
rar: Kimberly Read

9. List an evantPlAs

PIA 14-006: or
January 2016.

nal pia for audience view (former called University Tickets) signed in

|Although this initiative links with Banner, we do not have a complete and signed PIA.
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UNIVERSITY OF .
UNBC NORTHERN BRITISH COLUMBIA Privacy Impact Assessment Form

10. List of All Stakeholders Impacted / Involved (i.e. who are you collecting information from,
UNBC roles using PI, 3rd parties with whom you will share information)

Stakeholder Role in the,initiative

UNBC Convocation Office VSup dmin Access for creating eticket
platferm for gach Convocation Cerem

W

annher downloads required grad
dent information into an Argos
icfeated for AudienceVi igibili

UNBC Information Technology
Services (ITS)

Eligible UNBC Gradue

UNBC stude ho ap r graduation are
Students

eligible to informatio oaded to eticket
platform ister for guest tickets

AudienceView eti m.

11.List an eva

ntracts or software purchases. Be sure to follow UNBC guidelines
regarding pu

sing policies.

Contract provides is WR931234. Terms and conditions are between University Tickets
and UNBC.
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UNIVERSITY OF .
NORTHERN BRITISH COLUMBIA Privacy Impact Assessment Form

2 Collection and Use of Personal Information

12.What are the data or information elements invalved in your initiative?

Method of
Collection or

Data Element Rationale for collection, u

name, email, id#, grade

First & Last Name Identification of eligible etic
(UNBC provides) UNBC staff administering pl
plus uploaded Eligible Gradu

Email and Billing Address
(student provides)

Eligibility/User Type (i.e.
Eligible Graduate, UNBC
provides)

@ TBD

m: Banner downloads required graduating student information into an

1 tion is to be collected

3. Email Request to Convocation@unbc.ca: If graduating students does not wish for personal
information to be collected/stored then they can email UNBC Convocation Office to request alternate
method for guest tickets to be provided to them.

14.1f you already have a collection notice, attach it as an appendix.

4
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U B UNIVERSITY OF _
NORTHERN BRITISH COLUMBIA Privacy Impact Assessment Form

15. Please list all users of Pl and Describe how personal information is to be used.

User (UNBC Roles e.g Governance officer) How the info is used

ITS role undefined rom Banner to generate a list of eligible

UNBC Convocation office
Role undefined

ocation
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UNIVERSITY OF .
UNBC NORTHERN BRITISH COLUMBIA Privacy Impact Assessment Form

16. Do you use personal information in your initiative to make a decision about an

individual?
v |Yes No
17. If yes, do you have a retention sche relate personal infofmation

used to make decisions?

Yes

has taken place as
orm. This is normally
r each Annual Ceremony.
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B UNIVERSITY OF .
NORTHERN BRITISH COLUMBIA Privacy Impact Assessment Form

3 Storage of Personal Information

20.1s any personal information stored outside of Canada?

Yes v |No

21.Describe how Pl information will be stor

For example, are you using a cloud storag

AudienceView has cloud storage based in
be moving to MS Azure by 3rd/

To upload an Eligibility file in

from an Argos report sp format.

Ive digital teols, databases information systems?

v | Yes o
If yes, ple i BC Information Security whether you also
requi and threat risk assessment

COPY OF RECORD RELEASED JULY 31, 2024 IN RESPONSE TO FOI 24-18



U Bc UNIVERSITY OF Pri | ‘A (F
NORTHERN BRITISH COLUMBIA rivacy Impact Assessment i-orm

4 Research / Health System Use

23. Do you anticipate that data collected by this
for research or health system use?

Yes v |No

gram / system will be used

If "Yes" answer the following question
next section.

24. Please explain and provi
anonymized etc.)

nal information will be stored.

26. Will it rt of Research / Open Data?

Provi j the disclosure, including where and how personal information will be stored.
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U Bc UNIVERSITY OF
NORTHERN BRITISH COLUMBIA Privacy Impact Assessment Form

5 Disclosure

s (i.e..non-unbc employees?

27. Will you be disclosing information to 3rd p

Yes

If "Yes" answer the following questio
next section.

28.To whom will you be distlesing pe
disclosure, including w an w person

will be stored.
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UNIVERSITY OF :
UNBC NORTHERN BRITISH COLUMBIA Privacy Impact Assessment Form

6 Accuracy and Correction

30. How will you make sure that the personal information collected is accurate
and complete?

Students will log in to Audience View and adddheir own,information. @
31. Do you have a process implac ect personal 'nformaQ
r process below? \

whom the Pl relates, UN ill correct the

Yes

t by an individual,
in AudienceyView.

process of you will e a'note on the record, if you're not able

ct the record itself

a request for correction from an individual and you know you
onal information in the last year, FOIPPA requires you to notify the
ird-party recipient of the request for correction. How will you

ensure that onduct these notifications when necessary?

N/A no disclosure.

10
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UNIVERSITY OF i
UNBC NORTHERN BRITISH COLUMBIA Fiivacy Ipact ASseasmeht o

7 Personal Information Banks

A personal information bank is a collection of personal information that is organized or
searchable by the name of the individual or an i ifying number, symbol, or other

identifier. A personal information bank can b i ist of personal informatio
| identifier

Yes

If "Yes",

eed to the next
section.

ion bank (i.e., account management

ness purpose e info
dent record mana en

11
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UNIVERSITY OF :
UNB NORTHERN BRITISH COLUMBIA Privaoy Impavt Assassoant Ferm

38. Describe the category of users and the information to which they will have access

Category of Users n accessed (i.e. contact info, grades, fee etc.)

12
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UNIVERSITY OF .
UNBC NORTHEAN BRITISH COLUMBIA Privacy Impact Assessment Form

39. Who is responsible for oversight of user access?

40. Who reads the audit logs, and how lghg

41. What does the
time stamps, acc

42. Are the audit lo

43. Is there aration of responsibility between those who supervise administration

of the system, or security of the system, and those who verify the audit logs (e.g., does
the auditor in the organization have a role, or is it the security department?)

Yes No

13
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UNIVERSITY OF ,
NORTHERN BRITISH COLUMBIA Privacy Impact Assessment Form

44. |s the system responsive or passive? For instance, is it possible to put a monitor on
particular individuals (e.g., in a hospital setting, if a celebrity is admitted as a patient,
etc.)? Will access produce an immediate response and not just a log entry for review

months later? @

45. How will thos@s prveg@
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UNIVERSITY OF . -
UNBC NORTHERN BRITISH COLUMBIA Privacy Impact Assessment Form

8 Privacy and Security Safeguards

46. Describe administrative safeguards (i.e. policy documents, procedures, or training).

47. Describe physical safeguards (i-€.lecked;filing cabinets, locked doors, oF
restricted areas).

48. Describe the controls in place to prevent unauthorized access to
personal infotmationf(i.e. role-basedyaccess toisoftware, access logs).

49. Descipibestechnical safeguards (i.e. firewalls, encryption, or intrusion
prevention systems).
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UNIVERSITY OF .
UNBC NORTHERN BRITISH COLUMBIA Privacy Impact Assessment Form

9 Privacy Risk ddentification and,Mitigation

50. Identify anygprivacy isks, even very unlikely®@nesfassociated with the initiative and the mitigation strategies
that will be implementeéd (sge risk classification table).

Try to include at least one [fisk rél@ted togeach step is tR@information cycle{eollection, storage,access, disclosure,
and destruction. If you are diselosing of storing data outside of‘Canada youill need to identify additional risks related to
storage/disclosure outside 0f Canada

RISK LIKELIHOOD IMPACT MITIGATION STRATEGY

16
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UNBC

RISK

UNIVERSITY OF
NORTHERN BRITISH COLUMBIA

17

LIKELIHOOD

Moderate

High

Modérate
High

IMPACT

Low
Moderate

Moderate

High

Low

Moderate |
High

Low

Moderate ‘
High

Privacy Impact Assessment Form

MITIGATION STRATEGY




U Bc UNIVERSITY OF Pri I A "
NORTHERN BRITISH COLUMBIA rivacy Impact Assessment Form

10 Data Linking

In FOIPPA, “common or integrated program or actj
following questions to determine whether your ini
integrated program or activity” under the Act.
questions, you must comply with requirem
integrated programs and activities.

ity” is strictly defined. Answer the
ive qualifies as “a common or
er “yes” to all 3 of these

on or integrated

onfirmed by written documentation
quirements

jons? (Privacy Officer will answer).

If this PI mon or integrated program, UNBC must submit this PIA
to the, Offi on and Privacy Commissioner and be subject to their
ice, and timelines.

18
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UNIVERSITY OF -
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141 Conclusions and Approvals

Individual leading the Program/Project: Bethany Haffner

Position: Events Coordinator - Convocation

| confirm the information management practicesfin this injtiative have been documented
as accurately as | am aware. | commit to communicating appropriate information mahagement
practices to all individuals participating in this initiative.. | commif'to following the dagumented

practices on this PIA, or arranging a PIA amendment if lam aware informationfnanagemént
practices in this initiative change.

April 5,12023

Signature: Date:

Director/Dean Overtseeingthe Program/Project:

| am accountablegfor overseeing my staff involvedfin this initiative to ensure they adhere
to information "management practices presented in this PIAXIWill arrange for the project
lead named above to contact the Privacy Officer,to arrange a PIA amendment if required.

Signature: Date: April 12, 2023

Name of Chiefinformation Secufity Officer Dave Kubert

| canfirm that this initiativedo'the best of my knowledge as written in the above sections,

satisfactorily complies with the information security standards of the University of
Northern British Columbiax

April 14, 2023

Signature: Dats: April 12, 2023

Name of, PrivaeyOfficer:  DriWilliam Owen, Acting Vice President Academic and Provost
Position:

| confirm that thisjinitiative to the best of my knowledge as written in the above sections, has
information management practices that comply with British Columbia’s
Freedom of Information and Protection of Privacy Act.

Signature: Date: April 12, 2023
19
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B UNIVERSITY OF )
NORTHERN BRITISH COLUMBIA Privacy Impact Assessment Form

12 Privacy Notice

i be stored withhAudie i
have any questions a ion of this personal inferm , pleas
the UNBC Convoc i i ation@unbc.

20

COPY OF RECORD RELEASED JULY 31, 2024 IN RESPONSE TO FOI 24-18



B UNIVERSITY OF .
NORTHERN BRITISH COLUMBIA Privacy Impact Assessment Form

13 Key Terms

“personal information"means recorded inform about an identifiable individual,

including,
(a) information relating to the race, nation
sexual orientation or marital or family stat

(b) information relating to the educatio
criminal or employment history of the in

(e) the personal opini
individual,

Compromise would likely not
result in any significant harm to
the privacy, safety, or
economic standing of
individuals or the corporation.

factors

sibility that the risk Compromise would likely cause
occur if no additional some harm to the privacy,
measures are taken. safety, or economic standing of
individuals or the corporation.

High Near certainty that the Compromise would likely cause
risk will occur in the significant and immediate harm
future if no corrective to the privacy, safety, or
measures are taken. economic standing of individuals

or the corporation.

21
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