UNIVERSITY OF :
UNB NORTHERN BRITISH COLUMBIA Privacy Impact Assessment Form

PIA # and Name- 22015 BookKing

1 General Information

1. Name of Department, Branch and Program Ar
Continuing Studies, Business Services

2. Name of Program or Service Represe
Bookking Registration System, Pacific Tier Solutio

3. When will the ini ake place*
4. |s this a e event?
es / No

registration
that is acce
part of

George. There are not public events, or meeting that will be hosted as
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UNIVERSITY OF .
UNB NORTHERN BRITISH COLUMBIA Privacy Impact Assessment Form

7. Describe the Purposes, Goals and Objectives.

Continuing Studies uses the software Bookking for the primary means of registration for Continuing

Studies F2F or virtual programming. The program supportsstudents that are registering for Continuing
Studies courses to register and pay for their courses. Iti 0 used to create reports for finance and
prepare class lists for instructors.

&\

[ ance Model&who is tely accountable for the program or
g Studies is accounta the system

9. List any vant PIAs

2013 draft PIA done by Aaron LeBlanc and Brenda Herbert
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UNIVERSITY OF :
UNB NORTHERN BRITISH COLUMBIA Privacy Impact Assessment Form

10. List of All Stakeholders Impacted / Involved (i.e. who are you collecting information from,
UNBC roles using PI, 3rd parties with whom you will share information)

Stakeholder Role in the initiative

Continuing Studies the whole system

11.List any vant'eontracts or software purchases. Be sure to follow UNBC guidelines
regarding pur ing policies.

VM994022 Rolling Purchase Order based on contract UNBC_BK_CK_PA_21112012_S

COPY OF RECORD RELEASED JULY 31, 2024 IN RESPONSE TO FOI 24-18



UNIVERSITY OF .
UNB NORTHERN BRITISH COLUMBIA Privacy Impact Assessment Form

2 Collection and Use of Personal Information

12.What are the data or information elements involved in your initiative?

Data Element Rationale for collection, userdisclosure Method of
Collection or
Disclosure

Name, Phone#, SIN Required to register , Direct

, Gender, DOB individual

name, email, id#, grade

Individuals Home Required to and test
Address

Individuals Email
Address

Individuals
Employer

Registration

Studies staff to rt the student participating in a course. Student Name and Course Name will be
shared with the instructor for the intent of a class list/roster.

14.1f you already have a collection notice, attach it as an appendix.

4
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u B UNIVERSITY OF _
NORTHERN BRITISH COLUMBIA Privacy Impact Assessment Form

15. Please list all users of Pl and Describe how personal information is to be used.

User (UNBC Roles e.g Governance officer) How the info is used
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UNIVERSITY OF :
UNB NORTHERN BRITISH COLUMBIA Privacy Impact Assessment Form

16. Do you use personal information in your initiative to make a decision about an

individual?
v |Yes No
17. If yes, do you have a retention sched pl elated to personal infofmation
used to make decisions?
Yes v |No @
din [
nformation will be kept for a

18. If yes, please your appr
ion that di affects an

hedule as an dix.

19.If you answered
minimum of o rit's used'to make a d
individual.
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B UNIVERSITY OF _
NORTHERN BRITISH COLUMBIA Privacy Impact Assessment Form

3 Storage of Personal Information

20.1s any personal information stored outside of Canada?

Yes v | No

21.Describe how Pl information will be store

All personal information is stored in the so
Bookking services are provided by a SAAS Lice
accessed outside of Canada, writte

to the data.

22. Does your initiative lve digitaltools, databases information systems?

v Yes (o)

If yes, plea I NBC Information Security whether you also
requir and threat risk assessment
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u B UNIVERSITY OF Pri | ‘A tF
NORTHERN BRITISH COLUMBIA rvacy Impact Assessment Form

4 Research / Health System Use

23. Do you anticipate that data collected by this program / system will be used

for research or health system use?
Yes v |No

If "Yes" answer the following questio
next section.

24. Please explain and provid

anonymized etc.) \

25. Will it

Provide de iselosure, including whe

26. Will it rt of Research / Open Data?

Provid ails e disclosure, including where and how personal information will be stored.
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u B UNIVERSITY OF
NORTHERN BRITISH COLUMBIA Privacy Impact Assessment Form

5 Disclosure

27. Will you be disclosing information to 3rd parties (i.e. non-unbc employees?

v Yes No

If "Yes" answer the following questi
next section.

formation?Provide details
information wil ed.

t names are shared
enerated with the

29.If personal informa [ [ ed to anyone outside of Canada,
provide details o i ure,including where and how personal information
will be stored.
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UNIVERSITY OF .
UNB NORTHERN BRITISH COLUMBIA Privacy Impact Assessment Form

6 Accuracy and Correction

30. How will you make sure that the personal information collected is accurate
and complete?

Continuing Studies manages the data in Bookking, datad
time the student can independently update their infor

ntered from the student. At any point and
on or call our office to update informati

31. Do you have a process in correct personal information?
\
ur process below?
rate, the student is contacte the correct information is
g ¥ process of you Wi ke a note on the record, if you're not able

ct the record itself

10
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UNIVERSITY OF Priv Im A ment Form
UNB NORTHERN BRITISH COLUMBIA acy Impact Assessment Fo

7 Personal Information Banks

A personal information bank is a collection of personal information that is organized or
searchable by the name of the individual or an identifying number, symbol, or other
identifier. A personal information bank can be mple list of personal information.
Personal information banks contain person ion that is:
- linked to an identifiable individual
- organized and capable of being re
- normally compiled for a single purp

identifier

al information

If "Yes",
section.

oceed to the next

tion bank (i.e., account management

, and having accurate records to provide

enerated, explain how Personal Information will be
de identifi nymized and by whom?

intent of regional location, will only consist of the City, Province and Country. All
unique identifiersyi g Student Information, Course Information will be removed.

11
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UNIVERSITY OF :
UNB NORTHERN BRITISH COLUMBIA Privacy Impact Assessment Form

38. Describe the category of users and the information to which they will have access

Category of Users Information accessed (i.e. contact info, grades, fee etc.)
12
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UNIVERSITY OF :
UNB NORTHERN BRITISH COLUMBIA Privacy Impact Assessment Form

39. Who is responsible for oversight of user access?

40. Who reads the audit logs, and how lo

0N

oest udit log include

41. What does the a og track? How detailed is the
ol numbe address, etc

42. Are the audit lo

43. Is there a aration of responsibility between those who supervise administration

of the system, or security of the system, and those who verify the audit logs (e.g., does
the auditor in the organization have a role, or is it the security department?)

Yes No

13
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u B UNIVERSITY OF Pri | ‘A ‘F
NORTHERN BRITISH COLUMBIA rivacy Impact Assessment -orm

44. |s the system responsive or passive? For instance, is it possible to put a monitor on
particular individuals (e.g., in a hospital setting, if a celebrity is admitted as a patient,
etc.)? Will access produce an immediate response and not just a log entry for review

months later?
45. How will thos&e SS privle& ? :

QY
S
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U Bc UNIVERSITY OF
NORTHERN BRITISH COLUMBIA

8 Privacy and Security Safeguards

46. Describe administrative safeguards (i.e. policy documents, procedures, or training).

47. Describe physical safeguardsi(ize. locked, filing cabinets, locked doors,,or
restricted areas).

48. Describe the controls in place to prevent unautherized access to
personal infermationgi-e. role-based accessito saftware;’access logs).

49. Describetteehnical safeguards (i.e. firewalls, encryption, or intrusion
prevention systems).
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U Bc UNIVERSITY OF
NORTHERN BRITISH COLUMBIA

9 Privacy Risk ldentification and Mitigation

50. Identify any privacy risks, even very unlikely ones, associated with the initiative anddhe mitigation stratégies
that will be implemented (see risk classification table).

laas IS4 fOfh ~Ye ey S5
If you are disclosing or storing data outside ofi€Canada you will needtolidentify‘additional risks related to
storage/disclosure outside of Canada

RISK LIKELIHOOD IMPACT MITIGATION STRATEGY
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UNB NORTHERN BRITISH COLUMBIA Privacy Impact Assessment Form

RISK LIKELIHOOD MITIGATIO RATEGY

Low

Moderate ‘

17
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u B UNIVERSITY OF Pri | tA tF
NORTHERN BRITISH COLUMBIA rivacy Impact Assessment Form

10 Data Linking

In FOIPPA, “common or integrated program or activity” is strictly defined. Answer the
following questions to determine whether your inif@ative qualifies as “a common or
integrated program or activity” under the Act. | answer “yes” to all 3 of these
questions, you must comply with requireme e Act for common or

ovides a service(s)
re other public bodies or

52. Does this initiative inv a program or activi
through a p dy that is

agencies?,

Yes v No

confirmed by written documentation
tions? (Privacy Officer will answer).

on or integrated
quirements

If this PI mon or integrated program, UNBC must submit this PIA
lon and Privacy Commissioner and be subject to their
jce, and timelines.

18
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UNIVERSITY OF ,
UNBC NOBTHERN BRITISH COLUMBIA Privacy Impact Assessment Form

11 Conclusions and Approvals

Individual leading the Program/Project:

Position:

| confirm the information management practices ifi this initiative have been documented

as accurately as | am aware. | commit to communicatingf@ppropriate information management
practices to all individuals participating in thi§ initiativet "I commitfto following the decumented
practices on this PIA, or arranging a PIA amendmentif | am aWware information management
practices in this initiative change.

Signature: Date:

Director/Dean Oversgeing the Program/Preject:

I am accountable for overseeing my staff involved®in “this initiative t@»ensure they adhere
to informationg@management practices presented inthis PIAy | will arrange for the project
lead namedf@above to contact the Privacy Officer to arrange a PIA amendment if required.

Signature: Date:

Name of Chiefidnformation Security Officer
| confirm that this initiativedothe hest of my knowledge as written in the above sections,

satisfactorily complies with the informatien security standards of the University of
Northern British Columbia:

Signature: Date:

Name of\Privacy ©fficer: Christopher Ross
Position:

| confirm that this initiative to the best of my knowledge as written in the above sections, has
information management practices that comply with British Columbia’s
Freedom of Information and Protection of Privacy Act.

Signature: Date:

19
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B UNIVERSITY OF _
NORTHERN BRITISH COLUMBIA Privacy Impact Assessment Form

12 Privacy Notice

All collection notices must include the:

- Purpose for the collection
- Legal authority for the collection
- Contact information for an employee of
guestions about the collection.

The employee should be ab
and how it will be used, [

, if you collect
il contact.

20
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B UNIVERSITY OF _
NORTHERN BRITISH COLUMBIA Privacy Impact Assessment Form

13 Key Terms

“personal information”’means recorded information about an identifiable individual,
including,

(a) information relating to the race, national o

(e) the personal opinio

individual,
(f) correspondenc plicitly or explicitly of

at would reveal the

Harm

Compromise would likely not
result in any significant harm to
the privacy, safety, or
economic standing of
individuals or the corporation.

Mo A possibility that the risk Compromise would I'|ker cause
will occur if no additional some harm to the privacy,
measures are taken. safety, or economic standing of

individuals or the corporation.

High Near certainty that the Compromise would likely cause

risk will occur in the significant and immediate harm

future if no corrective to the privacy, safety, or

measures are taken. economic standing of individuals
or the corporation.

21
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U Bc UNIVERSITY OF
NORTHERN BRITISH COLUMBIA

Office of University Governance

Addendum to Privacy Impact Assessment PIA 2215 BookKing

October 5, 2023

Accountability

This initiative falls withing the portfolio of the VP Academic. The lead for this initiative is the
Manager of Continuing Studies.

Summary

The purpose of the addendum is to enable ContinuingsStudies to@ssist with facilitating
conference registration for UNBC hosted events. This use is consistent with the design and
intended use of the software. Name, contact informationjand dietary restrictions will‘be
collected. Continuing Studies will remain the only users with access to the BookKing application;
however, event registration informationiwill be share with relevant departments hosting the
event. Information collected willl@nly be usedfor event registration. AAnyssecondary, use of
information remains out of s€ope.

Risk Likelihood Impact Level Mitigation

Related Documents

Current contract: There is arelling purchase order based on the 2012 contract. It is
recommended to updateithe contract and include privacy and security schedules.

Collection MNotiee,for eventiregistration: To be added to online event registration form: “Your
personal information willlbexcollected for registration into [Conference Name], this information is
being collected hy,UNBC under BC FOIPPA 26(e). if you have any questions contact
[RespectivesDepartment].”

Unit Procedures: It is'Tecommended that unit procedures are drafted for Continuing Studies
use of Booking. These procedures should include all aspects of the data cycle (collection, use,
storage, disclosure, and destruction). As booking is used as a personal information bank,
procedures will also have to be drafted for creating users, defining access, and auditing user
access.

Date of Review

The initiative will need to be reviewed by April 14, 2025.
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