u B UNIVERSITY OF
NORTHERN BRITISH COLUMBIA
PIA Determination and Template

PIA: 22-07 Bookware (Carleton Technologies)

Here are a few examples of situations where you should consider a PIA:

*You collect, use or disclose new personal information that you did not collect, use or disclose
before.

* You give access to personal information to new
* You implement a new service delivery or
retrieves personal information.

You implement a new or different electroni
such as adding portable devices with wireles
* You enter into an agreement with a new b

The most important g
privacy of personal i
Data matching is t
custodian who carri

rogram or activity
personal information?

Update
the PIA.
A
|
Is t{here.a ready a PIA Has anything
or this program
: changed?
or activity?

._@

Updating the PIA |

is likely not
required.

Please fill out PART A to determine your need for a full PIA.
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u B UNIVERSITY OF
NORTHERN BRITISH COLUMBIA

PIA Determination and Template

PART A

Document Version, Review and Approval History
Version Author Nature of €hange
1.0

1. Introduction

processes and
culty, and staff.

ska inPrism to Carleton Technologies Bookware.

?

and onli
Does the work hap onlIN@aIN person, or both?
Both
Will th ep events?
No
Will you hold meetings over the phone, face-to-face, or online?

Online primarily, but some phone meetings may be required.

b) Name of Department, Branch and Program Area
UNBC Bookstore
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PIA: 22-07 Bookware (Carleton Technologies)

¢) Name of Program or Service Representative
Carleton Technologies product Bookware

d) Key Program or Service Dates
When will the initiative take place?
March 2022-Aug 2022

Is this a one-time event?

This is a one-time syste over, bu re implementation itlonal service
modules and support ussed.

ore Aug. 1, 2022 as tha hen our current POS
e end of support, but there may_be additional ing that may be

Fall of 2022, additional module

a) Description rogram or Service or the Change

, Goals and Objectives

Address deficits of existing ERP system, streamline payment processing,
add functionality for users and customers, and improve service delivery

r securing revenue streams.

ii. List of All Stakeholders Impacted / Involved
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Stakeholder Role

Finance Handle Moneris account for university (payment processor),
consult on financial reporting functionality, and assess
accounting proced

ITS i f new ERP (networking system

Office of Registrar i udent informa

Bookstore

at least 2 years. The Bookstore has used
its with our service standards and
vell supported, and no longer meets the

and end of life This US based company
Ol

tem is overcomplicate@

many Canadian schools (several in BC), understands
and is compliant with regulatory requirements.

Account is ultimately accountable for the program or system

elevant Existing Policies
ITS, Bookstore, Finance

Vi. Related PlAs
ITS, Bookstore, Finance

Vil. Relevant contracts
Bookstore
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viii.  Research / Health System Use
Do you anticipate that data collected by this program / system will be used for research or
health system use? If so, please explain and provide détails of data state (aggregate, de-
identified, anonymized etc.)
No

ial and er security,
reta i sinan

e not plan to implement for

Defini
T rony
Custody eping, care, Watch, preservation or security of the
a legitimate business purpose
Control The power or authority to make a decision about the

ation, use, disposal or disclosure of the record

The Merchant is a business that uses the Software
eans recorded information about an identifiable
individual other than contact information

Persona A PIB is any collection or set of personal information
Banks where personal information is organized by:

* The individual’s name;

* An identifying number or symbol; or

* Other particular identifier assigned to the individual.
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d) User Access
How is the project, system, application or initiative accessed by users?
Users access Bookware through a desktop/laptop “client”. There is also a Mobile app
that can be used; it also functions as a “client” of the server.

Users also access the Bookware system through
terminals also function as a “client” of the serve

t of Sale (POS) terminals. The P

Are there different levels of access depend
Yes; Bookware enforces role-based access
those programs

nsitive information
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PIA: 22-07 Bookware (Carleton Technologies)

Data Element

Rationale for collection, use or
disclosure

Method of Collection or
Disclosure

Information that
customers

of the UNBC bookstore
submit about
themselves

such as, but not limited
to,

name, address, email
address, phone
number

This information is collected
and used for the purposes
of providing customer
service.

This information is collected
when

customers place ordersywith
the

bookstore. It is collected either
through the e-cOmmerce
platform

when the custoemer places an
order

or itis collected via phone or in
persemwhen a customer
places an

order using either.of those
methods.

Information thatithe
UNBC

bookstore collects
about its

users, such'as,but not
limited to their‘name,
email

address, phone
number;

This infosmation is collected
by the UNBC bookstore to
add functionality to
Bookware, such as
delivering scheduled
reports. This information is
also stored to identify who
is accessing Bookware to
meetJégal and compliance
requirements.

The UNBC bookstore can
collect

thisiinformation however they
want. It is then entered into
Bookware using the User
Configuration application.

(Optional) Student
numbers

Student numbers,are
optionally collected by
some bookstores to provide
the abilitypto bill a third party
who, sponsors a student.

Generally, the student
numbers

(and associated names) are
provided to the bookstore
through

the campus department
responsible for managing
sponsored student, bursaries,
etc.

This information is entered into
Bookware using the Sponsored
Student application.

(Optional) Campus
identity
information such as

This information is
optionally collected to
identify and correlate an

This information is collected
through an export from the
campus student information
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name, individual to specific system or campus registrar
email address, single courses. system
sign

on identity, and student
or
faculty number.

RT

| 4. Collection, Use and Di§elosure al Information

a) Legal Authority the Co ion, Use and Disclosure

llect®d is ownem&l\/m

ni

How is it used?

This information is collected by the
Merchant to complete and deliver a
Customer order and communicate
regarding an order.

« Phone number

« Email address
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. Single Sign On unique
identifier

Order History:

. Items purchased

. Method of payment (no
sensitive card holder data
Is transmitted, processed
or stored at any tigne

This wfdbrmation is retained in order

videgLustomer service.

Usage Data, inclu

Software.

is it used?

ercha

This information is collected by the
Merchant to complete and deliver
Customer orders and communicate
regarding orders.

Order History:

. Items purchased

This information is retained in order
to provide Customer service.
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. Method of payment (no
sensitive card holder data
Is transmitted, processed or
stored at any time)

Usage Data, including:

. |IP address

. Web browser
. Other data submige
automatically by t

bers af@gollected by
ts to provide the
id party who

ability to bill &
S a stu

umber
mail address
ingle Sign Qn uniq

0]

tio

This information is collected by the

collec eir Vendors: Merchant to enable the Merchant to
place purchase orders and
- Ven ame communicate with the Vendor.
. Contact name
. Address

« Phone number
« Fax number

10
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« Email address
« Web address

Information that the Merchant
collect about their Users,
including faculty and staff:

rmation is collected by the
add functionality j@”the

« Name

. Address

« Phone number

. Email address

. Single Sign
identifier

Collection i

Consent

al who owns the information
forcement

tells you more about when you do not need a collection notice.
need a collection notice, explain why.

Copy/ in your Privacy/Consent Notice here:
https:// oks unbc.calsite_terms of use.asp? We would provide something similar for
contentonn ebs

ii. Use

FOIPPA was amended effective November 26, 2021 and those amendments affect this
section.

11
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PIA: 22-07 Bookware (Carleton Technologies)

Use of Personal Information

Section 32

A public body may use personal information in its custody or under its control only

(a)for the purpose for which that information was obtaine
purpose (see section 34),

compiled, or for a use consistent with that

(b)if the individual the information is about has i
prescribed manner, to the use, or

(c)for a purpose for which that information may be di public body und

ii. Disclosure

tion

personal in ation in its custo unde ontrol only as permitted

al or another source (e.g. another
incial program database)?

t a person can ask you to correct any of their personal
custody or control. If you cannot correct the record itself, you must make
annotate the record). If you've disclosed the personal information to
or third party in the last year, you must also notify them of any

- How does the information get corrected?
Accounts can be set up and contact information can be updated by customers.

UNBC bookstore users (employees) can correct personal information when necessary
through the Customer Maintenance application in Bookware.

12
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c) The Location of the Personal Information

FOIPPA was amended effective November 2 21 and those amendments affect this

section.

Disclosure inside or outside Canada
33. A public body may disclose personal inform
outside Canada as follows:
in accordance with Part 2;

(h), (i) or (j);
if the individual the informati
consented, in the prescribe
Canada, as applicable;

application. Th a is not stored on the desktop/laptop

Will the data be interfaced with data from other systems? (Data matching or linkage)
No

Data Linking

13
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Is personal information from one database linked or combined with personal information from

another database?
No

Is the purpose for the linkage different from the origifal purpose for which the personal

Is the data linking is occurring between ei
public bodies and one or more agencies?

If you have answered yes to the 4
Privacy Officer to ensure youd

mon or integrated
irements set out in

ata-linking initiative” or a “common or integrated
otification and consultation on this PIA must take place with

nd consultation in the early stages of developing the initiative,

ion Schedule and Method of Destruction for Personal Information

Retention of personal information

31 If an individual's personal information

(a)is in the custody or under the control of a public body, and

(b)is used by or on behalf of the public body to make a decision that directly affects the individual,

14
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PIA: 22-07 Bookware (Carleton Technologies)
the public body must ensure that the personal information is retained for at least one year after being
used so that the affected individual has a reasonable opportunity to obtain access to that personal
information.

Data retention is defined by the Merchant; Carle
request of the Merchant who owns the data.

gies will delete data onl the

A personal information bank is
or searchable by the name of t
A personal information ba
banks contain personal |

organizations involved.
abase. No other

Initiative that organizes information by
identifier of each individual involved.

A database table is us
in an organi
personal in

personal information. Personal information is stored
e code assigned to each database record. All
ntain the same types of information

Name:
Location:
Description:

Authority: This personal information is begin collected under the authority of the University Act
and section 26 (a), (c), and (e) of the Freedom of Information and Protection of Privacy Act
(FOIPPA).

Purpose:

15
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Category of Users:

e) Method of De-identification/Anonymization
Please explain how Personal Information will be degd

gregation for Personal Information
ntified or anonymized and by whgm?
is never leaves the Bookw.

system
f) Users of Personal Information

Please list all users of PI including
The UNBC bookstore will use the
If desired by UNBC, customer
digital product providers (e

Ive personal information is accessed,
should include a description of what
inistry will access logs (e.qg. in real-time

If aggregate or de-identified data only to be released, who responsible to do so and how is that
done?
No data is released by Carleton Technologies.

Request for Personal Information from Persons to Whom It Relates

16
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All personal requests for access will be referred to UNBC.

**Please note***

Individuals do not have to make a formal FOI requgSt'to access their own information held by
UNBC

\ 6. Privacy and Security Safeguards ‘ v l ‘ l ‘

Application Access Controls

17
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Polici

Technical

COPY OF RECORD RELEASED JULY 31, 2024 IN RESPONSE TO FOI 24-18



U Bc UNIVERSITY OF
NORTHERN BRITISH COLUMBIA
PIA Determination and Template

PIA: 22-07 Bookware (Carleton Technologies)

7. Privacy Risk Identification and Mitigation

y N
o < ant
Ple ®/4 1E0T
d (IOWimedivr Qi JaPE o
dbials INBOC

19
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20
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PART C

8. Conclusions and Approvals P

Once the PIA has been approved with or without g@hditiongs the Privacy Officer will coliéet
signatures from the individuals provided below@& copy a##he PIA will be distributedgd@’all
signatories for convenience or to attach to agieqNglikioa#Pr file witila contract.

Name of Individual leading the Program/Praject: ZarrahHolvick, Retail Services Manager

I confirm the information managementypractices in this initiative have been documented on
Form A, and B as applicable, aglaccuratelyias,| am aware and | commit to communicating
appropriate information management practicesta all individuals participating,in thisinitiative as
appropriate. | commit to fellowing thexdocumented practices on thiSyPIA, or arranging a PIA
amendment if | am aware information management practicesdi this‘initiative change.

Signature: - Date: March'14, 2022

Director of Dean Overseeing the Program/Preject: Lisa Haslett, Birector of Business
Services & Continuing Studies

| am accountable for overseeing my staiff involved in this initiative to ensure they adhere to
information management practices presented in this PIA. | will arrange for the project lead
named abovesto contact the Privaey Officer te arrange a PIA amendment if required.

Signature: _ Date: March 15, 2022

Governance Officer: Doris Marshall Greenlaw

| confirm that this initiative,to the'best of my knowledge as written in Form A, and B as
applicable, hassinformation.management practices that comply with British Columbia’s Freedom
of Information and Protection of Privacy Act.

Signatur_ ate:15 March 2022

21
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ation about identifiable persons, the release

tiality
privacy breach, will not be disclosed without

context of personal information, means the agreement
ovide their personal information for the purposes

ure). Consent is generally given by a specific act of the individual,
ometimes it can be implied. In the public sector, consent is not
always a requirement for the collection of personal information — having
the legal authority to collect personal information is.

Core privacy In March 1996, the Canadian Standards Association (CSA) developed a

principles national, voluntary code that sets basic principles for safeguarding
personal data. The Code establishes 10 basic principles for all
organizations that collect or use personal information. In some cases,
certain principles may not apply to public sector regimes. For example,

22
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in the public sector, the “consent” principle listed as number three below
is often substituted for “legal authority”.

1. Accountability - An organization is responsible for personal
information under its ol and shall designate an individual or
individuals who are ountable for the organization's co

2. ldentifying P for which pe
is collected s ifi e organizati

pe retained only as long as
ent of the stated purposes.

- Personal information shall be protected by security
ppropriate to the sensitivity of the information.

information readily available to individuals.

Individual Access - Upon request, an individual shall be informed of

the existence, use, and disclosure of his or her personal information,
and shall be given access to that information. An individual shall be

able to challenge the accuracy and completeness of the information

and have it amended as appropriate.

10. Challenging Compliance - An individual shall be able to address a
challenge concerning compliance with the above principles to the
designated individual or individuals accountable for the
organization's compliance.

23
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Data (information) Mapping the flow and manipulation of information within and across
flows systems or business processes.

Data matching An activity that involve
variety of sources, i
purpose of makin

paring personal data obtained fr

Personal information  For

Individua ntification is
ation into personal i

¢ information
religion, age

i i . 0 the education or the medical, criminal or
istory of the individual or information relating to
i s in which the individual has been involved,
[ [ umber, symbol or other particular assigned to

the personal opinions or views of the individual except where
they are about another individual or about a proposal for a grant,

award or a prize to be made to another individual by a
government institution or a part of a government institution
specified in the regulations.

, ional or ethnic origin, colour,
atus of the individual,

correspondence sent to a government institution by the
individual that is implicitly or explicitly of a private or confidential
nature, and replies to such correspondence that would reveal
the contents of the original correspondence.

e the views or opinions of another individual about the individual.

¢ the views or opinions of another individual about a proposal for a
grant, an award or a prize to be made to the individual by an
institution or a part of an institution referred to in paragraph (e),
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but excluding the name of the other individual where it appears
with the views or opinions of the other individual, and,

¢ the name of the individual where it appears with other personal
information relatin the individual or where the disclosure of
the name itself wi reveal information about the individual,

In some jurisdiction
about an individ
government insti
individual includin

ices performed, including the terms of the contract,
ei idual and the opinions or views of the
ivi [ in the course of the performance of those

nature, including the granting of a license or permit, conferred on
an individual, including the name of the individual and the exact
ture of the benefit, and

e information about an individual deceased for more than twenty
years.

The interest that individuals have in sustaining a 'personal space’, free
from interference by other people and organizations.

Privacy

Privacy officer A privacy officer is a person within an organization whose job it is to:

e encourage compliance with sound privacy principles, prevailing
privacy policies and privacy laws;
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e respond to requests for access to and correction of personal
information and general issues within a public body concerning
personal information; and
e work with information and privacy commissioners during the
investigation of a acy complaint against an organization.

and procedures; and
laint processes.

Privacy protection

Program mans the projects of a
ting and prioritizing resources,
m projects in development or
sible for ensuring that the

ompliant with government policies and

nderway. Progra
projects they lead o

Assessment (TRA)
ilities and impacts on data integrity and confidentiality.
when completed in conjunction with a PIA, can help provide

ndations to lower information and privacy risks to acceptable
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APPENDIX B

CSA MODEL CODES

1. Accountability

The principle of Accountability states that an izati all designate someon

accountable for the management of personalii jon. This i des the collegtion,
usage, disclosure, retention, and transfer of

processing.

2. ldentifying Purposes

application forms which require personal
ording to trick individuals into giving their

e to provide a product or service to an individual if that
ersonal information that is not required or related to the

individual
produ

4, Limitin lecti

The principle of Limiting Collection states that the personal information an organization
collects should only be limited to that which is necessary for the purposes identified.

27
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Information Handling Policies and Procedures

An organization’s privacy officer or person(s) responsible for privacy compliance should create
information handling policies and procedures and specify what type of personal information is
collected. This works in tandem with the Openness

Fair and Lawful Means

shall identify the purposes for doi
clear and straight-forward.

s that an organization
onal information.

s that an organization should ensure that the personal
should be accurate, complete, and up-to-date for the purposes for which it

How Accurate?

An organization should ensure that personal information is accurate, taking into consideration
what the personal information is being used for and also taking into consideration the best
interests of the individuals.

28
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For example, if an organization collects personal information to conduct pre-employment
screening, it should ensure that it makes a serious effort to ensure its accuracy. Not making
reasonable strides to ensure the collection of accurate personal information means that an
individual’s employment could be at stake.

Updating Personal Information

An organization shall not routinely update d for
purpose that requires its continual use. This i i i ird
parties.

d be protected again nauthorized access, disclosure,
ion, regardlessef what it is stored in (paper, electronic, etc).

re sensitive personal information, such as credit card
be expected to have much stronger safeguards in place to

8. Openne

The principle of Openness states that an organization shall make its policies and
procedures about how it manages personal information readily available.

29
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It should not provide barriers to access — if an individual is making a request to know

about your organization’s information handling pragtices, the request should be done
without an unreasonable effort.

When providing the information, it shoul
understandable. The information should [ at
someone without a university degree can
and contracts

Individual Access

9.

personal information, the
involve correcting,

ould also provide the individual information about their complaint procedures
or how to contact'the Privacy Commissioner of Canada if the individual wishes to file a
complaint about the denied access request.

Requesting Identification

30

COPY OF RECORD RELEASED JULY 31, 2024 IN RESPONSE TO FOI 24-18



u B c UNIVERSITY OF
NORTHERN BRITISH COLUMBIA
PIA Determination and Template

PIA: 22-07 Bookware (Carleton Technologies)
Before providing access to or amending personal information, an organization should verify that
it is communicating with the correct individual.

Some organizations choose to do this by asking for government-issued identification. Others
may ask an individual on the phone to verify his or hef @ccount information by providing

individual has been identified, the organizat
has already fulfilled its purpose.

An organization should also not s use str

access.
Third Party Disclosure
If an individual desir which thi arties his or ersonal ation has been

all let the individual kn

ties personal information

ave been disclosed to, then
which the infor i

n may have

n for doing so, and notify the individual of his or her
e Privacy Commissioner of Canada.

Making Inf

Ifano
mean to

31
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10. Challenging Compliance

The principle of Challenging Compliance states individuals shall be able to chall

an organization’s compliance on any of the pri

This means that an organization must have p
complaints and inquiries. The procedures sho

ot ignore it. If the complaint is
dy it. This may involve

officer (or person res acy compliance) is responsible

gating inquirie d com

32
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APPENDIX C

SAMPLE PRIVACY AND CONSENT NOTICE

WE NEED TO COLLECT INFORMATION FROM YOU
UNBC Continuing Studies needs to collect information fro

1. Enrollyou
Confirm sponsorship arrangements

u to:

Process your payment
Generate a class list for instructor:

vk wnN

&

The University of Northern Bii i i i and when applicable deletes
mation and Protection of

6. Assist our partners in verifyi

Privacy Act [RSBC 199
HOW WE WILL US
Continuing Studi i i course completion status to your
sponsor, incl
information
course.

HOW LONG WE WILL KE
The Freedom i
eriod of usefulness is over we will securely delete or destroy it. In the case of
Certificate Program, hardcopy materials are kept for the life of the Certificate,
e being destroyed.

RMATION WE HAVE COLLECTED FROM YOU IS INCORRECT, OR YOU HAVE
QUESTIONS?
Please contact U ontinuing Studies at: 250-960-5980 OR cstudies@unbc.ca

If you still have questions or concerns, please contact: Doris Marshall-Greenlaw, Governance Officer for Access,
Privacy and Records Management at 250-960-5139 OR privacy@unbc.ca

By registering for this course, you indicate you have read, understand, and agree to the privacy statement. You also
understand that you have the option to ask questions about any part of this statement before registering.
Signature: Date:
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