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Privacy Impact Assessment is a tool to identify risks and mitigation strategies associate
use of personal information within a specific program/system.

A PIA process will support institutions in identifying and addressing privacy ri
planning, designing, acquiring and implementing any program, system, pr
service, technology, application or other deliverable that involves perso

processes or systems.

The PIA is often described as an “early warning system” because
and understand potential privacy risks, to prevent or mitigate negati
to enhance privacy protection. The PIA should be started as early
possible.
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Custody The keeping, care, watch, preservation or security of the
record for a legitimate business purpose

Control The power or authority to make a decision abou
creation, use, disposal or disclosure of the re

Personal Information -Pl | means recorded information about an ide

Personal Information A PIB is any collection or set of pe
Banks where personal information is or
* The individual’'s name;

SparkPost

Survey Monkey-SM

[Commented [DM-G1]: HR

Human Resources
c) Name of Program or S Rep

Kerry Roberts
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d) Key Program or Service Dates

| 3. Description

a) Description of the New Program or Service or the Change

i General Description
HR has been asked by the Presidents Executive Council to conduct rvey to determine if
Faculty, Staff, and Graduate Teaching Assistants have been vacci ng one of the
4 options:

Fully Vaccinated
Partially Vaccinated
| am not vaccinated

o N

| prefer not to answer

Upon connection of this data, HR will ask

List of All Stakeholde

nvolved

aching Assistants

iv. The Need
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This project is intended to gather vaccination status declarations from UNBC staff to enabl
appropriate Health and Safety decisions surrounding COVID-19.

V. Governance Model

Accountability — who is ultimately accountable for the p,

Vi. Relevant Existing Policies
UNBC Oath of Confidentiality
UNBC Code of Conduct
UNBC Privacy Policy
Survey Monkey Privacy Policy
SparkPost Privacy Policy

vii. Related PlAs

viii. Relevant contrac

Survey Monkey Contract and Indemni

~ | Com ted [DM-G3]: [ found some preliminary work on
a SM PIA in 2018 which mentions both of these documents
so we need signed copies of these

Research /

b) The Intended Sc
Clearly identj]
And

cope
er vaccination status,

from UNBC ulty, Staff and
Graduate fety decisions surrounding

C 19.

subsequent
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In the table below, complete the Description / Purpose highlighting separately by row e
instance that information is collected, used, stored, protected, disclosed and disposed o
during this initiative. Unless not possible, ensure these steps are arranged how t ould
occur chronologically in order to make a transparent work flow. The Privacy Offiéer will
review your steps and determine which type of information management pr: ch entry
is and ensure that the practice is compliant with sections under the Act. T t be

accompanied by a workflow diagram if practices are not transparent or if the PIA is r
a common or integrated program or activity or a data-linking initiativ

O d O dl O O dDIC
Description/Purpose FIPPA
Authorit Cc ted [KH4]: I will ¢ e the “Type” and
1. When generating email invitations, HR will ask ITS to alias R N e e g
. . . . n and se steps. [ have given a few possible
the participant list to protect the privacy o exam et started. Please complete the
participants. remainder 0 ou may not need all of the rows

2. | UNBC HR will send each Staff Meg
Graduate Teaching Assistant a pe
link to their UNBC email acc

3. | Staff Members, Faculty Me
Assistants click on the link in
Survey Monkey.

& rovided or you mayneed more.

page of the
ants accept the
notice; or 2. pa

COPY OF RECORD RELEASED JULY 31, 2024 IN RESPONSE TO FOI 24-18



u Bc UNIVERSITY OF
NORTHERN BRITISH COLUMBIA
*Privacy Impact Assessment (“PIA”)

PIA #20211115 COVID Vaccination Declaration

*

c) Planned pilot projects and /or data
Please describe any planned projects jg

indicate that you ha ~ | Commented [DM-G5]: Are there any more data elements

required to be inputted?

Type of Data

re
n

Survey Participa

Survey Parti t
Survey icipant

sure ersonal Information

| 5. Collection, Use and

a) Legal Authority for the Col ion, Use and Disclosure of Personal Information

COPY OF RECORD RELEASED JULY 31, 2024 IN RESPONSE TO FOI 24-18



u UNIVERSITY OF
NORTHERN BRITISH COLUMBIA
*Privacy Impact Assessment (“PIA”)

PIA #20211115 COVID Vaccination Declaration

Personal information is being collected under the authority of the University Act and secti
(a), (c), and (e) of the Freedom of Information and Protection of Privacy Act (FOIPP,

=)

b) Consent Requirements
i. Collection

This personal information is being collected and is essential for ope,
activities at UNBC and is in keeping with FIPPA Section 26.

Section 26 states that personal information may be collected only if s
by or under legislation, essential for operating programs or activities, or
enforcement purposes.

Purpose for which personal information may be collected
26 A public body may collect personal informatio
(a) the collection of the information is expressly.

(c Jthe information relates directly to and is
(d) with respect to personal informati

(i)the individual the information
collection, and

(ii)a reasonable pers

(e)the informa

ion (Pl) is being collected direct
lection requiremen

aff and Graduate Teaching Assistants

from the individual the information is
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(i)that individual,

(ii)the commissioner under section 42 (1) (i), or

(iii)another enactment,

CONSENT

Collection is only permitted through knowledgeable implied or exp
collection form begins with a privacy and consent statement to e
understand what they are consenting to and how their information
and eventually deleted out of SurveyMonkey.

Copy/Paste or Fill in here:

The following informed consent notice will appea

Informed Consent Notice for.

The personal information that you
the authority of the University Act
and Protection of Privacy Act (FOIP
health and safety of individuals atten

By accepting below, | ¢
information on this survey
SurveyMonkey’s Canadian s

and retain [individual responses
or the purpose of [reason for use]. If |

ey platform on or before [date],  {Commented [KH10]: Please fill in the date.

d by the Human Resources,
alth and Wellbeing Partner Kristi Muchalla at
ask questions at any time.

SurveyMonkey or Banner, |
Kristi.Munchalla@unbc.ca or

| Commented [KH12]: State the reason.

ata (P address, operating system
evice ID/MAC address, system and

e survey is done on a mobile device they also collect a
-UUID stands for Universally Unique IDentifier.

cookies and tracking services that employ cookies and page
tags (also known as web beacons) to collect data about
visitors )

Log data ( log files that record data each time a device
accesses their servers) The log files contain data about the
nature of each access, including originating IP addresses,
internet service providers, the files viewed on our site (e.g.
HTML pages, graphics, etc.), operating system versions,
device type and timestamps.

Commented [DMG7]: See the plain language privacy and
consent notice in Appendix A

Commented [KH8]: Please fee free to tweak this if this is
not the reason for collecting this information.

Commented [KH9]: Please state the reason(s)/purpose of
collecting this personal information.

you retain both?

- e __J o Jo ) )

{ Commented [KH11]: Which one will HR retain, or will
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UNBC does not have direct control over the security of the information that | provide in the
following survey. | understand that by accepting below | am responsible for any risk associ
with providing an external company with any of my identifiable personal information.
understand that | can skip answering any question | do not feel comfortable answei

| understand that by refusing to accept the terms in this notice, | will not be a
the following survey. | can use the contact information above to inquire ab
participate.

| have read the contents of this consent notice, and by accepting, | a
consent to participate according to the terms above

ACCEPT REFU
{continues to next page to start survey} {continues to dis

, you need to have a

IUNBC is committed to ensuring that the Health and S of all Faculty an

are asking that

ensure a safe work environment is mainta
Health and Wellbeing Partner (Kristi
this information. Once the data is
the aggregate information will be us
Council.

All personal informatio
confidentiality is maintain

Commented [KH14]: This is important information that
should be included somewhere either in the email you send
out or in Survey Monkey, but it should be separate from the
above Collection/Consent Notice.

ii.
As describ
Safety de

previously UNE
bns surrounding

Section 32
A public body

prescribed manner, to the use, or

ay be disclosed to that public body under sections 33 to 36.

(c)for a purpose for which that informa
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S.M. uses data to facilitate their collectors for sending surveys by email to Respondent

email delivery, they use SparkPost.. They share the relevant contact information for
respondents (email address or phone number as applicable) with this third party.

iii. Disclosure

Disclosure of personal information
33 A public body may disclose personal information in its custod
permitted under section 33.1, 33.2 or 33.3

considered a use.

S.M. sharing data and PI with third parties as n
FIPPA.

sclosure under

iv.  Health System Use

v. Research/ Open Dat

c) Compliance with Personal | n In ational Disclosure

PIIDPA requires that pe
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- How does the information get corrected?
Should the information be incorrect three HR staff can correct it in BANNER.

e) The Location of the Personal Information
- Is the information on servers or in a data repository? Will it be electronic ded on
paper and maintained in files?
YES
It will be stored electronically in both BANNER and Survey Monkey.
No hard copies of any PI will be kept by HR.

- Where will the information be located and used? List all |
British Columbia?

YES, BANNER stores our data in a data repository in Kamloops BC.

Survey Monkey keeps our data in Canada but access
purposes is outside of Canada.

Does the information manager, vendor, a
of Canada? YES

UNBC'’s data will be stored on Sul
accessible by SurveyMonkey'’s tea
purpose of implementing, maintainin
by SurveyMonkey.

Does any user of the info
of Canada beyond duri

[ Commented [DM15]: Please answer
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In FIPPA, "data linking" and “data-linking initiative” are strictly defined. Answer the followin
e
m

questions to determine whether your initiative qualifies as a “data-linking initiative” unde

Is personal information from one database linked or combined with personal i
another database? No, information collected through Survey Monkey r
vaccination status will be uploaded to Banner manually.

Is the purpose for the linkage different from the original purpose fo
information in each database was originally obtained or compile

Is the data linking is occurring between either two or more public bodi
bodies and one or more agencies? No

If | have answered yes to the above three questions, |
ensure | meet the requirements for a data-linking initiative

questions to determine whether yo
activity” under the Act. If you answe
requirements under the Act for com

Does this initiative invo
public body and at least o
service? No

well. Contact the Governance
ine how to proceed with this
ing the initiative, program or activity.

rmation and Privacy Commiss
, Privacy and Re

COPY OF RECORD RELEASED JULY 31, 2024 IN RESPONSE TO FOI 24-18



u Bc UNIVERSITY OF
NORTHERN BRITISH COLUMBIA

*Privacy Impact Assessment (“PIA”)
PIA #20211115 COVID Vaccination Declaration
ion

Does your initiative use personal information to make decisions that directly affect an
individual(s)? Yes

If you answered “yes”, please explain the efforts that will be made to ensure thatd
management from collection to disposal will ensure that information used to
about someone is accurate, complete, available when needed and dispos
requirements. Describe the records retention timeline for the records gel
initiative.

Answer here or state N/A:
Yes, the information will inform the leadership of UNBC on what d ake to
ensure a safe working environment. They will be using the aggrega
decisions |not the individual decision|

If you answered yes above, please describe retention i
exceeds the one-year requirement under the Act. Please ance Officer —
Privacy, Access and Records Management if .

Answer here or state N/A:

Data in SM will be deleted once collected d previously deleted form t at

on or before January 31, 2022.. Thgyinfor be put into Banner (HRIS) for [Bhg term
agement team listed jabove]

ommented 16]: Can you please clarify? J

Commented [DMG17]: SM keeps the data they collect as
long as the user account is active so we are responsible for
and must decide on the life cycle for the retention of data.

Commented [DMG18]: We need IT to describe this
process

i) Audits
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6. Access Rights for Individuals to their Personal Information ’ﬁ
Access Request Management

FIPPA states that states that an individual has a right of access todWecord of gépsonal
information about the individual that is in the custody or under thé\g@rtrol of#fi€” custodian.

Any initial questions or concerns can be directed to HR Health and WellB€ing PartngpKristi
Muchalla

Email: Kristi.Muchalla@unbc.ca
Telephone: 250-960-6711

and if HR is unable to supply an answer or € Participaht has mareduestions then theygan
contact the Governance Office.

| 7. Privacy and Security [Safeguar«T‘ &—‘ ‘:Commented [DM-G19]: HR to complete

a) Security Safegaards

o _Administrative Safeguards
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e Technical Safeguards

* Physical Safequards

« Identify any outside'partners or companies involved that may,have access
to the personalinformation
SparkPost as afthird"partinof Suey Monkey/Momentive

e Website Domai00000000000+0n Ownérship,(if applicable)

isk igation T, \ ‘

Please identify any privacy risks, even very‘unlikely ones; associated with the initiative and the
mitigation strategies that will be implemented.“Please provide details of all such strategies. The
Privacy Officer will help identify the likelihood (low,¥medium; ox high) of this risk happening and
the degree of impact it would havé omlindividuals if'it eccurred.

| Risk information through Survey Monkey and then store in
Banner. I have given an example in #2.
I

Commented [KH20]: Please consider all of the risks
itigation Strategy Likelihood Impact involved in terms of participants disclosing personal medical

COPY OF RECORD RELEASED JULY 31, 2024 IN RESPONSE TO FOI 24-18



u B UNIVERSITY OF
NORTHERN BRITISH COLUMBIA
*Privacy Impact Assessment (“PIA”)

PIA #20211115 COVID Vaccination Declaration

ommented [DM-G21]: I added some risks so please
view these
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| 9. Conclusions and Approvals
Once the PIA has been approved with or without conditions, the Privacy Officer will coll
signatures from the individuals provided below. A copy of the PIA will be distributed
signatories for convenience or to attach to a requisition or file with a contract.

Please fill in the name, position, and date in the bolded areas indicated then
signs under the signature line confirming that individual agrees with the c
statement above the signature line.

Name of Individual leading the Program/Project: Kerry Roberts
Position: Director of Human Resources
Form A, and B as applicable, as accurately as | am a

appropriate information management practices to all in
appropriate. | commit to following the document

Signature: Date YYYY/MM/DD
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Privacy Officer: Enter here

Position: Enter here

| confirm that this initiative to the best of my knowledge as written in For
applicable, has information management practices that comply with
of Information and Protection of Privacy Act.

,and B as
Columbia’s Freed

Signature: Date

A final copy of this PIA (with all signatures) will be ke fficer. The
Privacy Impact Assessment does not commit UNBC to i i y approve this
initiative. This signed form does not guarantee th i ssments have

been completed for this initiative.
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Appendix A — Privacy Notice

WE NEED TO COLLECT INFORMATION FROM YOU
This project is intended to gather vaccination status declarations from UNBC
G1raduate Teaching Assistants to enable appropriate Health and Safety deci
CO1VID-19.

WE HAVE PERMISSION TO DO THIS

BC’s Freedom of Information and Protection of Privacy Act (FIPPA) giv
collect, use, share, store and eventually delete, if applicable , the Perso
conduct its operations and plan for next stages of the COVID 19 pandemic:

How UNBC WILL USE YOUR INFORMATION
We will report it to the President’s Executive Council and p
or anonymized manner (i.e. number or percentage of Facult
vaccinated or that preferred not to answer.)

INFORMATION THAT MAY BE SENT TO OTH

We will only disclose your personal in
disclosure is authorized or required by

HOW WILL WE PROTECT,
The personal information

make sure that your persona
International Disclo

| have read and understood how U

se and disclose my personal information.

| do not agree -
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