U Bc UNIVERSITY OF
NORTHERN BRITISH COLUMBIA

PIA # 21-002 Canadian University Campus Consortium (CUSC)

Privacy Impact Assessment (“PIA”)

Form A

Please review the entire form before you answer any questions. Providing more information
than the questions asks, providing information answering the wrong questions, or leaving
sections blank will delay Privacy Officer approval.

In the following questions, answer the open ended questions in the bolded promptst "Keep beld

font on all answers provided. Answer Yes /No questions by deleting the answerhat doessot
apply. Do not add open ended text to Yes / No\responses.

Description and-Seepe ofinformation Management

Describe the purpose of youbprojectiinitiative/software. Describefa brief highalevel overview of
the functions, who will benefit from these functions, and who will be impacted if that is not
transparent. Indicate ifthere are groups that are restricted from use and the reason for
proposed restrictions, Describe whether there are other reference documents including previous
PlAs, whitepapers, or complianée documentation that may support this assessment.

The Canadj@an University Consortium coordinates surveys of.students in member
institutions, facilitates the exchange of the sunvey data among‘member institutions, and
promotes ‘awareness ofthe value of the surveys‘ameng university administrators and
policy makers in the poStsecondary educational system.

The survey data is an analysis havingfive broad purposes:

1) To better understand and track student experience and satisfaction with many
aspects of the institutions they attend

2) To improve studeni@ducational outcomes

3). To improve the services available to students

4) \Fo benchmark forpurposes of internal management and decision making, and

5) To contribute to aceountability reports to the governing bodies of member
institutions;\gevernments and the public;

CUSC-CCREU.surveys aperate'on a 3-year cycle:

a) Survey of First'Year,Students will be conducted in 2022, 2025, 2028, etc.

b) Survey of Middle Years*Students will be conducted in 2023, 2026, 2029, etc.
¢) Surveyef Graduating Students will be conducted in 2021, 2024, 2027, etc.

All Elements of Information or Data

Using concise point form, please list the elements of information or data involved in the initiative,
even if no personal information is involved. This could include client’'s name, age, address,
work/home email, work/home phone number, educational history, employment history, work
status, health information, financial information, photos, comments on a blog, or information
specific to your subject area.
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PIA # 21-002 Canadian University Campus Consortium (CUSC)
Focus: first year middle years graduating
making persistence retrospective
_ transitions and
Question theme career pathway
Academic history some some v
Applications to post-secondary v 0 0
Activities - academic, on-campus, volunteer v v
Comments (open ended) - negative, v v
positive
Commitment to completion 4 0
Commuting to campus
Current employment v
Current living arrangements v
Demographics — age, citizenship, v
gender
Demographics - marital stat
Demographics — parent/ v
Disability - types, acc v v v
Expectations versus v some some
Services - use, satis v v v
v v

0

v

v

v

some

v

0

v

v
Post-graduation - emp v
Professors, v

0

0

v

0

Aggregate statistical data provided to researchers from UNBC at the individual level
(cohort file): Name, unbc email, personal email, year of study, length of degree, age,
citizenship, gender, and load. Self-reported information within the survey by individual
submission: academic history including Year studies began, first year at institution, if
transferred from another PSI, overall average grade, and stop-outs; activities including
social and study habits; employment; finances including debt and income; living
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arrangements including marital status and number of children by age group; disabilities;
parent’s education level; and ethnicity.

Privacy Impact Assessment (“PIA”)

Location of Where Information is Managed

Does the information manager, vendor, and / or service,provider operate from an office outside

of Canada? No

Does any user of the information managed in t
of Canada beyond during short-term tempo

Does this initiative have any components tha
Canada? No

Does this initiative store inform

Does this initiative back
Canada? No

of the date L re any substantive
i plete a PIA update
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Privacy Impact Assessment (“PIA”)

Form B

Please review the entire form before you answer any questions. Providing more information
than the questions asks, providing information answering the wrong questions, or leaving
sections blank will delay Privacy Officer approval.

In the following questions, answer the open en
Keep bold font on all answers provided. Answe
does not apply. Do not add open ended tex

Name of Department: Institutional Research
PIA Drafter: Valerie Boyes

Email: valerie.boyes@unbc.
Oversight Provided by: Tr
Email: Trevor.Smith

agement department to complete a
e agreement, contract, MOA, MOU or

personally identifiable information for research or statistical
rivacy Officer to ensure that an Access to Restricted
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Privacy Impact Assessment (“PIA”)

Data-linking Initiative

In FIPPA, "data linking" and “data-linking initiative” aregstrictly defined. Answer the following
questions to determine whether your initiative qualifi€és as a “data-linking initiative” under the
Act. If you answer “yes” to all 3 questions, your initiative may be a data linking initiative@and you
must comply with specific requirements under the Act related to data-linking initiatives.

Is personal information from one database linked or‘combineddwith personal information ffom
another database? No

Is the purpose for the linkage diffefentifrom the ‘original purpose for which the personal
information in each database was,originally ebtained or compiled? No

Is the data linking is occurfing between, either two or more public bodies or one‘@rmeore public
bodies and one or moregfagencies? No

If | have answered yes to the'above three questions, | willFwork with the Privacy Officer to
ensure | meet thesrequirementsior, a data-linking initiative? N/A

Cammon or Integrated Program or Activity

In FIPPA, “commonor integrated programyor activity” is strictly defined. Answer the following
questions toldetermine whether yodr initiative, qualifies as “a common or integrated program or
activity” dnder the Act. If you answer “yes” to'alh3 of these questions, you must comply with
requiréments under the Act faf camimon or integrated programs and activities.

Does this initiative involy@,a program ar activity that provides a service (or services) through a
public body and at least oneyother publictbedy or agency working collaboratively to provide that
service? No

Does this initiative involve & program or activity that provides a service (or services) through a
public body‘thatisiwerking enybehalf of one or more other public bodies or agencies? No

The common or tegrated program/activity is confirmed by written documentation that meets
the requirements set'eut in the Regulations? (Privacy Officer will answer). N/A

Please note: If your initiative involves a “data-linking initiative” or a “common or integrated
program or activity”, advanced notification and consultation on this PIA must take place with the
Office of the Information and Privacy Commissioner (OIPC) as well. Contact the Information
Governance Officer to determine how to proceed with this notification and consultation in the
early stages of developing the initiative, program or activity.
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Privacy Impact Assessment (“PIA”)

Personal Information Flow Diagram and/or Personal Information Flow Table

In the table below, complete the Description / Purpos
instance that information is collected, used, stored,
this initiative. Unless not possible, ensure these
chronologically in order to make a transparent
steps and determine which type of informatig
that the practice is compliant with sections

ighlighting separately by row each
ected, disclosed and disposed of during

FIPPA
Authority
1. | UNBC registe rotection / 30, 33.2()
student grou losure
provides adi
Collection 26(e)
d'invitation and Protection 30
Associates Inc. to
ting of IP addresses to Protection 30
avoid email
invitation
S. i iates Inc. administers the survey, Collection, 26(e), 32(b),
and reminders to students, collects | Use, 32(c), 33.2(I)
data, and generates data files and reports for Disclosure
anages some reminder notices to ensure
nd the legitimacy of the request.
6. | UNBCre es data package including closed ended survey Collection 26(c)
items from all participating member universities, the master
report, UNBC'’s individualized report, data files of all full
responses from UNBC'’s students, and optional items ordered.
7. | Prairie Research Associates Inc. deletes the sample files that Disposition 31
UNBC sent and only keeps the resulting survey data. Survey

COPY OF RECORD RELEASED JULY 31, 2024 IN RESPONSE TO FOI 24-18



U Bc UNIVERSITY OF
NORTHERN BRITISH COLUMBIA

PIA # 21-002 Canadian University Survey Consortium (CUSC) Surveys

Privacy Impact Assessment (“PIA”)

response data is kept anonymous to protect students personal
information when this information is retained

8. | UNBC uses the resulting data to conduct initiatives that Use 32(c)
improve the quality of the university services provided to
students

Risk Mitigation Table

Please identify any privacy risks, even very unlikely onesy associated with thelinitiativeand the
mitigation strategies that will be implemented. ‘Please provide details of all such strategies. The
Privacy Officer will help identify the'likelihood (low, medium, or high) of this risk happening and
the degree of impact it would have on individuals kit occurred.

Risk Mitigation Table

“S0, ) Mitigation Strategy | Likelihood
1.
2.
3.

COPY OF RECORD RELEASED JULY 31, 2024 IN RESPONSE TO FOI 24-18



U Bc UNIVERSITY OF
NORTHERN BRITISH COLUMBIA

PIA # 21-002 Canadian University Survey Consortium (CUSC) Surveys

Privacy Impact Assessment (“PIA”)

Collection / Consent Notice

If your initiative is collecting personal information diregtly or indirectly from individuals, you must
ensure that all individuals involved are told the following:

e The purpose for which the information isibeing céllected
The legal authority for collecting it, and

e The title, business address and business telephene némber of an officér or'employee
who can answer questions about the collection.

Please include your proposed weording¥ama,collection & consent notice and where, it will be
located for individuals to read before collectiontakes place in the spacebelow. The Privacy
Officer will review and provide feedback.

SAMBLE LANGUAGE

From: PRA on behalf of the University of Northerngritish'Columbia
Subject: UNBCwants feedback from graduating students

Dear <Student First Name>:

| am writingto request your participation in the CUSE-CCREU 2021 Survey of Graduating
Students. This, study isfbeing conducted at mare than 40.Canadian institutions to help us
learm,about our Studénts and their experiences at UNBC. By completing this survey, you
are making,a substantial contribution toxuture'research that identifies changes and
patterns ntheexperience of undergraduate students from Canadian institutions. UNBC
collections your personal information through the use of this service under section 26(e)
of British Columbia’s Freedom ofiinformation‘and Protection of Privacy Act.

The CUSC-CCREU 2021 Survey of Graduating Students is managed by Prairie Research
Associates (PRA),&a Canadian company, using the survey platform Acuity by Voxco, a
global company. By ehoosing,to participate in this survey, you consent to disclose your
responses to PRA threugh the Acuity platform. Please be aware that UNBC does not
have direct@entrol overthe management of information collected through this survey.

If you lave any guestions about this survey, or how UNBC plans to use the results,
please contact theynterim Director of CTLT, Anne Sommerfeld at
anne.sommerfeld@unbc.ca.

We value your feedback and appreciate your support in our effort to improve the UNBC
experience for current and future students. The survey should take about 20 minutes to
complete. Each question requires aresponse. By completing the questionnaire, you will
automatically be entered into a draw to win one of three UNBC Bookstore gift cards
valued at $50 each.
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To complete the survey, click on the link below or copy and paste the link into your
browser. If you are asked for your survey access code, it will be the last 8 characters of
the link. The survey link below is unique to you and can only be used once.

Privacy Impact Assessment (“PIA”)

[CLICK HERE]
[survey link]

All of your responses are confidential. If you
please contact Nicholas Borodenko of PRA
to conduct this research, at cusc@pra.c
Thank you in advance for providing this
Dr. Mark Dale

Interim Provost and Vice-President Acade
University of Northern British C ia

Use this link to prevent rem s to this email address arding ey:
[Unsubscribe link] &

ms completing the surv.
company CUSC-CC
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Privacy Impact Assessment (“PIA”)

Information Management Controls

Please describe any access controls and/or ways in which you will limit or restrict unauthorized
changes (such as additions or deletions) to personal information. How is access to information
monitored and logged?

UNBC: Institutional Research staff manage any raw daté exclusively and do notprovide
that information to other departments for seécondarygise. Institutional Researeh staff will
ensure that they have the opportunity toguork'withother departments to sypport those
interpreting aggregate data.

CUSC/PRA: CUSC releases data to memberiinstitutions and imposes a Protocol fapData
Use that limits how that informationean be used if member institutions intend to
continue utilizing CUSC surveys. The Pratocol for Data Use conSists of the'following
understanding and restrictions:

1. The purpose ofghesurvey is to produce data thatawill allow participating
institutions to aSsess'their programmes and serviees. Comparisons with other
institutions are made to'@ssist in these assessmeénts.Ranking ofinstitutions is not, in
itself, a purpose of the survey.

2. The Survey data are owned collectivelyaby the participating institutions.

3. The report that has'been prepared may be reprodueed and distributed freely on the
campuses of,partiCipating institutions. However, use of the institutional code key is
restricted to members of the steering committee and senior administration at the
various campuses on a confidential'basis.

4. Institutions will recejy¥e a'data packagethat includes data for all participating
institutions along with*the institutional identifiers so that appropriate institutional
comparisons can h@made by each,institution. This must be done in a way that
protects the confidentiality of the astitutional identities and respects the absolute
right of each institutionite,decide what portions of its data should be disclosed.

5. For ingtitutional proemotion,recruiting or other public dissemination, rankings may
not be used."However, an institution’s mean results, the aggregate mean results, and
mean results for the'comparable group of institutions in the survey report may be
used, although,the names of other institutions may not be used.

6. Access te the aggregate data for research purposes may be granted to interested
persons pravided that the intended use is a legitimate, non-commercial one, the
researcher is'qualified and agrees to acknowledge the ownership of the data by
participating universities and to provide the consortium with a copy of any report or
publication that is produced. Decisions on such requests will be made by a sub-
committee with consultation with members of the full steering committee in the case
of requests that seem problematic.
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Privacy Impact Assessment (“PIA”)

Prairie Research Associates Inc. does not provide access to any information that has not
been approved through an order made and approved by CUSC.

How is an individual’s information updated or corrected? If information is not updated or
corrected (for physical, procedural or other reasons) please explain how it will be annotated. If
personal information will be disclosed to others, ho | the public body notify them of the

update, correction or annotation?
e veys
thej

is accurate, complete, available when needed a isposed of to meet legal
. Describe records retention timeline for the reco enerated from this

used and th
or correction

Surveys only provide one token for use.
completed, participants do not have acc
submissions.

Does your initiative use
individual(s)? No

about som
requireme
initiative.

sonal Information Banks

Will a datab rs be created in this initiative that organizes information by

. If yes, I will contact the Privacy Officer to ensure that | am identifying that
this is a Personalilnformation Bank (PIB) and identifying the legislatively required descriptors
listed in section 69 (6) of FIPPA. N/A
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Privacy Impact Assessment (“PIA”)

Privacy Officer Comments, Conditions & Concerns

This PIA is based on a review of the material provided to the Information Governance Officer as
of the date below. If, in future any substantive chan re made to the scope of this PIA, the
public body will have to complete a PIA update an mit for approval.

While UNBC has been participating in CUSC a number of years, futu
participation must include FIPPA authority | revised and ented in the
Collection / Consent Notice section.

NI
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Privacy Impact Assessment (“PIA”)

Form C

Once the PIA has been approved with or without conditions, the Privacy Officer will collect
signatures from the individuals provided below. A copy of the PIA will be distributed to all

al

Signature: per email chain

| am responsible for ensuring that | understand how records are being maintained within paper,
digital or other information systems within this PIA and that | communicate concerns regarding
the feasibility, accuracy, or security of information management in this initiative.

Signature: As per email chain Date 2021/01/26
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Privacy Impact Assessment (“PIA”)

Privacy Officer: Adam Cullum

Position: Information Governance Officer

| confirm that this initiative to the best of my knowle
applicable, has information management practic
of Information and Protection of Privacy Act.

as written in Form A, and B as
ly with British Columbia’s

Signature: As per email chain

A final copy of this PIA (with all si
Privacy Impact Assessment d
initiative. This signed form
been completed for this ini
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Adam Cullum

From: Trevor Smith <Trevor.Smith@unbc.ca>
Sent: Thursday, January 28, 2021 5:46 PM
To: Adam Cullum; Valerie Boyes

Subject: RE: CUSC PIA is ready for your review

Thanks!

Trevor Smith
trevor.smith@unbc.ca

As overseeing Valerie in this project, | agree to provide that oversight to ensure adherence to the management practices
presented in this PIA.

From: Adam Cullum <Adam.Cullum@unbc.ca> @
Sent: Tuesday, January 26, 2021 2:49 PM

To: Valerie Boyes <Valerie.Boyes@unbec.ca>; r Smith <Trevor.Smith@un >

Subject: RE: CUSC PIA is ready for i

| consider the plan as present with FIPPA and have effe signed the cy Officer line under Form C.

Adam Cullum, BA, C
Information Govern
Office of the Universi
Room ADMN 2021

University of Northern

contents of the email have been resolved.**

The PIA documents loo d to me and you can consider this email as authorization for the two signatures in my name:

1. Name of Individual leading the Program/Project: Valerie Boyes
2. Contact Responsible for Records Maintenance: Valerie Boyes

Valerie Boyes, BComm

Institutional Planning Analyst
Integrated University Planning — Institutional Research
University of Northern British Columbia

1
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250.960.5540
http://www.unbc.ca/institutional-research

Canada's Green University™
+ Please consider the environment before printing this e-mail.

From: Adam Cullum <Adam.Cullum@unbc.ca>
Sent: Tuesday, January 26, 2021 12:48 PM

To: Valerie Boyes <Valerie.Boyes@unbc.ca>; Trevor Smith <Trevor.Smith@unbc.ca>
Subject: RE: CUSC PIA is ready for your review

Hi Valerie and Trevor,

For the most part | agree with everything Valerie edite
guestion in two places regarding sharing raw data with t

let me know ifgyou a

Room ADMN 2021
University of Northern
3333 University Way
Prince George, BC V2
Telephone: 250 960 5

Sent: Monday, January 25, 2
To: Adam Cullum <Adam.Cullu
Subject: RE: CUSC PIA

notes. Also attached i
additional information to

rairie’'Research Associates Privacy Document that | found in my files. It includes some
tis already covered by the Service Agreement.

Adam, | have added some notes to clarify some points for you. Let’s discuss if you think any of these are an issue. Also,
thanks for pulling this together for us. | appreciate this more than | can say.

Best,
Valerie

Valerie Boyes, BComm
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Institutional Planning Analyst
Integrated University Planning — Institutional Research
University of Northern British Columbia

250.960.5540
http://www.unbc.ca/institutional-research

Canada's Green University™
+ Please consider the environment before printing this e-mail.

From: Adam Cullum <Adam.Cullum@unbc.ca>

Sent: Monday, January 25, 2021 11:44 AM

To: Valerie Boyes <Valerie.Boyes@unbc.ca>; Trevor Smith
Subject: CUSC PIA is ready for your review

Importance: High

vor.S

Hi Valerie and Trevor,

Please review the following forms and if gree uage presented i n we can work on
“signing” Form C.

| appreciate your patience whil ve waited e to get this toge .
alyst)

Information Governan

Office of the Universi i

Room ADMN 2021

University of Norther
3333 University Way

the conten the 'email have been resolved.**

attachments, is for the sole use of the intended recipient(s) and may contain
confidential and , use, disclosure or distribution is prohibited. If you are not the intended recipient,
please contact the Sender by reply e-mail j e original message.
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