UNIVERSITY OF .
: UNBC NORTHERN BRITISH COLUMBIA Privacy Impact Assessment
Capsim Simulation Software
Form adapted from the BC Government template for Non-

Minisiry Public Bodies. June 2014 PIA# 18-021 (Office of the University Secretariat to assign)

Why do | need to do a PIA (Privacy Impact Assessment)?

Section 69(5.3) of the Freedom of Information and Protection of Privacy Act (FIPPA)
bodies should contact the Information Governance Officer to determine int ici nd sign-off of the |
PIA. If you have any questions about this PIA template or FIPPA generally, lum (Information

— e o —

accurately assessed.

Part 1 - General
| Name of UNBC MBA
Department: | ) 2 ]

PIA Drafter:

Email: |_Phone: n25096077727 Nv URCH |
Department

' Manager: _ L __________J
CEmail: G Ghegyl Wallace@unbe.ca @ Phone: | 250-960-6783 |

focused om providing students with an experiential learning
dev strategic management and leadership skills.

contact information.

3. Related Privacy Impact Assessments

N/A (While not directly related, the principles of information management and consent in a
simulation learning tool will be similar to PIA 17-003 [ShadowHealth])
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UNBC %gg/fﬁgll?LYB%iTISH COLUMBIA Privacy ImpaCt Assessment

R o Capsim Simulation Software
orm adapted from the B overnment template for Non-
Ministry Ifubli{Bodies. June 2014 plate PIA# 18"021 [Oﬂ‘ice ofthe Universi

ariat to assign)

4. All Elements of Information or Data

First name, last name, email address [UNBC email], student perform
and scores), student association with UNBC School of Business.
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UNIVERSITY OF .
UNBC NORTHERN BRITISH COLUMBIA Priva cy Imp act Assessment
Capsim Simulation Software
Form adapted from the BC Government template for Non-

Ministry Public Bodies. June 2014 PIA# 18-021 (Office of the University S iat to assign)

Part 2 - Protection of Personal Information

In the following questions, delete the descriptive text and replace i

5. Storage or Access outside Canada

6. Data-linking Initiative*

In FIPPA, "data linking" and “dat
questions to determine whethe

and you must comp
initiatives.

&

ally obtained or no

no

on Governan i N/A
iniking initiative.
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UNB %ggESSALYB%TTISH COLUMBIA Privacy Impact Assessment

Form adapted from the BC G Late for N CapSlm SlmUIatlon SOftWClre
}\/Ioini.xv:y?uilicrgzziei June %Zlmen emplate for Nt PIA# 1 8 = 02 1 [ Ofﬁce Of the Universi

stgriat to assign)

7. Common or Integrated Program or Activity*

In FIPPA, “common or integrated program or activity” is i ver the
following questions to determine whether your initiati ifi = mon or
integrated program or activity” under the Act. If you answer se questions,
you must comply with requirements under the Act f d programs and
activities.
1. This initiative involves a program or activi o
services);
2. Those services are provided thr
no
N/A

itiative” or a “common or integrated
tion on this PIA must take place with
oner (OIPC) as well. Contact the
to proceed with this notification and

Type

|

license from the UNBC Bookstore to | Collection ‘ 26(d)
: use Capsim busin@ss simulation services and to register for a |
| student account. In the registration process, the student [
. matches their license to the course environment that the |
[ instructor(s) have developed for their class. Students sign '
 the informed consent notice before they purchase the ;
| license. The School of Business provides the students with |

| FIPPA '
| Authority
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UNBC 550 Gnconon Privacy Impact Assessment

Capsim Simulation Software
Form adapted from the BC Government template for Non-
Ministry Public Bodies. June 2014 PIA# 1 8- 021 (Office of the University Se

ariat to assign)

| the informed consent form to sign at purchase or in the
' semester before the course using Capsim is offered. This
: | allows time to collect student consent prior to purchase of
| |thelicense v
2. | Students participate in assigned product and service 26(d), 32(b)
| management simulations. Information is collected th

| typed submissions only. No transcripts are generat,

| stored on the student profile.

3. | The students are assessed in real time a
| immediate impact of their decisions. Stu
! debriefs after simulations are complete.

\1(1)(b), 31

4. | Instructor(s) use the class profi

| calculated usin The School of Business will
| inform Capsim o instructor(s) neediteyhave

| Disposition 31

except those | | g

they want to maintain | | i

B - 1 S I
| ' Student’s 1
vices. Students will be responsible for ]l | choice and '
| communicat how they want their data ] | responsibility

| managed.

9. Risk Mitigation Table

Please identify any privacy risks, even very unlikely ones, associated with the initiative and the
mitigation strategies that will be implemented. Please provide details of all such strategies. Also,

5
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UNBC /L\j/gg/ff-’fqggvya%l;-TISH COLUMBIA Priva Cy Impact Assessment
Capsim Simulation Software
Form adapted from the BC Government template for Non-

Ministry Public Bodies. June 2014 PIA# 18-021 (Office of the University Seeretariat to assign)

please identify the likelihood (low, medium, or high) of this risk happening ahd the degree'ef.impact
it would have on individuals if it occurred.

Examples can be removed and additional lines added as needed,

Risk ﬁhitiéaﬁoh Strategy T likelihood I-mpéct

1.
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' UNBC NORTHERN BRITISH COLUMBIA Priva cy lmp act Assessment
Capsim Simulation Software
Form adapted from the BC Government template for Non-

Ministry Public Bodies. June 2014 PIA# 18-021 (Office of the University Se iat to assign)

10. Collection Notice

University of Northern British Columbia

School of Business, Masters of Business Admini

of Business, and servers housing Capsim. The collection,
performance information is required for the purposes of:

e Evaluation of the depth and breadth o
simulations.

e Documentation of completi
the course using Capsi

ransmits and stores the information
and Protection of Privacy Act for the
breadth of business management

will need to access performance information
The end date for my instructor(s)’ access to my personal
f course + one year and one day] [YYYY-MM-DD].

d, the Schoal of Business will request my information be
have indicated that | want to maintain an alumni account. If | choose
responsible for the continued maintenance of my personal

information at Capsim after th tructor(s)’ access to my personal information is revoked.

Please initial next to one of the statements below:

Please delete my information from the Capsim servers on the above mentioned date.
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UNBC %gg/‘fﬁgALYBoH,I:TISH COLUMBIA Privacy ImpaCt Assessment

. o Capsim Simulation Software
A;i;?;:y%f;u{rgz;iei June%elr;mem vemplate or ot PIA# 18-021 (Office of the Universi

atgriat to assign)

Please keep my information on the Capsim servers as | wish to maintain an alumni course

is completed.

By signing below, | understand and I accept the use of Capsim as an evalu
Business course. | understand my responsibility for managing my person n during*and beyond
the use of Capsim service for the above purposes. | will be transmittid@ i

55 E Monroe STE 3210 Chicago, IL 60603
Phone: 877.477.8787

Website: https://www.capsim.com/contact/

psim’s online
ed to be made to my

is form, | will be responsible for
completing @ j ] j ion of my course that will be assigned by

and discl®sure of your personal information, please
unbc.ca or 250 960 6783.

Mailing Address:

Phone Number:

Student Number:
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. UNIVERSITY OF .
UNBC NORTHERN BRITISH COLUMBIA Priva cy lmp act Assessment
Capsim Simulation Software
Form adapted from the BC Government template for Non-

Ministry Public Bodies. June 2014 PIA# 18-021 (Office of the University Secretariat to assign)

Part 3 - Security of Personal Information

Please consult with the Information Governance Officer, the Chief InformatiomOfficer or the
IT Security Officer when filling out this section if you have any questions.

11. Please describe the physical security measures related to thedhitiative{if applicable).

12. Please describe the technical security measures related to the initiative (if applicable).

13. Does your department rely on any security policies2 If so, indicate here:

14. Please describeianylaccessicontrols and/or ways in which you will'fimit or restrict unauthorized
changes (such as‘additions or deletions) to,personal information.

15. Please describe how you trdck who has access to the personal information.

Part 4 - Accuracy/Correction/Retention of Personal Information

16. How is an individual’s information updated or corrected? If information is not updated or
corrected (for physical, procedural or other reasons) please explain how it will be annotated. If
personal information will be disclosed to others, how will the public body notify them of the
update, correction or annotation?
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UNBC %ggfggFIJVYB%TISH COLUMBIA Privacy lmpaCt Assessment

Capsim Simulation Software

Form adapted from the BC Government template for Non-

Ministry Public Bodies. June 2014 P IA# 1 8" 021 (Office of the Universi

griat to assign)

18. If you answered “yes” to question 17, plea

individual(s)? If yes, please explain.

Yes. The use of the software accounts for the partici
reach a standardized score per simulation to recei
course.

that the personal information is accurate and

The instructor(s) or School of Busin
inaccurate or incomplete reqgaading

structor(s) and School of Business staff
ement of student information.

Information Sharing Agreement ‘
assistance completing an ISA, please ‘ N/A ‘
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UNBC %g{“?/fl-’;gl?zyB%’;T/SH COLUMBIA Priva Cy lmpact Assessment

Capsim Simulation Software
Form adapted from the BC Government template for Non-

Ministry Public Bodies. June 2014 PIA# 18-021 (Office of the University Secretariat to assign)

Please check this box if the related Research Agreement (RA) is atta
If you require assistance completing an RA please co
Information Governance Officer, the UNBC Research Offi

Archives.
22, Will a personal information bank (PIB) result from this initia e legislatively
required descriptors listed in section 69 (6) of FIPPA. Un his information is

required to be published in a public directory.

No.

Please ensure Parts 6 and 7 are attached to your submitte )

Q

ce Officer as of
is PIA, a update will

sim and stored on UNBC servers or other external
ice to UNBC and the information needs to be kept for
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UNBC %’Zﬁ’fﬁ?ﬁ@yﬂr/w COLUMBIA Priva Cy ImpaCt Assessment

Capsim Simulation Software

Form adapted from the BC Government template for Non-

Ministry Public Bodies. June 2014 P IA# 1 8' 021 (Oﬂ‘ice Ofthe Universi

riat to assign)

Part 7 - Progr

Philip Grant

Area Signatures

Name of Individual leading the
Program/Project

(Normally the

completed the PIA)

Cheryl Wallace

ate

individual who

MBA Director

N/A

te

Contact Responsible for Sys

Maintenance
(if applicable)

Adam Cullu

Date

and/or Sec

Dec (2 20/&

Information

Date

ithout conditions, the Information Governance Officer will collect signatures
y will be provided to all signatories for convenience or to attach to a
ition or file with a contract.

res) will be kept on record with the Information Governance Officer.
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