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“personal information” means record
including,

(a) information relating to the r
sexual orientation or marital

ethnicYrigin, colour, relig
the individual,

(e) the pe
individual,

individual or where t
about the igshiidual.
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2 General Information

1. Name of Department, Branch and Program A

Student Experience, Student Advising & Car
Student Recruitment

2. Name of Program or Service Represe
Career Cruising

] Yes

5. Do yo@kave an endi@ate planned?

ment/coaching/advising to current
rs lack the tools to provide adequate career

Individualized Student Career Plans and Pathways, customizable based on education

e S o S, S e S . ' [ S [ S < N U S Ry [N R ¥
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7. Describe the Purposes, Goals and Objectives

Why are you doing the initiative? What need does the initiative meet?

Purpose: Provide students with access to Care
improving student recruitment and retention.

evelopment resources, thereb

Goal: Direct students to programs that
their strengths and interest in alignment

Objective: Provide scalable career service
Career Centre mandate.

&\

or tRe program or system

students.
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9. List of All Stakeholders Impacted / Involved

Stakeholder Role

Student Advisors Access Caree

Student Recruiters ounsellors” and pro

ective students in.using the

Current Students

onboard training for U
assistance as reguired.

10. Pease@ ments below.

11. Describe any Relevant Existing Policies
Protection of Privacy Policy GV 2

staff and are available for
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12.Describe any Related PlAs

14.Research / Health

will be or research or

13.Describe any Relevant contractA@
er\ A

Do you anticipate t llected by program /s
health system use?

O Yes

15.1f so,
anony

se explaini@nd provide details e (aggregate, de-identified,

etc.)
, and Disclosure
inforrm@iion elements involved in your initiative?

formation or data that you might collect, use, store, disclose, or

in an appen
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FIPPA
Section

Authority to Collect Personal Information

26(a)
26(b)
26(c)

26(e)
26(f)

26(g) the public

Method of | FIPPA
llection | Section
or
Disclosure
student 26 (c) & (e)

voluntarily
discloses

count; used for|student 26 (c) & (e)
job search engines |voluntarily

discloses

a Career Cruising \S;gfgﬁtf:r”y 26 (c) & (e)

discloses

Student np ents (optional) within the Career |student 26 (c) & (e)

voluntarily

assessme discloses
tudents (optional) within the Career  |student 26 (c) & (e)
voluntarily

discloses

COPY OF RECORD RELEASED JULY 31, 2024 IN RESPONSE TO FOI 24-18



u B UNIVERSITY OF
NORTHERN BRITISH COLUMBIA

Privacy Impact Assessment Form

3.1 Collection Notic

ovide a collection not except in limit

al information is to ‘.b

ill be collected gh the '.- reer Cruising platform (online). Students

ed to the portal access (link e UNBC website) where they will be promoted to

Section (c) and (e) of t
informatio i e used to create your profile on the Career Cruising platform.

18.Review the sample collection notice and attach the notice as an appendix.

(See Appendix C for an example)

COPY OF RECORD RELEASED JULY 31, 2024 IN RESPONSE TO FOI 24-18



u B UNIVERSITY OF
NORTHERN BRITISH COLUMBIA
Privacy Impact Assessment Form

3.2 Use

19.Please list all users of Pl including third parties

Career Cruising
UNBC

prospective students
uitment activities such as:
opment worksheets, resume

n is only used to
ared or used by
see the Career C
http://public.careercr

ements with Career Cruising. Data is not
areerCruising for any other activities.

3.3 Disclosure

Section 26 states that A public body may disclose personal information in its custody or
under its control only as permitted under section 33.1, 33.2 or 33.3. A public body may
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disclose personal information referred to in section 33 inside or outside Canada as
follows:

in accordance with Part 2;

if the information or disclosure is of a type d

(i);

if the individual the information is about
the prescribed manner, to its disclosure i

nselling access to
s, Student

pport, maintenance of the
port and answer queries for UNBC
to UNBC data is limited and not all

10
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22.Will it be disclosed to anyone outside of Canada?

Provide details on the disclosure, including where and how personal information will be stored.

&

here and ho rsonal in ation will be stored.

No.

23.Will it be disclosed

Provide details on t

No

Provide details on the dis

11
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4 Storage and Location of the Personal Information

25.Is any personal information stored outside of ada?

] Yes [“INo

26.Describe how Pl information will be

If you are using a cloud solution, there may b
initiative. Cloud solutions are typically conside

12
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27.Describe the contractual terms in place.

Here you will describe what type of contract you rely on for your initiative (if applicable). For
example, you might be contracting a cloud-based servige specifically for your initiative, or you
might be using an enterprise offering.

Software of a service

28.What controls are j

Career Cruising
servers internally and un
personal info ion on an

eeded basis.

all standard users. CareerCruising employees will
rovide support and access, unauthorized
attempts provide alerts

13
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30. Describe the privacy risks for disclosure outside of Cagada.

Use the table below to indicate the privacy risks, potential impact§)likeliho@@of occurrence and leWel of Peiwacy risk” For each privacy
risk identified, describe a privacy risk response that isPk@pertionaté@ito the level of risk posed.

This may include reference to measures to protect thesensitive persenal information,(contraétual, te€hnical, security, administrative
and/or policy measures) that you outlined qdove.

Privacy risk Impact to hikelihood of | Level Qi@ Risk responSgihis may Is there any outstanding
@lviduals | @wuthorized | privacy ingidde contractual risk? If yes, please
coll€ction, risk (low, | mitiG@hions, technical describe.
use, fiecium, | control§gand/or procedural
disclosure, Rig) and policy barriers)
or storage of
Pl (low;
W,
high

14
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5 Data Linking

In FOIPPA, “common or integrated progra
following questions to determine wheth
integrated program or activity” under the
questions, you must comply with require
programs and activities.

“‘yes” to all
Act for comm

ram/acti is confirmed by written documentation
ut in the Regulations? (Privacy Officer will answer).

16
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6 Privacy and Security Safeguards

initiative should not be able to access
ose. You need to make sure that your

People, organizations and governments outside of yo
the personal information you collect, use, store or di
personal information is safely secured in both p

34.Does your initiative involve digital to
Yes ONo

If yes, please discuss with |
assessment

to the physical environment that
: example, whether your
P .(SICA. 3 jion limi o the filing cabinet or file room

TECHNICAL i : Ample, firewalls, encryption, and intrusion

ADV'NISTK. TWVE

personal information; for example, role-based access controls,
annual privacy training, employee codes of conduct, and privacy-
related clauses in contracts.

17
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35.Describe administrative safeguards

36.Describe physicalysaigguards
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37.Please reach out to our CISO Office and ITS for the vendor assessments and

technical requirements for IT/security threat risk assessment to fill out these sections
or attach that assessment to this PIA.

7 Privacy Risk Ildenti tion and

itive personal information
ial or medical information,

Context is not sensitive

Context is sensitive

Involves the personal inform.
of a few individuals

Ives the personal information
individuals

Involves personal information of one
or more vulnerable populations

Has a major impact on individuals
(e.g. high stakes)

Is long-term

Involves one or more of the additional
factors (see addition factors above) risk factors (see additional risk factors
L above)

19
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38. Identify any privacy risks, even very unlikely ones, associated with the initiative and
the mitigation strategies that will be implemented.

Please provide details of all such strategies. The
likelihood (low, medium, or high) of this risk ha
would have on individuals if it occurred.

ivacy Officer will help identify the
ning and the degree of impact j

*Risk Likelihood
Levels
Low Little possibility the ri
occur due itig factors cy, safety, or

A possibility that the risk will occur

the privacy, safety, or economic standing
ividuals or the corporation.

Compromise would likely cause significant
and immediate harm to the privacy, safety,
or economic standing of individuals or the
corporation.

20
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If this PIA addresses a co is PIA to the Office of the Information and

Privacy Commissioner a

n or integrated @Wobgram, UNBC must sub
their examinatio vice, and time

25

COPY OF RECORD RELEASED JULY 31, 2024 IN RESPONSE TO FOI 24-18



u B UNIVERSITY OF
NORTHERN BRITISH COLUMBIA

Privacy Impact Assessment Form

8 Accuracy, Correction, and Retention

39.How will you make sure that the personal i ation is accurate and completg?

If required, CNC professional staff can co
UNBC student profiles to chec
working with a student and
requirements in alignment w
account.

Students have acc eir own unts and can rect th wn information.

information, notify the student, and manually
the system, or the student will change their

26
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42.Sometimes it's not possible to correct the personal information. FOIPPA requires
that you make a note on the record about the request for correction if you’re not able
to correct the record itself. Describe the process of how you will make a note on the
record.

n/a

a benefit

e Using a person's employment history to decide whether they can move forward in
a job competition

27
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e Using a person's health information to decide the level and type of care they
receive

[ Yes “INo

45.If yes, do you have an approved informati@h sched@le in place related to p nal
information used to make decisions?

L] Yes No
46.If yes, please include ypu rove tion schedu\

owy ill eR8ure the information will be kept for a
used to e & decision that directly affects an

ecisions. It is only used by the student to help

28
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9 Personal Information Banks

A personal information bank is a collection g
or searchable by the name of the individua
identifier. A personal information bank
Personal information banks contain pers

¢ Linked to an identifiable j

e Organized and capab

e Normally compid@d for a si urpose

48.Will yourd e result in rsonal information ban

Yes CONo

If yes, ans he following questions, if ease proceed to the next

29
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51.Description:

Lists of student information -- to be pulled for reports (ex. how many students are using
the service)

52. Authority: @

This personal information is begin un
26 (a), (c), and (e) of the Freed Infor
T &

tudent career advising holistic ssing usage reports

54.Cateégory of Users\&

students E

30
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9.2 Method of De-identification/Anonymization/Aggregation for
Personal Information

55.Please explain how Personal Information will J#& de-identified or anonymized and by
whom?

Career Cruising's policy for removing persenal information is to physically and
permanently delete the data from our database. They do ngbuse de-identifi€ation or;
anonymization methods to remove persanal infermation ffom our database.

Career Cruising's data deletion process is'managedby their internal team, and‘they
ensure that the deletion is completéyand permanent to protect the privacy. of users.
Career Cruising team follows strict protagels'te ensure that perSenal information is
securely and permanentlyddeleted from their'systems.

9.3__ Audits

56.What d@€es the audit log track? How detailed is the data (&, date stamps, time

stamp@flaccess confiibl number, IP addf{€SSieic.)? Does th€ audit log include the
purpos€ief an accegs?
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57.Are the audit logs immutable?

58.Who reads the audit logs, and how loR@ are (Rgy, ke@h”

Audit logs are only visible by Career Cruising (Xello).’'Some events are visible by
admins/users such as login activity:

59.Who is respansible for OM@ksight of user accegé?

Customers, sugh as UNBC, are responsible for provisioning their own users'in the Career Cruising SaaS platform,
including setting permissions and providing access. This means that customers have complete control over who can
access their data and what level of access each user has.

Career Cruising\provides a user management system that allows customers to easily create, edit, and delete user
accounts, as wellas set permissions and access levels. The Caregér Cruising support team is available to assist
gustomers with any questions or issues they mayyencounter, wh&n managing user access.

60 N8 there a s€paration of rg8Ronsibility D@hwee® those who supervise administration of
tRE system, or security®f tigisystem, and§hose who verify the audit logs (e.g., does
th@lauditor in the oggahization\@&ye a role, or is it the security department?
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61.1s the system responsive or passive? For instance, is it possible to put a monitor on
particular individuals (e.g., in a hospital setting, if a celebrity is admitted as a patient,
etc.)? Will access produce an immediate response and not just a log entry for review
months later?

62. Will those foungdpto allise access pvileges be sa#i€tioned in @meaningful (and
visible) way?
Career Cruising takes access‘control and security very seriously and expect all users to
adhere tour policies and guidelines. Any misuse or abuse‘@haccess privileges will be
investigated thoroughly, and appropriate actiemwill be taken, which may include
revoking access privileges and reporting the incidentite. the appropriate authorities.
Career Cruising believes that it is important to\maintain‘transparency in our response to
any security incidents, and they will'take appropriate steps to ensure that the
consequenees of such incidents‘are visible to all relevant parties.

33
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10 Conclusions and Approval

Once the PIA has been approved with
collect signatures from the individuals pr:
distributed to all signatories for convenien
contract.

als partiClpating in this initiative as appropriate. |
actices on this PIA, or arranging a PIA

Signature: Date:

34
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Name of Director or Dean Overseeing the Program/Project:

| am accountable for overseeing my staff i
to information management practices p
lead named above to contact the Privac
required.

Signature:

ment practices that ¢

e University% itish Columbia.
Date:

Name of Privacy Officer:

Position:

| confirm th
sectio

Freedom

he best of my knowledge as written in the above
ation management practices that comply with British Columbia’s
jon and Protection of Privacy Act.

Signature: Date:

35
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11 APPENDIX A: DEFINITIONS

Confidentiality

Consent

idual, but sometimes it
is not always a

Core pri
principles

rinciple 1iSted as number three below is often
substitut r “legal authority”.

ccountablility - An organization is responsible for personal
rmation under its control and shall designate an individual
orWlividuals who are accountable for the organization's
ompliance with the following principles.
2. Identifying Purposes - The purposes for which personal
information is collected shall be identified by the organization
3.

at or before the time the information is collected.

Consent - The knowledge and consent of the individual are
required for the collection, use or disclosure of personal
information, except where inappropriate.
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4. Limiting Collection - The collection of personal information
shall be limited to that which is necessary for the purposes
identified by the orgagigation. Information shall be collected by
fair and lawful me

shall not be
for which it i

protected by
the sensitivity of the

ity safeguards appropria
information.

Phon request, an individual shall be
tence, use, and disclosure of his or her

d completeness of the information and have it
ended as appropriate.

Challenging Compliance - An individual shall be able to
ddress a challenge concerning compliance with the above
principles to the designated individual or individuals
accountable for the organization's compliance.

Data (inform ) Mapping the flow and manipulation of information within and
flows across systems or business processes.
Data matching An activity that involves comparing personal data obtained from a

variety of sources, including personal information banks, for the
purpose of making decisions about the individuals to whom the
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data pertains. Included in this definition of data-matching is data
linkage, also known as data profiling.

Personal information  For data to be categorizg@ as personal information (rather than

| identification is thus
ion into personal i

| or information relating to
ividual has been involved,

ny identifying nu ol or other particular assigned to the
individual,

o¥views of the individual except where they
idual or about a proposal for a grant, an
rize to be made to another individual by a

titution or a part of a government institution
regulations.

ndence sent to a government institution by the individual
is implicitly or explicitly of a private or confidential nature, and
es to such correspondence that would reveal the contents of
the original correspondence.

the views or opinions of another individual about the individual.

N\

the views or opinions of another individual about a proposal for a
grant, an award or a prize to be made to the individual by an
institution or a part of an institution referred to in paragraph (e),
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but excluding the name of the other individual where it appears
with the views or opinions of the other individual, and,

the name of the individu
information relating tg

here it appears with other personal
individual or where the disclogyre of the

relates"o the services performed, including the terms of
the contract, the name of the individual and the opinions or

pjews of the individual given in the course of the
performance of those services,

information relating to any discretionary benefit of a
financial nature, including the granting of a license or
permit, conferred on an individual, including the name of
the individual and the exact nature of the benefit, and

e information about an individual deceased for more than
twenty years.
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Privacy Privacy is the claim of individuals, groups or institutions to
determine for themselves when, how and to what extent
information about them isgscommunicated to others.

Privacy officer

e investigation of a priva
organizatiog

rivacy officers ma ponsible for managing changes to
an organizgtion’s:

*@iquiry and complaint processes.

enting unauthorized collection, use and disclosure of an
individual’s personal information.

The person responsible for managing and directing the projects of
a public body, with emphasis on coordinating and prioritizing
resources, and managing the risks which emanate from projects
in development or underway. Program managers are
responsible for ensuring that the projects they lead or direct are
compliant with government policies and the law.

Privacy pr [
Program\age

41
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Risk assessment The process of quantifying the impact of implementing a particular
idea, process, system or strategy.

Threat and Risk A risk management pr, threats

ss used to evaluate the securi
Assessment (TRA) associated with inf '
confidentiality.
can help provid

42
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12 APPENDIX B CSA MODEL CODES

The 10 Privacy Prigiiples

Y

Identify
‘urpose

@ Provide Recourse. [fyou
receive a complaint about how
an individual's personal
information has been handled,
direct it to the Privacy,
Compliance and Training
Branch immediately, via the
breach reporting line: 7-7000,
option 3. Learn more from link
provided below.

Provide
Recourse

Right of Access and Correction.
Individuals have a right to
access their own personal
information, or have that
information corrected. Be
aware of the FOI process, and
direct any requests to
Information Access Operations
immediately. More information
provided at link below.

Right of
Acces:
Correcti

nd ©

2

%

Ensure Accuracy.
You must make a
reasonable effort to
ensure persanal
information collected

is accurate and complete
if it will be used to make
adecision affecting the
individual it is about. Find
more about this requirer
atthe link below.

Rrivacy
Principles

et
nsent

0 =

Limit Use,
Disclosure,
Retention

Open and
nsparent

N

Be Open and Trans
Routinely release anv
that can be regularly
to the public. Proacti

Be
Acco

be of interest to the publ
@psult with Information

Ministry Privacy
d your MPO at the

For more information on the pri principles and resources, visit:

43
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o Identify Purpose. Must identify in

onsent. Secure consent as
ns to use or disclose
al information for
ry purposes. Consent
ritten and explicit.
ome specific
circimstances where consent is
not required. See the link below.

@ Limit Use, Disclosure.

Youmay use or disclose personal
information for the purposes
identified when it was collected,
or another reason authorized by
FOIPPA. For new uses, get
consent. More information
provide at the link below.

Limit Retention. Personal
information used to make a
decision about an individ ual
must be retained for at least one
year. Information must be
destroyed in accordance with
any applicable records retention
schedules. Find your Records
Officer at the link below.

{6 Reasonable Security. Must make

reasonable security arrangements
to protect personal information.
Measures should be appropriate
and proporticnal to the
sensitivity of the information.
Consideration should be given

to physical, technical and
procedural measures. Find your
MISO at the link below.
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13 APPENDIX C SAMPLE PRIVACY AND CONSENT
NOTICE

WE NEED TO COLLECT INFORMATION FROM YOU

UNBC Continuing Studies needs to coll€et information fropa' you to:
1. Enroll you
2. Confirm sponsorship arrangements
3. Process your paymient
4. Generate a class list for instructers
5. Ensure that grades and, certificates are assigned te the correct student

6. Assist our partners in verifying certificate validity

WE HAVE PERMISSION TO DO THIS

The Wniversity of Northern British Columbia callects, uses, shares, discloses, maintains
and when applicable deletes and destrays Personal Information provided on this form
according to the Freedom ofdnformation and Protection of Privacy Act [RSBC 1996 c.
165].

HOW WE WILCL USE:AND SHARE YOUR INFORMATION

ContinuinggStudies mustidirectly disclose some information on this form and your
course completion statusyto your sponsor, including your employer if you are sponsored
through your joby, Continuing Studies may need to share the information on this form
with anyone,repaifing or maintaining electronic systems involved in this Continuing
Studies course.

UNBC Continuing Studies is the training agency chosen to deliver the Wildlife
Dangerous Tree Assessor courses on behalf of the Wildlife Dangerous Tree Committee
of BC (WDTC). Under the terms of our agreement with the WDTC, Continuing Studies
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provides a list of current assessors upon request. Under the terms of this agreement
UNBC also provides a list of current Fire assessors to BC Wildfire Services (BCWS),
twice a year to support certificate verification. Personal information on this form will be
shared confidentially with members of the WDTCg€ertificate status, certificate number
and copies of certificates may be shared uponsequest by contractors and employers for
the purpose of confirming qualifications.

You have the right to revoke consent to the collectionguse, retention, and disclesure of
personal information at any timegbut doing'so will result in consequences including,, bat
not limited to, forfeiting registration‘inithe course.

HOW WE WILL PROTECT YOUR INFORMATION

UNBC is obligatedrto protectyour personal information and has various processes in
place to ensure it is secure.

HOW LONGWE WILL KEEP YOURINFORMATION

The\Fregdom of-Information and Protection of Privacy Act allows us to keep your
Personal Information for at léast one year after collection and when its period of
usefulness is over we willisecurely, delete or destroy it. In the case of the Wildlife
Dangerous Tree Assessor Certificate,Program, hardcopy materials are kept for the life
of the Certificate, whichiis,four years;before being destroyed.

WHAT TO DO IE, THEINFORMATION WE HAVE COLLECTED
FROM YOU.IS INCORRECT, OR YOU HAVE QUESTIONS?

Pleasé centactlUNBC Continuing Studies at: 250-960-5980 OR cstudies@unbc.ca

If you still have questions or concerns, please contact: Governance Officer for Access,
Privacy and Records Management at privacy@unbc.ca

By registering for this course, you indicate you have read, understand, and agree to the
privacy statement. You also understand that you have the option to ask questions about
any part of this statement before registering.
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Signature: Date:
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