U B c UNIVERSITY OF
NORTHERN BRITISH COLUMBIA

Privacy Impact Assessment (“PIA”)

PIA # (Privacy Officer to Assign) UNBC_CloudAlly Secure Cloud Backup
(Client Relationship Management
System)
Form A

Please review the entire form before you answer
than the questions asks, providing information
sections blank will delay Privacy Officer appr:

uestions. Providing more inform

In the following questions, answer the open
font on all answers provided. Answer Yes / N
apply. Do not add open ended tex

. Describe a brief high level overview of
and who will be impacted if that is not

that are restricted from use and the reason for

ere are other reference documents including previous
PlAs, whitepapers, ation that may support this assessment.

CloudAlly is a secur force backup and recovery service for Salesforce data,
metadata, dard Objects, Custom Objects, Attachments, Reports,
, Workflows, and Classes. The Amazon S3 storage will be in

Cana
Usingab covery service protects CRM user data loss: collection of
prospects, i iries, applicants, and students’ decisions, preferences, interests; logging

of UNBC intera ns and communications; and critical data points for recruitment
engagements and real-time reporting.

Only the CRM Administrator or other permitted UNBC ITS personnel will have access to
CloudAlly.
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U B c UNIVERSITY OF
NORTHERN BRITISH COLUMBIA

PIA # (Privacy Officer to Assign) UNBC_CloudAlly Secure Cloud Backup
(Client Relationship Management
System)

Included with this PIA as supporting documentation are: Salesforce.com Backup User

Guide CloudAlly, Security Overview — CloudAlly, CloudAlly Salesforce Backup Data

Sheet

Privacy Impact Assessment (“PIA”)

All Elements of Information or Data

work/home email, work/home phone number
status, health information, financial informatio

hic information
rical inform

Does the informati
of Canada? Yes

naged in this initiative access this information from outside
of Canada b term temporary travel? No

Canada?
Does this initiati

tore information for operational use outside of Canada? No

Does this initiative back up or make additional or redundant copies of information outside of
Canada? No

Privacy Officer Comments, Conditions & Concerns
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u B UNIVERSITY OF
NORTHERN BRITISH COLUMBIA

PIA # (Privacy Officer to Assign) UNBC_CloudAlly Secure Cloud Backup
(Client Relationship Management
System)

Privacy Impact Assessment (“PIA”)

This PIA is based on a review of the material provided to the Information Governance Officer as
of the date below. If, in future any substantive changes are made to the scope of this PIA, the
public body will have to complete a PIA update and s it for approval.
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PIA # (Privacy Officer to Assign) UNBC CloudAlly Secure Cloud Backup
(Client Relationship Management)

Privacy Impact Assessment (“PIA”)

Form B

Please review the entire form before you answer any questions. Providing more information
than the questions asks, providing information answ: the wrong questions, or leaving
sections blank will delay Privacy Officer approval.

Keep bold font on all answers provided. An
does not apply. Do not add open ended text

ete all required physical and

rnal parties involved ensures the compliant
provides about its stakeholders. Yes
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U Bc UNIVERSITY OF
NORTHERN BRITISH COLUMBIA

PIA # (Privacy Officer to Assign) UNBC CloudAlly Secure Cloud Backup
(Client Relationship Management)

Privacy Impact Assessment (“PIA”)

Data-linking Initiative

In FIPPA, "data linking" and “data-linking initiative” afe strictly defined. Answer the following
questions to determine whether your initiative qualifies as ag'data-linking initiative” underthe
Act. If you answer “yes” to all 3 questions, yourdnitiative say be a data linking initiative and you
must comply with specific requirements undér the Actselated to data-linking initiatives.

Is personal information from one database linked or combined with personal infermation from
another database? No

Is the purpose for the linkage different from the,original purpose for whieh the persanal
information in each database,was originally obtained or compiled2 N/A

Is the data linking is oceurring between gither two or more public bodies,or one or more public
bodies and one or more agencies? N/A

If I have answerediyes to the above three questions, Kwill workwith the Privacy Officer to
ensure | megt the requirements fora data-linking initiative? N/A

Coammon or Integrated\Programeer Activity

INtEIPPA; *common or integrated program @nactivity’\is strictly defined. Answer the following
guestionsto determine whetherg/our initiative'qualifies as “a common or integrated program or
activity” under the Act. If you@answer “yes” to all'3'ef these questions, you must comply with
requirements under the Actfor commen or integrated programs and activities.

Does this initiative involvei@yprogram or agctivity that provides a service (or services) through a
public body and at least one‘@ther public body or agency working collaboratively to provide that
service? No

Does this initiativelinvelve a'program or activity that provides a service (or services) through a
public bedy thatis working‘en behalf of one or more other public bodies or agencies? No

The comman,or integrated program/activity is confirmed by written documentation that meets
the requirements set out in the Regulations? (Privacy Officer will answer). N/A

Please note: If your initiative involves a “data-linking initiative” or a “common or integrated
program or activity”, advanced notification and consultation on this PIA must take place with the
Office of the Information and Privacy Commissioner (OIPC) as well. Contact the Information
Governance Officer to determine how to proceed with this notification and consultation in the
early stages of developing the initiative, program or activity.
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U Bc UNIVERSITY OF
NORTHERN BRITISH COLUMBIA

PIA # (Privacy Officer to Assign) UNBC CloudAlly Secure Cloud Backup
(Client Relationship Management)

Privacy Impact Assessment (“PIA”)

Personal Information Flow Diagram and/or Personal Information Flow Table

In the table below, complete the Description / Purpose highlighting separately by row each
instance that information is collected, used, stored; protected, disclosed and disposed af during
this initiative. Unless not possible, ensure these steps areg arranged how they would.@ecur
chronologically in order to make a transparent workiflow. The Privacy Officer will r@view your
steps and determine which type of informatian,management practice each entry is.and eaSure
that the practice is compliant with sections under the ActyThis table must be acecompanied by a
workflow diagram if practices are ngt transparent or if the'PIA is related to a common Or.
integrated program or activity or a‘data=linking initiative.

Personal Information Flow Table

Description/Purpdse N | Type FIPPA
- 1 Authority
1. | salesforce —@#atabaselayer for CRM Stere/Use
2. CloudAHFAWS S3 Data Sterage Store
3. | salefforce — database layer for CRM Store/Use

Risk Mitigation Table

Please\identify any privacy¥isks, even,very unlikely ones, associated with the initiative and the
mitigation strategies that'will be implemented. Please provide details of all such strategies. The
Privacy Officer will help identify the likelinoed (low, medium, or high) of this risk happening and
the degree of impact it,would have on individuals if it occurred.

Risk Mitigation Table

Risk %, e » | Mitigation Strategy Likelihood | Impact
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(Privacy Officer to Assign) UNBC CloudAlly Secure Cloud Backup
Client Relationship

Privacy Impact Assessment (“PIA”)
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UNB c UNIVERSITY OF
NORTHERN BRITISH COLUMBIA .
Privacy Impact Assessment (“PIA”)

PIA # (Privacy Officer to Assign) UNBC CloudAlly Secure Cloud Backup

(Client Relationship Management)
Collection / Consent Notice

If your initiative is collecting personal information directly or indirectly from individuals, you must
ensure that all individuals involved are told the followi

packup datais not [ can only be accessed using the
platform. CloudA activated, deactivated or restored by

Not applicab
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U B c UNIVERSITY OF
NORTHERN BRITISH COLUMBIA

PIA # (Privacy Officer to Assign) UNBC CloudAlly Secure Cloud Backup
(Client Relationship Management)
Information Disposal

Privacy Impact Assessment (“PIA”)

Does your initiative use personal information to make decisions that directly affect an
individual(s)? No

If you answered “yes”, please explain the efforts th il be made to ensure that information

requirements. Describe the records retenti
initiative.

Not applicable

n schedules th wher tention
e der the Act“Please contactthe In i ernance

If you answered yes above, pl
exceeds the one-year requi
Officer if you require assi

Not applicable

r Comments, Conditions & Concerns

This PIA is
of the date b
public will

f the material provided to the Information Governance Officer as
y substantive changes are made to the scope of this PIA, the
to complete a PIA update and submit for approval.
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U Bc UNIVERSITY OF
NORTHERN BRITISH COLUMBIA

PIA # UNBC CloudAlly Secure Cloud Backup
(Client Relationship Management)

Privacy Impact Assessment (“PIA”)

Form C

Once the PIA has been approved with or without conditions, the Privacy Officer will collect signatures
from the individuals provided below. A copy of the PIAtwill be distributed to all signatories for
convenience or to attach to a requisition or file with@ contract.

Please fill in the name, position, and date in thé'belded areas indicated then each individual signs
under the signature line confirming that individual‘agrees with theé corresponding statement@bove the
signature line.

Name of Individual leading the Program/Project: Pat Herbert/Bernadette Patenaude

Position: Manager, Enterprise Systems, Director, Integrated Planning

I confirm the information anagement practices in this initiative havesbeen documented on Form A, and
B as applicable, as aceurately as | am aware and | commit t@ communieating appropriate information
management practiees to allindividuals participating in thiS initiative as appropriate. | commit to

following the documented pragctiees on this PIA, or arranging & PIA amendment if | am aware
information management practices,in this initiative change.

. L 12013122
Signature: Date

Directanoer,Dean Overseeing the Program/Rroject: Trevor Fuson

Positioné Chief Information Offiger

| am accountable for overseeing mysstaff involved in this initiative to ensure they adhere to information
management practices Qresented in thisPIA. | will arrange for the project lead nhamed above to contact
the Privacy Officer to arrange,a PIA amendment if required.

Signature: - Date Jan 3, 2022

Contact Responsiblexfor Records Maintenance: Teri Buchanan
Position: ITS Solutions Architect and CRM Administrator
| am responsible for ensuring that | understand how records are being maintained within paper, digital

or other information systems within this PIA and that | communicate concerns regarding the feasibility,
accuracy, or security of information management in this initiative.

sgawre: NG oo 12120122
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UNB c UNIVERSITY OF
NORTHERN BRITISH COLUMBIA .
Privacy Impact Assessment (“PIA”)

PIA # UNBC CloudAlly Secure Cloud Backup

(Client Relationship Management)
Privacy Officer: Rahim Somani

Position: VP Finance and Administration
I confirm that this initiative to the best of my knowledg

information management practices that comply wit ish Columbia’s Freedom of Information and
Protection of Privacy

Signature: January 3, 202

Governance. The Privacy Impact s not commit UNBC to finan
approve this initiative. This sig arantee that all

Dave Kubert, Chief Informatio
Security Officer Signature
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