U B c UNIVERSITY OF
NORTHERN BRITISH COLUMBIA
PIA Determination and Template

PIA#: (assigned by Privacy Office) Topic: Course Merchant
PART A

Document Version, Review and Approval H

istory
Version Author Nature of €hange Date
1.0 Nicole Neufeld Renewal March 22, 2022
1. Introduction
General Description
Stu istration
that e tudents,

¢) Name of Program or
product that is

that will be hosted

e
Course ant (Continui
gistration managem

e to run for the foreseeable future with no

| 2. Description
Description of the

ng Studies online programming in D2L. The program supports
re registering for Continuing Studies courses to register and pay for their
used to create reports for finance and prepare class lists for

There is a prior PIA that was completed by Aaron LeBlanc and Brenda
Herbert ember 2013. It is attached.

b) List of All Stakeholders Impacted / Involved

Stakeholder Role

Continuing Studies Oversees the whole system
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c)

d)

e)

f)

The Need
This system is required to enroll CS students into our programming and process
payment. It meets the needs of student enrollment, payment, course management, and

record keeping.

Governance Model

Continuing Studies is accountable for t ste
Relevant Existing Policies

N/A

Related PIAs
2013 draft PIA done by nLeB

renda Herbert

Relevant contr

ection

Term/Acronym

Custody

eeping, care, watch, preservation or security of the
record for a legitimate business purpose

The power or authority to make a decision about the
creation, use, disposal or disclosure of the record

Personal | ion -Pl means recorded information about an identifiable

individual other than contact information

Banks

Personal Infor

A PIB is any collection or set of personal information
where personal information is organized by:

* The individual's name;

* An identifying number or symbol; or

* Other particular identifier assigned to the individual.
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| 3. Personal Information Flow Diagram and Explanation

List of Personal health information / personal inf ation / sensitive information to be

Data Element Rationale for collect

Individuals Name | Required to
individu

Individuals Phone
Number

irect Collection
Use

Individuals Home
Address

Individuals I Direct Collection
Address and Use

Individuals Direct Collection
ividual and Use

Optional, t Direct Collection

and Use

Direct Collection
and Use

Direct Collection
and Use

Individuals
Gender

ation is pushed to D2L to register | Disclosure and Use
into the system.

Registratio
record

PART B
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| 4. Collection, Use and Disclosure of Personal Information

1. Consent Requirements for Collection, Use and
system or program)

isclosure (for each party to the

a) Collection
Purpose for which personal information

Information is collected for the intent of regis
the Continuing Studies courses in D2L.

independently online.

Copy/Paste or Fill i

implied a t of the process.

rolling them into D2L. ata is used for institutional
from regional tions inp

Anonymized data pertaini
institutional reporting=(i

in regional locations is generated with the intent of
dents from UNBC Campuses, 50 students from the rest of BC,

e) Research /Open Data N/A

2. The Sources and Accuracy of the Personal Information
Continuing Studies manages the data in Course Merchant, data is entered from the student.
At any point and time the student can independently update their information. If our staff
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identify information is inaccurate, the student is contacted and informed to update their
profiles with correct information.

3. The Storage and Location of the Personal Information
All personal information is stored in the software em Course Merchant, and data is
pushed to D2L, where student accounts are cr

FOIPPA was amended effective Novembe
section.

Disclosure inside or outside Canada
Course Merchant services are provide
Contract is attached, which outlines th
access to the data.

a SAAS
in a

ata Linkin

In FOIPPA, "data linking" an defined.
questions to
Act. If you

must com

ta-linking initiative” a er the following

ta linking initiative and you
inking initiatives.

inking program, UNBC must submit this PIA to the Office
of the Information a ommissioner and be subject to their examination,

advice a

Common or Integrated Program or Activity

In FOIPPA, “common or integrated program or activity” is strictly defined. Answer the following
questions to determine whether your initiative qualifies as “a common or integrated program or
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activity” under the Act. If you answer “yes” to all 3 of these questions, you must comply with
requirements under the Act for common or integrated programs and activities.

Does this initiative involve a program or activity that provides a service (or services) through a
public body and at least one other public body or ag working collaboratively to provide that
service? Yes

Does this initiative involve a program or activit
public body that is working on behalf of one

The common or integrated program/activity is
the requirements set out in the Re [

Governance Offic
proceed with this

ust submit this PIA to
nd be subject to their

addresses
the Infor

mmon or integra
tion and Privacy
d timelines.

ion for Personal Information

Retention of personal ation

tion our initiative to make a decision about an individual? No

r after it is used to make a decision that affects an individual is a
rational or administrative requirements that dictate how long records
must be kept a hen they must be disposed of. It’s important to maintain the records in your
initiative according to an approved records schedule.

Answer here or state N/A: Student records are kept indefinitely.

If you answered yes above, please describe retention schedules that apply where retention
exceeds the one-year requirement under the Act. Please contact the Governance Officer —

Privacy, Access and Records Management if you require assistance.

6
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Answer here or state N/A: Student records are kept indefinitely.

Personal Information Banks

Name: Continuing Studies
Location: Course Merchant

Description: Student records including pers
student enrolment, course management, an

Authority: This personal informati
and section 26 (a), (c), and (e)

(FQOIPPA).

Purpose: To support th
records to provide pr

anizes information by
ymbol, or other pa individual involved. No

ourse Merchant or

zation/Aggregation for Personal Information
t of regional location, will only consist of the City, Province and
including Student Information, Course Information will be

ies staff to support the student participating in a course. Student Name
me will be shared with the instructor for the intent of a class list/roster.

3. Audits

Information is not accessible by anyone aside from Continuing Studies staff.
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| 5. Access Rights for Individuals to their Personal Information

Access Request Management

Section 4 of FOIPOP gives individuals the right tg
control of a public body. UNBC is a public bod

a) How will you manage access to info
Work with the privacy office to identi
for distribution, then the manager will

how is that done?
The manager will

Individuals ess their own personal information
held by UN

A digital tool, dat mation system may leave personal information exposed or
otherwise vulnerabl reats. Security assessments are used on information
ssess and document security risks, risk ratings and

An in- ity assessment known as a STRA (Security Threat and Risk Assessment)
called the statement of acceptable risk.

Administrative Safequards
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e Technical Safequards

o “Physical Safeguards

e Identify any outside partners or eompanies involved that may have access
to the personal information

e Website Domain Ownership (if applicable) N/A

7. Privacy Risk Identification and Mitigation
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PART C
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| 8. Conclusions and Approvals

Once the PIA has been approved with or without condigjons, the Privacy Officer will collect
signatures from the individuals provided below. A c of the PIA will be distributed to all
signatories for convenience or to attach to a requigfon or file with a contract.

Name of Individual leading the Program/
I confirm the information management practi
Form A, and B as applicable, as accurately a
appropriate information managem
appropriate. | commit to followi
amendment if | am aware infor

n mana

Signature:

Director or De

| am acco €
informatio [ . I will arrange for the project lead
amendment if required.

Date:
Security OffiCer
Date:
I confirm th initiati e best of my knowledge as written in Form A, and B as
applicable, h i agement practices that comply with British Columbia’s Freedom
of Info rotection of Privacy Act
Signature: Date:
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