u Bc UNIVERSITY OF
NORTHERN BRITISH COLUMBIA

PIA Determination and Template

PIA#: (assigned by Privacy Office) Topic:

*You collect, use or disclose new personal information that y
before.

* You give access to personal information to new parties.

* You implement a new service delivery or management techn
retrieves personal information.
You implement a new or different electronic recor: anges to an existing one,
such as adding portable devices with wireless i
* You enter into an agreement with a new b ho will have access
health information in your custody or con

The most important question j risks to the
privacy of personal information?
Data matching is the creati
custodian who carries

by combining two or m
nsible for doing a PIA.

Please filllout PART A to determine your n ull PIA.

Document
Version
1.0

Nature of Date

1. General Description
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u Bc UNIVERSITY OF
NORTHERN BRITISH COLUMBIA
PIA Determination and Template

PIA#: (assigned by Privacy Office) Topic:

UNBC Continuing Studies is forming a Partnership with the
Institute, to enroll UNBC CS students into their online cou
Institute (ELI) provides progressive online education, t
development programs for event and meeting indust
are opt-in for students, and they would be paying per ¢

a) Name of Program or Service

| 2. Description

a) Description of the New Pr or Service e Change

i bjectives

olders Impacted / Invo

Role

The Need

Phone: 250-960-5912

Phone: 250-960-5912
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u Bc UNIVERSITY OF
NORTHERN BRITISH COLUMBIA
PIA Determination and Template

PIA#: (assigned by Privacy Office)

Vi. Related PlAs

vii.  Relevant contracts [Comme M-G1]: ce the contract please? ]

viii. Research / Health System Use
N/A

b) The Intended Scope (Project and PI

14
Describe how much of the initiative you wihass this PIA.

i Scope of PIA

Personal

Personal Inf

Usage Data
ice or from the Service infrastructure

ay include information such as your computer’s Internet

tocol address (e.g. IP address), browser type, browser

n, the pages of our Service that you visit, the time and
date of your visit, the time spent on those pages, unique device
identifiers and other diagnostic data. If you are a customer (also
referred to as subscriber, member, student, and/or learner) and

COPY OF RECORD RELEASED JULY 31, 2024 IN RESPONSE TO FOI 24-18



u UNIVERSITY OF
NORTHERN BRITISH COLUMBIA

PIA Determination and Template

PlA#: (assigned by Privacy Office)
you are logged in, this also includes record your activities
such as course progress and completion
assessment (such as assignments, exa

Topic:

and scores.

Cookies Cookies are small pieces of data
(computer or mobile device).

Data Controller Data Controller means the natural or

Data Processor

Data Subject

d) User Access
Personal Information Fiow Table

Disclosure/
Stored

e)

If you are collecting,

need to proceed with rt B and C of this document.
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u Bc UNIVERSITY OF
NORTHERN BRITISH COLUMBIA

PIA Determination and Template

PlA#: (assigned by Privacy Office)
If not, please sign and send this determination document to the Univer.
privacy@unbc.ca

Think about the information you'll collect, use, store or share a
here. A major part of the PIA process is to make sure that you
the Freedom of Information and Protection of Privacy Act (FOI
disclose each of these pieces of information. Limit your collectio
what is necessary to complete the initiative.

In the table below, complete the Data Element
method for collection, use, or disclosure highl
information is collected, used, stored, pro

which type of information man
compliant with sections under

Please identify
indicate that yo
EXAMPLE:

Method of
Collection or
Disclosure

Direct

Individual’s
Phone Number

Direct

Personal Information Flow Table

FIPPA
Authority

Type

1. | Students purchaseithe course from the UNBC Continuing Collection
Studies registration 'em (Bookking) using their Continuing

COPY OF RECORD RELEASED JULY 31, 2024 IN RESPONSE TO FOI 24-18



u Bc UNIVERSITY OF
NORTHERN BRITISH COLUMBIA

PIA Determination and Template

PIA#: (assigned by Privacy Office)
Studies Account. Students will acknowledge the informed
consent notice prior to purchase.

Topic:

2. | Student First Name, Last Name and Email will be shared,wi
Event Leadership Institute via email, so the students c.
registered into the Online Course with Event Leadership
Institute.

3. | Students will be receive an email from ELI with directions o Use

how to create a student account with ELI.

Disclosure/
tored

For example, if yo
participants may
you've instructed
information, what

delete or return it, or transfer it
information according to

the personal
to the appropriate public bo
FOIPPA.
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u Bc UNIVERSITY OF
NORTHERN BRITISH COLUMBIA

PIA Determination and Template

PIA#: (assigned by Privacy Office)
However, if you take any other action, including storing the inforrg
your own work, under FOIPPA you have collected personal in
authorization and that is considered a privacy breach.

I am not collecting, using, storing, sharing, disclosing, or de
information for this initiative.

Staff Name

Signature
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u Bc UNIVERSITY OF
NORTHERN BRITISH COLUMBIA

PIA Determination and Template

PIA#: (assigned by Privacy Office)

PART B

a) Legal Authority for the Collection, sonal Information

a) Consent Requirements f
system or program)

i.
As you work throu

personal informati
personal informatio

vering your initiative, or wi
uccess and efficacy of you

by or under
enforcement

collection, and

(ii)a reasonable personwould consider that collection appropriate in the circumstances,
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u Bc UNIVERSITY OF
NORTHERN BRITISH COLUMBIA
PIA Determination and Template

PIA#: (assigned by Privacy Office)

(e)the information is necessary for the purposes of planning or evaluating
public body,

How personal information is to be collected
27 (1)A public body must collect personal information directly from t
about unless

(a)another method of collection is authorized by

(i)that individual,

(ii)the commissioner under secti (1) (1), or
(iii)another enactment,
Collection is only permitted through knowle: le implied or express cons

Consent

If your initiative is
ensure that all indi

individuals, you m
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u UNIVERSITY OF
NORTHERN BRITISH COLUMBIA

PIA Determination and Template

PIA#: (assigned by Privacy Office)

Event Leadership Institution. The collection, use and disclosure of
completion information are required for the purposes of:

e Registering Students into the Event Leadership |

e Documentation of completion of the cours
System.

The University of Northern British Columbi
information on Event Leadership Institu
Information and Protection of Privac,
learn online.

By signing below, | understa,
this Continuing Studies c

| understand that pers
be stored outside of Ca
accessed from the New
under sectiog

ourse at the
accurately entering

Please enter your details below:

Full Name:
(Please Print)

Mailing Address:

Phone Number:
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u Bc UNIVERSITY OF
NORTHERN BRITISH COLUMBIA

PIA Determination and Template

PIA#: (assigned by Privacy Office) Topic:
ii. Use
FOIPPA was amended effective November 26, 2021 and th s affect this

section.

Use of Personal Information
Section 32
A public body may use personal information in its cust

(a)for the purpose for which that information was
purpose (see section 34),

(b)if the individual the information is ab
prescribed manner, to the use, or

ice To provide customer

rove their Service
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u Bc UNIVERSITY OF
NORTHERN BRITISH COLUMBIA

PIA Determination and Template

PIA#: (assigned by Privacy Office)
iii. Disclosure

Disclosure of personal information
33 A public body may disclose personal information in its custody o
under section 33.1, 33.2 or 33.3

iv.  Health System Use

v. Research/ Open Data

ation you collect, store,
will be used to ma
tion is accurate

If, you must make
information to

FOIPPA was amen
section.

26, 2021 and those amendments affect this

[ information referred to in section 33 inside or
outside Canada as foll
in accordance with Part 2,

if the information or disclosu of a type described in section 22 (4) (e), (f),

12
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u Bc UNIVERSITY OF
NORTHERN BRITISH COLUMBIA

PIA Determination and Template

PIA#: (assigned by Privacy Office)
(h). (i) or (j):

if the individual the information is about has identified the information an
consented, in the prescribed manner, to its disclosure inside or outside
Canada, as applicable;

Does the information manager, vendor, and / or service provider
of Canada?

Does this initiative have any compone
Canada?

Does this initiative store inform

Canada?
Will it be stored on
Will the data be int other systems? (Data m

Data Linking

initiative and you
initiatives.

questions, you will need to work with the
Privacy Offi meet the requirements for a data-linking initiative?
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u Bc UNIVERSITY OF
NORTHERN BRITISH COLUMBIA

PIA Determination and Template

PIA#: (assigned by Privacy Office)

In FOIPPA, “common or integrated program or activity” is strictly defj
questions to determine whether your initiative qualifies as “a com
activity” under the Act. If you answer “yes” to all 3 of these quegtion
requirements under the Act for common or integrated program

Does this initiative involve a program or activity that provides a s
public body and at least one other public body or agency working
service?

Does this initiative involve a program or activi
public body that is working on behalf of o

The common or integrated program/.
the requirements set out in the Re

Please note: If your initiative involves a
program or activity”, ad notification
the Office of the Infg,
Governance Offic
proceed with this
program or activi

joner (OIPC) as well. Contact the
s Management to determine how to
Itation in the early stages veloping the initiativ

Access, Privacy and Rec
ification and con

Method of Dest ion for Pe

used so that the affected indi able opportunity to obtain access to that personal

information.

Think about wh
individual. Examp using
to:

sonal information in your initiative to make a decision about an
nal information to make decisions include but are not limited
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u Bc UNIVERSITY OF
NORTHERN BRITISH COLUMBIA

PIA Determination and Template

PIA#: (assigned by Privacy Office)
e Using a person's date of birth or income to decide whether a p
benefit
o Using a person's employment history to decide whether th
competition
e Using a person's health information to decide the level

Topic:
qualifies for a

Keeping information for one year after it is used to make a decisi
the minimum requirement under FOIPPA.

You may have other operational or administr
must be kept and when they must be dispose
initiative according to an approved recor

in the records in your

i es that apply wh ention
t. Please contact the Govern er —
equire assistance.

that organizes information by
icular identifier of each individual involved.

Answer here or state N/A:

If you answered yes above, pl
exceeds the one-year requirement under {
Privacy, Access and Re

the individual contain similar types of
Privacy Officer to ensure that | am identifying that

this is a Personal Infi entifying the legislatively required descriptors

listed in sectioghb9 (6)

Name:
Location:
Description:

15
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u Bc UNIVERSITY OF
NORTHERN BRITISH COLUMBIA

PIA Determination and Template

PIA#: (assigned by Privacy Office)
Authority: This personal information is begin collected under the authoti
and section 26 (a), (c), and (e) of the Freedom of Information and P,

(FOIPPA).
Purpose:
Category of Users:

Topic:
the University Act

Personal Information
Please explain how Personal Information will i ifi ized and by whom?

g) Audits

This question is ab,

Proactive Audit

iv. Focused Audits

Access Request Manageme

Section 4 of FOIPOP gives individ i cess any record under the custody or
control of a public bg

How will you manage

If aggregate or ifi only to be released, who responsible to do so and how is that
done?

Request for Personal In tion from Persons to Whom It Relates

16
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u B UNIVERSITY OF
NORTHERN BRITISH COLUMBIA
PIA Determination and Template

PIA#: (assigned by Privacy Office) Topic:
How will personal requests for access be managed?

**Please note*™**

Individuals do not have to make a formal FOI request to accessgtheir@wn inféfmation heldddy
UNBC

| 6. Privacy and Security Safeguards A \ ¥ 4

This question is about the controls you have in plagéi@protect agaifi§t unauthorized collection,
use, disclosure or storage of sensitive personakinformatigimbhese iN€lude preventing or
managing access to sensitive personal infornfQeR.

Describe technical, security, administrgji##@”and/or p@lisy measures (e.g. the access contr&ig
that protect the sensitive personal inf@ifation). If you@i@wusing a cloud-based servicegrovidefs
include a description of controls ajg8@€llayer in the staCki{8@gftware level, platform |efef,
infrastructure level).

A digital tool, database or information systeri@iay leave personal informatiQfii&xpoSGeher
otherwise vulnerable tQ@EEURLY threats. Securfii@ssessments are used on ¥hformatioNg@istems
and other digital toolgfi®”assess and document se@Hrity risks, risk ratings and planned ris®
responses. An in-dgpth security assessment known as a STRA (Segurity Threat and Risk
Assessment) resuli@lin a document call@d the statement of accepi@ibigiiisk.

a) Security Safeguards

¢ Administrative Safeguards

o Technical Safeiuards -

COPY OF RECORD RELEASED JULY 31, 2024 IN RESPONSE TO FOI 24-18



u Bc UNIVERSITY OF
NORTHERN BRITISH COLUMBIA

PIA Determination and Template

PIA#: (assigned by Privacy Office)

e Physical Safeguards

Technical records
to records stored:
In a database

in UNBC buildings with standard UNBC security, use this
question to list the ph ity in the building and rooms in which records are kept.
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u Bc UNIVERSITY OF
NORTHERN BRITISH COLUMBIA

PIA#: (assigned by Privacy Office

PIA Determination and Template

Topic:

¢ Identify any outside partnersior companies involved that may have access
to the personahinformation

o Website Domain Ownership (if applicable)

7. Privacy Ri‘entification a.Mitigation ‘ i

Pleasgfilentify any privagyiisisseVen very unlikely onegliassociated Withdli€ initiative and the
mitigalien St@iegics that will'deMmplemented. Pleasg proyile details og@lf such strategies. The
Privacy@@fficer Willi@ig.identify the likelihood (lowdiedium Qiigh) of tQI8 risk happening and
the degr@@ of img@et TTW@lilet have on individualgli#it occurred.

Please expl@ii?the risks in detail using thedSSoCigiéd CSA Model CQ@@)(Appendix B).

EXAMPLE

Risk # 1

Data that is no longer
needed is at risk of

Cause: Datalisynot being deletedfhom the IT platform in a timely
manpeéx once It4sho longer needed:

Probability:
being breached
because it is being Low
retained in the IT
platform long@hthan | dmpact:
necessary. High
19
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u Bc UNIVERSITY OF
NORTHERN BRITISH COLUMBIA
PIA Determination and Template

PlA#: (assigned by Privacy Office)

Related CSA Mitigation:
Principle:

Implement a process on the IT platform t

Safeguards once it is no longer needed, per the pdlicy i
Risk # 1 Cause:

Related CSA —

Principle: Probability:

20
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u Bc UNIVERSITY OF
NORTHERN BRITISH COLUMBIA
PIA Determination and Template

PlA#: (assigned by Privacy Office)

Related CSA Probability:
Principle:
Impact:
Mitigation:

Name of Individual leading the
| confirm the informati

Signature: Date:

Director or Dean Overs the Program/Project:

21
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u Bc UNIVERSITY OF
NORTHERN BRITISH COLUMBIA

PIA Determination and Template

PIA#: (assigned by Privacy Office)
| am accountable for overseeing my staff involved in this initiative to e
information management practices presented in this PIA. | will arra
named above to contact the Privacy Officer to arrange a PIA ame

Signature:

Contact Responsible for Records Maintenance:

digital or other information systems within thi
the feasibility, accuracy, or security of informati

Signature:

Governance Officer:

| confirm that this initiati
applicable, has infor
of Information and ection of Privacy Act.

Signature:

Confidentiality ut identifiable persons, the release

breach, will not be disclosed without

Consent i ontext'of personal information, means the agreement

n some cases, consent may not be possible (e.g.,
ical emergency) or may not be required (e.g., collection by police of
ation relating to a suspect where the collection is not a search or
Consent is generally given by a specific act of the individual,
times it can be implied. In the public sector, consent is not

22
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u Bc UNIVERSITY OF
NORTHERN BRITISH COLUMBIA

PIA Determination and Template

PlA#: (assigned by Privacy Office)
always a requirement for the collection of p
the legal authority to collect personal inf

Topic:
al information — having

Core privacy In March 1996, the Canadian Stan

principles national, voluntary code that sets ba
personal data. The Code establishes
organizations that collect or use perso

The knowledge and con
ection, use or disclosure

opriate to the sensitivity of the information.

Openness - An organization shall make specific information about
olicies and practices relating to the management of personal
ation readily available to individuals.

Individual Access - Upon request, an individual shall be informed of
the existence, use, and disclosure of his or her personal information,

23
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u Bc UNIVERSITY OF
NORTHERN BRITISH COLUMBIA

PIA Determination and Template

PlA#: (assigned by Privacy Office)
and shall be given access to that infori
able to challenge the accuracy and ci
and have it amended as appropriat

Topic:
. An individual shall be
e information

10. Challenging Compliance - An i
challenge concerning complianc
designated individual or individua
organization's compliance.

Data (information) Mapping the flow tion within and acros

flows systems or bu

Data matching

the data
inkage, also

Personal inform mation (rather than ju
ient to identify an

individual.
general i

| opinions or views of the individual except where
they are about another individual or about a proposal for a grant,
an award or a prize to be made to another individual by a
overnment institution or a part of a government institution
pecified in the regulations.

24

COPY OF RECORD RELEASED JULY 31, 2024 IN RESPONSE TO FOI 24-18



u Bc UNIVERSITY OF
NORTHERN BRITISH COLUMBIA

PIA Determination and Template

PlA#: (assigned by Privacy Office)
e correspondence sent to a governm

individual that is implicitly or expli

nature, and replies to such corr

the contents of the original

elating to any discretionary benefit of a financial
ding the granting of a license or permit, conferred on
an |nd|V|duaI including the name of the individual and the exact
nature of the benefit, and

ormation about an individual deceased for more than twenty

25
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u Bc UNIVERSITY OF
NORTHERN BRITISH COLUMBIA

PIA Determination and Template

PIA#: (assigned by Privacy Office) Topic:

Privacy The interest that individuals have in sustai
from interference by other people and

space', free

Privacy officer A privacy officer is a person within a

e encourage compli

staff training, vi
i policies and procedures;
and complaint processe

protection i ndividual’s

g the projects of a
ioritizing resources,
rojects in development or
le for ensuring that the

public body, with
and managing

Risk assessment tifying the impact of implementing a particular idea,

Threat and Risk i nt process used to evaluate the security threats
Assessment (TRA i rmation technology projects, including potential
ies and impacts on data integrity and confidentiality.
s, when completed in conjunction with a PIA, can help provide
endations to lower information and privacy risks to acceptable

26
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u Bc UNIVERSITY OF
NORTHERN BRITISH COLUMBIA

PIA Determination and Template

PIA#: (assigned by Privacy Office)
APPENDIX B

CSA MODEL CODES

1. Accountability

The principle of Accountability states that an organization shall
accountable for the management of personal infor
usage, disclosure, retention, and transfer of personal |

processing.

2. Identifying Purposes

The principle of Identifying P

purposes for which perso|

ation that is not required or related to the
duct returns).

27
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u Bc UNIVERSITY OF
NORTHERN BRITISH COLUMBIA

PIA Determination and Template

PlA#: (assigned by Privacy Office)
Information Handling Policies and Procedures

An organization’s privacy officer or person(s) responsible for priva
information handling policies and procedures and specify wha
collected. This works in tandem with the Openness principle.

Fair and Lawful Means

An organization must collect personal informati ns. Whether collecting
ion form, an organization
in such a way thabis

The principle of
shall limit the wa

The principle of Accuracy state
information it collects should be ac
is being used.

an or tion should ensure that the personal
, com and up-to-date for the purposes for which it

An organization s t personal information is accurate, taking into consideration
what the personal in ion i g used for and also taking into consideration the best
interests of the individ

28
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u Bc UNIVERSITY OF
NORTHERN BRITISH COLUMBIA

PIA Determination and Template

PlA#: (assigned by Privacy Office)
For example, if an organization collects personal information to condu
screening, it should ensure that it makes a serious effort to ensure i
reasonable strides to ensure the collection of accurate personal in
individual’'s employment could be at stake.

Updating Personal Information

it was collected for a
purpose that requires its continual use. This also in i at is disclosed to third
parties.

For example, if customers or clients pr
company’s newsletter, it would be r t personal information is r
updated so that the organization ipti

7. Safequards

The principle of Saf

ards states that an organization should protect personal informati
security safeguard i

at are appropriatesfor the sensitivity of persa pformation held.

against loss or theft, unautherized ac i ,
of what format it js stored in S

to passworad
would be di

If an organization were to coll
numbers, the organization wou
protect that information.

8. Openness

tates that an organization shall make its policies and
es personal information readily available.

The principle
procedures abo

29
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u Bc UNIVERSITY OF
NORTHERN BRITISH COLUMBIA

PIA Determination and Template

PlA#: (assigned by Privacy Office)

It should not provide barriers to access — if an individual i
about your organization’s information handling practices,
without an unreasonable effort.

someone without a university degree can
and contracts

lese for your lawyers

9. Individual Access

If an individual cha
organization shall
deleting, or adding

r completeness of his or
where appropriate. This

If an organization or public bod
individual of the reason for doing
legislation.

The organization sho

Requesting Identi

30
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u Bc UNIVERSITY OF
NORTHERN BRITISH COLUMBIA

PIA Determination and Template

PIA#: (assigned by Privacy Office)
Before providing access to or amending personal information, an organi
it is communicating with the correct individual.

Topic:
on should verify that

Some organizations choose to do this by asking for governme|
may ask an individual on the phone to verify his or her accoun

individual has been identified, the organization sh
has already fulfilled its purpose.

An organization should also not seek to
access.

Third Party Disclosure
If an individual desires to know which thir

disclosed to, the organiz all let the in

the organization s
been disclosed to.

gitimately requires more ti
e individual, provide the r

Making Information Accessi

If an organization uses abbreviati
mean to an individual.

31
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u Bc UNIVERSITY OF
NORTHERN BRITISH COLUMBIA

PIA Determination and Template

PlA#: (assigned by Privacy Office)

10. Challenging Compliance

The principle of Challenging Compliance states that individua

an organization’s compliance on any of the privacy principles of

This means that an organization must have p|
complaints and inquiries. The procedures shol

An organization must not only have
or complaints about its existence.

Investigating Complaints

If an organization re
justified, the organi
amending the org

n should take appropriate measures to rem
ation’s practice i

The organization’s
for accepting and inv

'son responsible for privacy
and complaints.
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u Bc UNIVERSITY OF
NORTHERN BRITISH COLUMBIA

PIA Determination and Template

PIA#: (assigned by Privacy Office) Topic:

APPENDIX C

SAMPLE PRIVACY AND CONSENT

WE NEED TO COLLECT INFORMATION FROM YOU
UNBC Continuing Studies needs to collect information from you to:

1. Enroll you

Confirm sponsorship arrangements
Process your payment

Generate a class list for instructors
Ensure that grades and certificates are
6. Assist our partners in verifying certifi

vk wN

WE HAVE PERMISSION TO DO THIS
The University of Northern British Co
and destroys Personal Information provided on this
Privacy Act [RSBC 1996 c. 165].
HOW WE WILL USE AND

information on this fori
course.

SESSOors upon reques;
C Wildfire Services (BC! pport certificate

the WDTC. Certificate

one year after collection and when its
the Wildlife Dangerous Tree Assessor
which is four years, before being destroyed:
WHAT TO DO IF THE IN

is over we will securely delete or destroy it. In the case of
ardcopy materials are kept for the life of the Certificate,

QUESTIONS?

Please contact UNBC Con 0 OR cstudies@unbc.ca

If you still have jons or *Doris Marshall-Greenlaw, Governance Officer for Access,
Privacy and Reco 50-960-5139 OR privacy@unbc.ca

By registering for this
understand that you ha
Signature:

you have read, understand, and agree to the privacy statement. You also
uestions about any part of this statement before registering.
Date:

33
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