UNBC %gg/fffES/wTvYB%,;TISH COLUMBIA Priva Cy ImpaCt Assessment

[Ancillary: Conference Services -

APPROVED Expedia.ca for Guest Accommodations]

PIA#15-004 (Privacy Office

Why do | need to do a PIA?
Section 69(5.3) of the Freedom of Information and Protection of Privacy Act (FOI

office(r) even if it is thought that no personal informati
assessed.

Part 1 - General

Name of
Department:

PIA Drafter:

Email:

\

|
0-960-5821 |
|
|

em@unbc.ca Phone:

Program Manager:

pose of listing UNBC Guest Accommodations as

odations with Exp
j ja is to generate business. Expedia.ca is Canada’s largest

style property

Expedia Inc, visit www.expediainc.com. This PIA will review
the arrangement eenWBC Conference Services and Expedia.ca. It is not intended to review
the privacy policy bet Expedia and its customers.

2. Scope of this PIA

UNBC Guest Accommodations will list rates, availability, descriptions, photos, etc... on the Expedia
website and Expedia.ca will accept reservations and take payments from guests directly. Expedia
will retain a percentage of the room rate as payment. Once a reservation has been received by
Expedia, they will send the Guest first/last name, check in/out dates, and booking ID to UNBC
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PIA#15-004 (Privacy Office

Guest Accommodations (via email). Expedia will collect the full pay om the
customer. UNBC Guest Accommodations will collect payment fro .
percentage of the total sale. A contract agreement will exist be ja.canafie UNBC for
this service. Expedia collects the advertised rated from the g ) vill collect the
amount less the retainer from Expedia. The client only pays ia). BC only collects
once (from Expedia).

3. Related Privacy Impact Assessments
N/A

4. All Elements of Information or Data

date, and the applicable rate(s), fees
work directly with Expedia to ag
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PIA#15-004 (Privacy Offic te)

Part 2 - Protection of Personal Information

In the following questions, delete the descriptive text and repla

5. Storage or Access outside Canada

UNBC Guest Accommodations will not collect guest i
service is between the Expedia account holder (the

customers who make a booking using Expedi
and any information that is collected is proces
personal data from its customers, dor of the
accommodations provider. Expedia s wever, the

UNBC Rental Agreem
supply a credit card fo
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Data-linking Initiative *

In FOIPPA, "data linking" and “data-linking initiative” are
following questions to determine whether your initiati
initiative” under the Act. If you answer “yes” to all 3 i initiative may be a
data linking initiative and you must comply with ifi under the Act
related to data-linking initiatives.

1. Personal information from one database i
personal information from another da

no

2. The purpose for the linkage is diffe
personal information in each databas
compiled;
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PIA#15-004 (Privacy Offic

6. Common or Integrated Program or Activity*

programs and activities.

questions, you must comply with requirements un

services);

1. This initiative involves a program or activi

2. Those services are provided throug

NO

program or

No —
Expediais a
private
corporation

a “data-linking initiative” or a “common or
tification and consultation on this PIA must
nd Privacy Commissioner (OIPC) as well.

d/or Personal Information Flow Table

Guest establishes an
Expedia.ca account in
order to make a
reservation and
payment (for UNBC
Guest
Accommodations)

Expedia.ca sends UNBC | Guest arrives at After check-out,

Guest Accommodations | UNBC, signs rental UNBC collects

the Guest first/last agreement and payment from
Expeida.ca collects name, Check in/out provides credit card Expedia.ca (less
the guest(s)’(s) dates, Expedia booking | for incidentals. Expedia’s
personal information | ID, and rates/fees via retained
and reservation email. -------- > | T > percentage of the
payment directly. sale)---------- >
_____________ >
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PIA#15-004 (Privacy Officerto’complete)

8. Risk Mitigation Table

Please identify any privacy risks associated with the initiative gfid the mitigation Strategies that
will be implemented. Please provide details of all such sisategiesdVAlso, pl€ase identify the
likelihood (low, medium, or high) of this risk happening andsthe degré@ef img@ct it would have on
individuals if it occurred.

Examples can be removed and additional lines added as needed.

Risk Mitigation Table
Mitigatioh, S ategy 4 Likelihood

9. Collection Notice

Confelfence and Event Services Wil receilg,a notification email which contains the Guest first/last
namés, Expedia bookingiBaand cheéek in/out dates. Once the guest has arrived on-site, the
Bo6king processqwill b&@ampleted* @8 per pre-existing Guest accommodations forms and
procedures.

Expedia.ca privacy polleafOR GUESTS: http://www.expedia.ca/p/support/privacy

Sample screen-shot of the Privacy Policy from the Expedia website:
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te)

!.n Hello, Guest ~ My Scratchpad @ v Manage Trips v Support ¥ Frang

] Expedia.ca

Home Flights

Package Deals Vacations Hotels Deals Disney Thingsto Do CarRental Cruises Insurance Rewards

Expedia.ca Privacy Policy
Below you will find the Privacy Policy for personal data collected on www.expedia.ca.
We at Expedia, Inc. understand that booking online involves significant trust on your part. We value your trust, an

the security and confidentiality of the personal information you provide to us. Please read this policy to learn al
this website, you are accepting the practices described herein.

r privacy practices.

What information we collect from you

How we use your information

With whom we share your information

s How you can access your information

Your choices with respect to collection and use of your information

Cookies and other technologies

Display of tailored advertising/Your choices

How we protect your information

Children's privacy

External links

Data storage outside of Canada

Changes to this Privacy Policy

How you can contact us

062d3db2fcec

Sample screen-she
aExpediq.c g

Rules & Res

We understand that
cost will be passed

Cancellations or ch

When the hotel charges such fees in accordance with its own policies, the
s the following cancellation and change fees.

8 July, 2015 or no-shows are subject to a hotel fee equal to 100% of

he total amount p

edia Special Rate hotels.
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es, charges for optional incidentals (such as minibar snacks or telephone calls), or regulatory
es upon check-out.

This hotel requires that you are at least 18 to chec

Base rate is for 1 guest.

Total maximum number of guests per room/unitis 1.

Maximum number of adults per room/unit is 1.

This property considers guests aged 17 and under, at time of travel, to be children.

Availability of accommodation in the same property for extra guests is not guaranteed.

Your credit card is charged the total cost at time of purchase. Prices and room availability are not guaranteed until full payment is received.

Some hotels request that we wait to submit guest names until 7 days prior to check in. In such a case, your hotel room is reserved, but your name is not yet on file with
the hotel.

Unless specified otherwise, rates are quoted in Canadian dollars.

For residents of Québec, prices include a contribution to the Indemnity Fund of C$1.00 per C$1,000 of travel services purchased.
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Expedia.ca Web Site Terms of Use FOR GUESTS:
http://www.expedia.ca/p/support/legal

Sample screen-shot of the Web Site Terms of Use from the Expedia wehsi

. . ‘.n Hello, Guest v cratchpad @ « e Tri Support ¥ Frangais
o Expedia.ca )

Home Flights Package Deals Vacations Hoftels Deals Disney Thingsto Do Car Rental

Web Site Terms of Use

Last Revised May 13, 2014

AGREEMENT BETWEEN CUSTOMER AND EXPEDIA, INC.

other purposes. The terms "we", "us", "our", "Expedia”,
the customer visiting the Website and/or booking a reg

(collectively, the "Terms of Use” or "Agree
reservations for travel products or services
apply. If you do not agree to the Terms of U
may at any time change these Terms of Use

USE OF THE WEBSITE
As a condition of your use of thi your province of residence; (i1) you possess the
legal authority to create a binding | I i i ite | ese Termsof Use; (iv) you will only use this

jorized to act; (v) you will inform such other
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Part 3 - Security of Personal Information

If this PIA involves an information system, or if it is otherwise deemed necessary to do so,
please consult with the Privacy Officer, CIO or IT Security Officer whenilling outthis section.

10. Please describe the physical security measures related tothe initiative(if applicable).

11. Please describe the technical securitymeasures related to the initiatiie (if applicabl/e)

12. Does your department rely on\any security policies? If so, indicate here:

/A

13. Please describe any.access controls and/or ways.in which you will limit or restrict unauthorized
changes(such as additions or deletions)to personal information.

/A

14. Please describe how you track whé'has access to the personal information.

=<

=<

Part4.—Accuracy/Correction/Retention of Personal Information

15. How is an individual’s, information updated or corrected? If information is not updated or
corrected (for physical,"procedural or other reasons) please explain how it will be annotated. If
personal information will'be disclosed to others, how will the public body notify them of the
update, correction or annotation?

If a Guest needs to adjust dates or cancel the reservation prior to arrival, they will work directly with

Expedia.ca to make the changes. Expedia.ca will then notify Conference and Events Services of the

change.
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then UNBC will work with Expedia to refund the guest.

16. Does your initiative use personal information to mak
individual(s)? If yes, please explain.
Indirectly: Not using personal information collec
personal information via email from Expedia.

procedures. A rental agreement will j ] card will

17. If you answered “yes” to g i that will ade to ensure

will be asked to sign the
ing information, and

Once the guest arrive
UNBC Rental Agreeme

campus: an
Representative

to guest name/reservation number

es office. The final invoice will be

able, outstanding charges will be

e form(s) containing credit card
ontaining guest names, guest contact

er(s), rental agreements, booking confirmations,
the Conference Services office for 1 year. After 1 year,
for 6 years. After 7 years in locked storage, files are

ersonal information is kept for at least one year after it is used in
making a decision direc ffecting an individual?

Records containing personal information are kept a minimum of 1 year in the Conference Services

office after used and then stored for 7 years before destroyed. See 17 above.

Part 5 - Further Information

19. Does the initiative involve systematic disclosures of personal information? If yes, please explain.
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N/A

Please check this box if the related Information Sharing Agre
(1SA) is attached. If you require assistance completing an I
contact the Privacy Officer.

20. Does the program involve access to personally identifia
purposes? If yes, please explain.

attached. If you require assista
Privacy Officer, the UNBC Rese

21. Will a personal informa
legislatively required
information is require

iative? If , please list the

N/A

Please ens

sdis nder this same section, this
ished in a public directory.
ttached to Kmtte\i
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Part 6 - Privacy Officer Comments

below.
will have to

This PIA is based on a review of the material provided to the Privac
If, in future any substantive changes are made to the scope of thi

complete a PIA Update and submit it to Privacy Officer&

Given that individuals (guests) book directly with Expe a and use an accoun
personal information is contained within Expe
will therefore be between Expedia and the accou
related to this initiative is very limited.

Any future adjustments or enhan ts e systém /initiative ox E ia contr
require an amended PIA to be to Office. «

Privacy Officer/Privacy Office Signature Date
Representative

Shelley McKenzie 23-June-2015

Manager of Access, Privacy & Records
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Part 7 - Pro

ram Area Signatures

Program/Department Manager

ate

Signature

Contact Responsible for Systems

Maintenance and/or Security
(if applicable)

Shelley McKenzie

Head of Public Body, or design
(at UNBC, this is the Privacy Of

Please send a copy of this

te

23-June-2015
Date

cKenzie for comment, review, approval & filing.

record with the Privacy Office.
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