u Bc UNIVERSITY OF
NORTHERN BRITISH COLUMBIA

Privacy Impact Assessment
Employee Opinion Survey (FluidSurveys/Gallup)

Form adapted from the BC Government template for Non-
Ministry Public Bodies. June 2014 PIA#16-006

Why do | need to do a PIA?
Section 69(5.3) of the Freedom of Information and Protection of Privacy Act (FOIPPA) re
to conduct a privacy impact assessment (PIA) in accordance with the directions of
Public bodies should contact the University Secretary to determine internal poli
you have any questions about this PIA template or FOIPPA generally, p
Secretary) at heather.sanford @unbc.ca or (250) 960-5878 or visit http:

What if my initiative does not include personal informatio
Public bodies still need to complete Part 1 of the PIA and
office(r) even if it is thought that no personal information i
assessed.

_PIA Drafter:
Email:

7Name of
Department:
]
|
|

Program Manager:

Email:

vey that provides an opportunity for employees
workplace. It is one of the most important ways
d UNBC overall. UNBC is committed to the annual

2. Scope of this PIA

The Employee Opinion y requires a consultant to collect and aggregate data extracted from
employee responses to Fluid Surveys to generate reports and statistics for Human Resources. These
reports and statistics may be used to make operational or behavioral changes in departments.
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3. Related Privacy Impact Assessments

While no other UNBC PIAs relate to this initiative, the provincial o Sprovided
instructions on proper use of Fluid Surveys that will be adhered to d [

4, All Elements of Information or Data

If personal information is involved in your initiative, plea

If no personal information is involved, please s
through the completion of your PIA.
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rt 2 - Pro i 1In ti

In the following questions, delete the descriptive text and replace it

5. Storage or Access outside Canada

Data will be stored on Fluid Surveys servers and within UN.
Surveys data and compile reports from her home office i

6. Data-linking Initiative*

In FOIPPA, "data linking" and “data-li

data linking initiative and you
related to data-linking initiatives.
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7. Common or Integrated Program or Activity*

integrated program or activity” under the Act. If you a
questions, you must comply with requirements under
programs and activities.

1. This initiative involves a program or activity ghat
services);

2. Those services are provided through;
(a) a public body and at least one body or agency workin

bodies or agencies;

3. The common or integ
documentation t no
regulation.
Please check this
N/A

king initiative” or a “common or
and consultation on this PIA must

to proceed with this notification and
he initiative, program or activity.

Type FOIPPA

o Authority

1. | Fluid Surveys ad ration settings are set to avoid Protection 30
tracking IP addresses.

2. Employees are sent invitations to participate in the Protection 30

Employee Opinion Survey. A hyperlink is associated with
each email to anonymize the responses and ensure only
one entry is made per person.
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3. | Employees voluntarily complete the UNBC Employee Collectio

Opinion Survey on Fluid Surveys. Personal information is

anonymized.

4. | employees are sent reminders from the consultant if their llecti e)
corresponding hyperlink has not been activated.

5. | Results are aggregated into work groups and if work Disglgsur 33.2(l) and
groups have fewer than five responses these resul, Use 32(a
rolled into a larger associated group to protec
individual opinions of employees. Only the
handles the individual data.

Disclosure
Prptectio

33.1(r)(ii)
Use 33.1(r)(ii)
Use 33.1(r)(ii)
Disclosure & 33.1(r){(ii)
Use
Disclosure & 33.1(r)(ii)
Use

13. | Human Reso ose of the reports after they no | Protection 30

longer serve an tional purpose.

Risk Mitigation Table
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Risk : Mitigation Strategy I[hood lmpact .
1.
2.

10. Collection Notice

The following Collection Noti€ will be g@isted on'®¥e first page ofdiWaBiuid Survey th@tall participants must
select yes to the questiog at tR@enddietore starting the rest of the surveg

Chaiversity of Northern Baitish Columbia

Censentfer Farticipating in the Employeg Ofimion Survey
UsinghEluidSurvgys

I hergdly’Conseiito tie@iniversity of Northgf@British CQRumbiollising my personal opinions pertaining to my
parfi€ipation in tRE\Empl&Yyee Opinion SufVe | understandihat my opinions are anonymized through the
hyp@klink | am proWidled in my invitatidemalfunderstandthat | only have one hyperlink available to the
Empl@yee OpiniogSurvey and it is iy choice howihie hyperlink is used or whether it is used. Neither the
Consultaikaadling my information¥emove thes@structions, highlight, and the ? if this part of the
sentence is accurate) nor HumamBesourges who receive the summary of the results will know which
individdal survey submitted is cormested toye.

Lh@University of NorthegaBritisrColiimibia collects personal information under section 26(e) of the
Freedom of InforrRgion arf@Brotection of Privacy Act for the purposes of collecting feedback to evaluate
and improve institutionegl oper@bions and communication.

| will be responsible for acctigirtely and completely recording my opinions. | understand that | can only make
changes to my responses while my survey is open. Once | have submitted my responses at the end of the
survey, making changes to my opinions will not be possible.

By selecting yes | am stating | understand the collection notice, and consent to completing the Employee
Opinion Survey
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Part 3 - Security of Personal Information
If this PIA involves an information system, or if it is otherwise deeme@necessary %@ do so,
please consult with the UNBC University Secretary, the Chief InfoumatiomyOfficer or the IT
Security Officer when filling out this section.

11. Please describe the physical security measures related to thejinitiativedif applicable).

12. Please describe the technical security measuresyrelated to the initiative (if applicable).

13. Does your departmentitely onany security policies? If so, indicate here:

14. Please describe@any acgessicontrols and/or wWays in whiciyou will limit or restrict unauthorized
changesy{Siich as additions‘or deletions) 40 personal infekmation.

15. Pleasgdescribe how you trackwho fias access to the personal information.

Part 4 - Accuracy/Cotrection/Retention of Personal Information

16. How is an individual’s information updated or corrected? If information is not updated or
corrected (for physical, procedural or other reasons) please explain how it will be annotated. If
personal information will be disclosed to others, how will the public body notify them of the
update, correction or annotation?

Survey respondents will be responsible for ensuring the accuracy of their information. Survey
respondents are able to make changes to the survey up until the completed surveys are submitted.
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17. Does your initiative use personal information to make decisions that direc

18.

19.

individual(s)? If yes, please explain.

Yes, indirectly the opinions of the employees as aggregate data m
behavioral changes of departments or managers.

If you answered “yes” to question 17, do yo
schedule that will ensure that personal informa
making a decision directly affectin

FluidSurveys will hold onto by Human
Resources or UNBC no long Itant will retain data
and aggregate reports u igati she will destroy all
data. Human Resougges i ] | anagement Coordinator to

2 involve system osures o sonal information? If yes, please explain.

ormation Sharing Agreement
sistance completing an ISA, please N/A

No
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| Please check this box if the related Research Agreement (RA
attached. If you require assistance completing an RA please contaé
University Secretary, the UNBC Research Office or UNBC Archiv,

ase list the
e section, this

22. Will a personal information bank (PIB) result from this i
legislatively required descriptors listed in section 69 (6) of F
information is required to be published in a public direct

No.

Please ensure Parts 6 and 7 are attached to your subm PIA

documents)
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Part 7 - Program Area Signatures

Cayreigh  Peng™ R 2! /20U
Name of‘thdividual leading the Date
Program/Project
(Normally the individual who
completed the PIA)

< RargDaght Qe /20

ror Signature Date

4&'{ J_o‘fvo.r»a /4‘,5/ /.:Z///G

Signaturé Date
Malntenance and/or Security
K7 _Hoantee St Av«)( Zl//lo
Signatdre Date

(at UNBC,_thislisithe University
Secretary)

Pt ST > 4 ) A i

Ptease send a\copy of this PIA with the respectwe signatures to Heather Sanford, University Secretary for comment,
‘ ',4 \ 4 n revie‘?w approval & filing.

@ A f'nal copy of this PIA (\mth all SIgnatums} will be kept on record with the Access, Privacy & Records Office.

—
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