UNIVERSITY OF :
UNB NORTHERN BRITISH COLUMBIA Privacy Impact Assessment Form

PIA # and Name- assigned by Privacy Office

1 General Information

1. Name of Department, Branch and Program Ar
Student Life & Orientation

2. Name of Program or Service Represe
Rachelle Munchinsky

3. When will the ini ake place*
4. |s this a e event?
v Yes
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UNIVERSITY OF .
UNB NORTHERN BRITISH COLUMBIA Privacy Impact Assessment Form

7. Describe the Purposes, Goals and Objectives.

The data will inform the development of a graduate student orientation, engagement, and professional
development plan. The data will also be used to show the Eees Committee that consultation with
graduate students has been done as part of the process roposing a new fee. If the new fee is

approved, the data will also be used to support submi of the Ministry Mandatory FeeRe@

22

tely accountable for the program or

ience & Planning.

[ ance Model<who is
The Y s Rachelle Munchins ager, Stud Xp

9. List any vant PIAs

PIA 21-024 Survey Monkey
PI1A 20-007 Microsoft 365
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u B UNIVERSITY OF
NORTHERN BRITISH COLUMBIA

Privacy Impact Assessment Form

10. List of All Stakeholders Impacted / Involved (i.e. who are you collecting information from,
UNBC roles using PI, 3rd parties with whom you will share information)

Stakeholder

Role in the initiative

Director of Student Recruitment

Review of raw data and assisting with development of a
graduate student orientation, engagement, and
professional dévelopment plan

v

\/

Manager, Student Exper & Plan Student
Success
Grad stdnt Lead & Eng rd

Same as above and in addition, survey developer,

distributor, and'data process

of final development plan/data related to

andatory Fee Commi

er of final development plan/data related to
ed Fee

NBCGSS

Reviewer of final development plan/data related to
proposed Fee

11.List any vant'eontracts or software purchases. Be sure to follow UNBC guidelines

regarding pur

ing policies.
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UNIVERSITY OF .
UNB NORTHERN BRITISH COLUMBIA Privacy Impact Assessment Form

2 Collection and Use of Personal Information

12.What are the data or information elements involved in your initiative?

Rationale for collection, userdisclosure Method of
Collection or
Disclosure

Data Element

name, email, id#, grade

Student campus/
location

Orientation services

Engagement
services

Professional i rofessional development
developmer services of value to UNBC graduate

arnzico ©hidante -

Service delive 0 ensure Orientation, e @ pent a :
professional development es are Indirect
delivered a2 m o tha AL N N R

WUNBC graduateistudents are in
A opposed to, . ‘Indirect 26(6)

aif=Yaal=Yalp=i A _NT 2 NA anliate al=Ya

Student Life event tter understand reasons for, and
attendance es of, graduate students attending| |Indirect

13. Describ

Information
Link

information is to be collected

Survey Monkey (UNBC account).
ia email, webiste and UNBC Twitter.

14.1f you already have a collection notice, attach it as an appendix.

4
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u B UNIVERSITY OF _
NORTHERN BRITISH COLUMBIA Privacy Impact Assessment Form

15. Please list all users of Pl and Describe how personal information is to be used.

User (UNBC Roles e.g Governance officer) How the info is used

Director, Student Recruitment & 1. Identify themes to develop a graduate student
Acting Director, Student Success orientationg engagement, and professional development

Manager, Student Experience &
Planning

1. tify themes to elop
orientation, engag

elop a graduate student

1. Identify themes t
i nd professional development

orientation, engageme

themes to develop a graduate student
, engagement, and professional development

Director, Student Suc 1. Identify themes to develop a graduate student
orientation, engagement, and professional development

plan.

n_T (5N ln LINID A O nvnnn it tlandt Lt
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UNIVERSITY OF .
UNB NORTHERN BRITISH COLUMBIA Privacy Impact Assessment Form

16. Do you use personal information in your initiative to make a decision about an

individual?
Yes v |No
17. If yes, do you have a retention sched pl elated to personal infofmation
used to make decisions?
Yes No @
din [
nformation will be kept for a

18. If yes, please your appr
ion that di affects an

hedule as an dix.

minimum of o
individual.

hould it be deemed to have no
folder and Teams for
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B UNIVERSITY OF _
NORTHERN BRITISH COLUMBIA Privacy Impact Assessment Form

3 Storage of Personal Information

20.1s any personal information stored outside of Canada?

v Yes No

21.Describe how Pl information will be store

Survey will be collected using Survey Monkey (
After survey collection closes, student data will b
UNBC's Onedrive. Additionally, for st
Teams that only stakeholders have al
Responses will be deleted from

22. Does your initiative lve digitaltools, databases information systems?

v Yes (o)

If yes, plea I NBC Information Security whether you also
requir and threat risk assessment
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u B UNIVERSITY OF Pri | ‘A tF
NORTHERN BRITISH COLUMBIA rvacy Impact Assessment Form

4 Research / Health System Use

23. Do you anticipate that data collected by this program / system will be used

for research or health system use?
Yes v |No

If "Yes" answer the following questio
next section.

24. Please explain and provid

anonymized etc.) \

25. Will it

Provide de iselosure, including whe

26. Will it rt of Research / Open Data?

Provid ails e disclosure, including where and how personal information will be stored.
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u B UNIVERSITY OF
NORTHERN BRITISH COLUMBIA

Privacy Impact Assessment Form

5 Disclosure

27. Will you be disclosing information to 3rd parti

Yes

v

If "Yes" answer the following questi

next section.

No

(i.e. non-unbc employees?

No personal informati
stakeholders.

be shared on-UNBC

provide details o
will be stored.

29.1If irsona informa
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UNIVERSITY OF .
UNB NORTHERN BRITISH COLUMBIA Privacy Impact Assessment Form

6 Accuracy and Correction

30. How will you make sure that the personal information collected is accurate
and complete?

Respondents complete the survey themselves,

31. Do you have a process in correct personal information?
Yes l\\
32. If yes, please descri ur process below’?&

you Wi ke a note on the record, if you're not able

ersonal information, where feasible, a comment will be
the correction, indicating a date that the correction was
will also be kept on file with the survey response data.

made. The electronic requ r the correc

10
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UNIVERSITY OF i
UNB NORTHERN BRITISH COLUMBIA Privacy Impact Assessment Form

7 Personal Information Banks

A personal information bank is a collection of personal information that is organized or
searchable by the name of the individual or an identifying number, symbol, or other
identifier. A personal information bank can be mple list of personal information.
Personal information banks contain person ion that is:
- linked to an identifiable individual
- organized and capable of being re
- normally compiled for a single purp

identifier

al information

If "Yes", wer the following questions, if "No" pleas oceed to the next
section.

ess purpose he in
dent record mana e

tion bank (i.e., account management

37. If enerated, explain how Personal Information will be
de identifi nymized and by whom?

11
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UNIVERSITY OF :
UNB NORTHERN BRITISH COLUMBIA Privacy Impact Assessment Form

38. Describe the category of users and the information to which they will have access

Category of Users Information accessed (i.e. contact info, grades, fee etc.)
12
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UNIVERSITY OF :
UNB NORTHERN BRITISH COLUMBIA Privacy Impact Assessment Form

39. Who is responsible for oversight of user access?

40. Who reads the audit logs, and how lo

0N

oest udit log include

41. What does the a og track? How detailed is the
ol numbe address, etc

42. Are the audit lo

43. Is there a aration of responsibility between those who supervise administration

of the system, or security of the system, and those who verify the audit logs (e.g., does
the auditor in the organization have a role, or is it the security department?)

Yes No

13
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u B UNIVERSITY OF Pri | ‘A ‘F
NORTHERN BRITISH COLUMBIA rivacy Impact Assessment -orm

44. |s the system responsive or passive? For instance, is it possible to put a monitor on
particular individuals (e.g., in a hospital setting, if a celebrity is admitted as a patient,
etc.)? Will access produce an immediate response and not just a log entry for review

months later?
45. How will thos&e SS privle& ? :

QY
S
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U Bc UNIVERSITY OF
NORTHERN BRITISH COLUMBIA

8 Privacy and Security Safeguards

46. Describe administrative safeguards (i.e. policy documents, procedures, or training).

47. Describe physical safeguardsi(ize. locked, filing cabinets, locked doors,,or
restricted areas).

48. Describe the controls in place to prevent unautherized access to
personal infermationgi-e. role-based accessito saftware;’access logs).

49. Describetteehnical safeguards (i.e. firewalls, encryption, or intrusion
prevention systems).
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U Bc UNIVERSITY OF
NORTHERN BRITISH COLUMBIA

9 Privacy Risk ldentification and Mitigation

50. Identify any privacy risks, even very unlikely ones, associated with the initiative anddhe mitigation stratégies
that will be implemented (see risk classification table).

laas IS4 fOfh ~Ye ey S5
If you are disclosing or storing data outside ofi€Canada you will needtolidentify‘additional risks related to
storage/disclosure outside of Canada

RISK LIKELIHOOD IMPACT MITIGATION STRATEGY
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UNIVERSITY OF Priv Im t A ment Form
UNBC NORTHERN BRITISH COLUMBIA ey impact Assessme ©

RISK LIKELIHOOD IMPACT MITIGATIONSSTRATEGY

17
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u B UNIVERSITY OF Pri | tA tF
NORTHERN BRITISH COLUMBIA rivacy Impact Assessment Form

10 Data Linking

In FOIPPA, “common or integrated program or activity” is strictly defined. Answer the
following questions to determine whether your inif@ative qualifies as “a common or
integrated program or activity” under the Act. | answer “yes” to all 3 of these
questions, you must comply with requireme e Act for common or

ovides a service(s)
re other public bodies or

52. Does this initiative inv a program or activi
through a p dy that is

agencies?,

Yes v No

confirmed by written documentation
tions? (Privacy Officer will answer).

on or integrated
quirements

If this PI mon or integrated program, UNBC must submit this PIA
lon and Privacy Commissioner and be subject to their
jce, and timelines.

18
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UNIVERSITY OF ,
UNBC NOBTHERN BRITISH COLUMBIA Privacy Impact Assessment Form

11 Conclusions and Approvals

Individual leading the Program/Project: Rachelle Munchinsky

Position: Manager, Student Experience & Planning

| confirm the information management practices ifi this initiative have been documented

as accurately as | am aware. | commit to communicatingf@ppropriate information management
practices to all individuals participating in thi§ initiativet "I commitfto following the decumented
practices on this PIA, or arranging a PIA amendment if | am aware information management
practices in this initiative change.

Date:ApriI 261 2023

Signature:

Director/Dean Oversgeing the Program/Preject:

I am accountable for overseeing my staff involved®in “this initiative t@»ensure they adhere
to informationg@management practices presented inthis PIAy | will arrange for the project
lead namedf@above to contact the Privacy Officer to arrange a PIA amendment if required.

Signature_Date: May 3, 2023

Vice PreSident Academic and Proyost

| confirm that this initiativedothe hest of my knowledge, as written in the above sections,has
information management practices that complies with policies and procedures of the University
of Northern British Columbia.

June 6, 2023

Signature: Date:

Name of\Privac

Position: GOvernanceOfficer — Access, Privacy and Records Management

| confirm that thisjinitiative to the best of my knowledge as written in the above sections, has
information management practices that comply with British Columbia’s
Freedom of Information and Protection of Privacy Act.

_ June 5, 2023
Signature: Date:

19
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B UNIVERSITY OF _
NORTHERN BRITISH COLUMBIA Privacy Impact Assessment Form

12 Privacy Notice

collect feedback on UNBC gra
development services offere
being collected by UNBC un

Life & Orientati
If you have

O Ye

O

20
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B UNIVERSITY OF _
NORTHERN BRITISH COLUMBIA Privacy Impact Assessment Form

13 Key Terms

“personal information”’means recorded information about an identifiable individual,
including,

(a) information relating to the race, national o

(e) the personal opinio

individual,
(f) correspondenc plicitly or explicitly of

at would reveal the

Harm

Compromise would likely not
result in any significant harm to
the privacy, safety, or
economic standing of
individuals or the corporation.

Mo A possibility that the risk Compromise would I'|ker cause
will occur if no additional some harm to the privacy,
measures are taken. safety, or economic standing of

individuals or the corporation.

High Near certainty that the Compromise would likely cause

risk will occur in the significant and immediate harm

future if no corrective to the privacy, safety, or

measures are taken. economic standing of individuals
or the corporation.

21
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Graduate Student Orientation, Engagement & Professional Development Services Survey

For the purposes of this survey ‘UNBC’ or ‘the university’ refers to the University of Northern
British Columbia which includes campuses in:

e Northwest in Terrace — situated on the unceded traditional Ts’'msyen territory of the
Kitsumkalum and Kitselas First Nation.

e Peace River-Liard in Fort St. John — situated
peoples of the Doig River First Nation, Blu
First Nation.

e Prince George - situated on the unc

e South-Central in Quesnel —
Dene Nation, Nazko Fir
o  Wilp Wilxo'oskwhl Nj

1. Are you currentl e UNBC ca ses?

[1Yes
[1No

2. If yes, pl identify campus you are pri ' g in-person at.

ast in Terrace

Information pre-arrival via:

[] Email

[]Webinar

] Virtual workshops

[]Self-paced online orientation modules
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[J A virtual campus tour
[]Other:

Information in-person upon arrival via:

[]Campus tours

[]Social engagements (e.g. mature student meet and greet)
[1Workshops
[]Peer-to-peer support
[JA UNBC services unit Fair
[]Cultural events

[]Other:

[JA newsletter with infor
employment/funding o

[1Meetups to discu
challenges etc.

ab, grad school

essional development topics have value to you? Check all that
apply an s in the “other” section.

[l Finding and applying for a job
[1Resumes and cover letters

[ Interviewing

[l Preparing my academic CV
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Academic
[1Preparing excellent fellowship applications

[0 Applying for scholarships as a doctoral/PhD student
[l Applying for scholarships as a Master’s student
[1Building effective supervisory relationships

[ Intellectual Property/Copyright and academic work
[JAcademic and scholarly integrity
[l Understanding the research process (i.e. developi
literature, writing a literature review, communi
plagiarism)

[ Thesis, doctoral and project defence pro
[ Formatting your thesis

[1Preparing and submitting your thesis
[1Understanding the ethics appli

a research question, searching fo
g findidgs, citations, and the peri

messages,of your research

resolution
s for success

nd av burnout

7. Please completethe following statement by checking the box(s) that apply to you. | am more
likely to attend orientation, student engagement, and/or professional development activities
that are:

[ In-person
[]Virtual
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[IHybrid (both in-person and virtual)

8. Currently, undergraduate students are the only UNBC students charged a fee that supports
orientation, engagement, and professional development activities through the Student Life &
Orientation department at UNBC. To offer a fulsome suite of orientation, engagement and

professional development opportunities for Graduate students, a one-time mandatory fee of
$43.30 would need to be charged to all new Graduategtudents. If you were a new Graduate
student, would you see value in paying the one-ti e to receive orientation, engagement,
and professional development services?

[Yes
[INo
Please provide an explanation for oice:
i hts/com ts that you h rega ientation,
te ents at 4

ent services for Gra

10. Rate thegorevious events hel
emely dissatisfied, 5 extremely s ied).

Three-Minute The om jon

Campus tours

Little Lounge

Grad Session

Please provide eedback that you have on the event(s) you attended.

Insert comments box
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11. If you have not attended any Student Life and Orientation events, what was the reason?
Rate each reason based on the level of applicability to you from 1 to 5 (1 least applicable, 5
most applicable).

Timing of event(s) 1 2 3 4 5
Type of events offered 3 4 5
Other restrictions (Family, busy schedule 3 4 5

etc.)

Lack of communication regarding
occurrence of event(s)

You are unable to participate in on campu
events

12. What types of Student Life a

Insert comments box

3
e interested j 4
uate Student Workshops k
y satisfied).

1 2 3 4 5
Management
Management (Zote
esearch Methods

Please provide any fe ckt ou have on the workshop(s) you attended.

nded from 1 to 5.

Insert com
14. If yo ended any Library Graduate Student Workshops, what was the reason?
Rate eachr on the level of applicability to you from 1 to 5 (1 least applicable, 5

most applicabl

Timing of workshop(s) 1 3 4 5

Type of workshops offered 1 3 4 5

Other restrictions (Family, busy schedule 1 3 4 5
etc.)
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Lack of communication regarding 1 2 3 4 5
occurrence of workshop(s)

You are unable to participate in on campus 1 2 3 4 5
workshops

Thank you for sharing your voice by taking part in our survey!
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