u B UNIVERSITY OF
NORTHERN BRITISH COLUMBIA
PIA Determination and Template

PIA#: (assigned by Privacy Office) Topic:

Here are a few examples of situations where you should consider a PIA:

*You collect, use or disclose new personal information that you did not collect, use or disclose
before.

* You give access to personal information to new
* You implement a new service delivery or
retrieves personal information.

You implement a new or different electroni
such as adding portable devices with wireles
* You enter into an agreement with a new b

The most important g
privacy of personal i
Data matching is t
custodian who carri

rogram or activity
personal information?

Update
the PIA.
A
|
Is t{here.a ready a PIA Has anything
or this program
: changed?
or activity?

._@

Updating the PIA |

is likely not
required.

Please fill out PART A to determine your need for a full PIA.
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u B UNIVERSITY OF
NORTHERN BRITISH COLUMBIA

PIA Determination and Template

PART A

Document Version, Review and Approval History
Version Author Nature of €hange
1.0

1. Introduction

Answer the who, what,
initiative in full, includi

ow of your igii

Phone: 250-960-6436

Phone: 250-960-6443

d) Key Program or Service Dates
When will the initiative take place?

Is this a one-time event?
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PIA Determination and Template

PIA#: (assigned by Privacy Office) Topic:
Will the initiative go on for a short time or for the foreseeable future?

Do you have an end date planned?

a) Description of the New Program

iii. The N

Why you doing the igiti

y accountable for the program or system
elevant Existing Policies
UNBC Oath o fidentiality

Pinetree Legal Privacy Policy- see appendix ¢
UNBC Acceptable Use Policy

Vi. Related PlAs
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PIA Determination and Template

PIA#: (assigned by Privacy Office) Topic:
Vil. Relevant contracts
viii.  Research / Health System Use

stem will be used for research or
etails of data state (aggregate, d

Do you anticipate that data collected by this program
health system use? If so, please explain and provi
identified, anonymized etc.)

ature

h, preservation or security of the
usiness purpose

Personal Informati ns recorded information about an identifiable

Personal
Bank

PIB is any collection or set of personal information
where personal information is organized by:

* The individual's name;

* An identifying number or symbol; or

* Other particular identifier assigned to the individual.

d) User Access
How is the project, system, application or initiative accessed by users?
Are there different levels of access dependent on roles?
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PIA Determination and Template

PIA#: (assigned by Privacy Office) Topic:
| 3. Personal Information Flow Diagram and Explanation |

If you are collecting, using, storing, sharing, disclosing or retaining Personal Information you will
need to proceed with the Part B and C of this document.

privacy@unbc.ca

Think about the information you'll collect, u
here. A major part of the PIA process isto m
the Freedom of Information and Protection of
disclose each of these pieces of i tion. LI
what is necessary to complete i

In the table below, compl
method for collection, u

hronologically in
iew your steps and determine
ure that the practice is

| information / sensitive information
tionale for each.

to access and its business owner. Also
received permission to access the data.

Method of
Collection or
Disclosure
o register and correctly identify individual. Direct
Individua quired for notifying individual of test result. Direct
Phone Num

COPY OF RECORD RELEASED JULY 31, 2024 IN RESPONSE TO FOI 24-18



u B UNIVERSITY OF
NORTHERN BRITISH COLUMBIA
PIA Determination and Template

PIA#: (assigned by Privacy Office) Topic:

GuideClearly uses Google Anlytics on its website using cookies to collect and track data.

Data Element Rationale for collection, Method of Collection
use or dis ure or Disclosure

Number of session on website

Geographic location of users
through IP address tracking

Behavior on website:
Time spent on pages
Pages visited

Links clicked

Use of site search, includi

If you do
unintentio

iative: how witf; you reduce the risk of

of a public engagement strategy,
themselves or others, even though
tly receive or collect personal

Pestroy it

Return it

n you receive other than read and delete or return it, or transfer it
to the approp public body, you have not collected the information according to

FOIPPA.
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PIA Determination and Template

PIA#: (assigned by Privacy Office) Topic:
However, if you take any other action, including storing the information or using it in
your own work, under FOIPPA you have collected personal information without
authorization and that is considered a privacy breach.

| am not collecting, using, storing, sharing, disclo
information for this initiative.

Staff Name Zarrah Holvick

Signature

, Or deleting any personal ‘

document.

Gove

January 5,
Date
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PIA Determination and Template

PIA#: (assigned by Privacy Office) Topic:

Personal Information is being collected un
Section 26 of BC’s Freedom of | i

a) Consent Requirements fo
system or program)

i. Collecti

tion you collect is 0
| Codes Appendix B

amount of
principles.

26 states that pers
ader legislation, ess

ation may be collected
information only if

is expressly authorized under an Act,

(i)the individual the information is about has consented in the prescribed manner to that
collection, and

(if)a reasonable person would consider that collection appropriate in the circumstances,
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PIA Determination and Template

PIA#: (assighed by Privacy Office) Topic:
(e)the information is necessary for the purposes of planning or evaluating a program or activity of a
public body,

How personal information is to be collected
27 (1A public body must collect personal informatio
about unless

ectly from the individual the informatien is

(a)another method of collection is authorized b

(i)that individual,

GuideClearly uses websH@They collect the

following:
Number of sessions on the
Geographic
Behavior e website, such as:
Time& spent on p
visited

COPY OF RECORD RELEASED JULY 31, 2024 IN RESPONSE TO FOI 24-18



u B UNIVERSITY OF
NORTHERN BRITISH COLUMBIA
PIA Determination and Template

P1A#: (assigned by Privacy Office) Topic:

You may not need a collection notice if:
e You collect personal information indirectly, meaning you get the information from
another public body and not from the individual who owns the information
e You collect personal information for law enfo
e You collect information by observing a per

FOIPPA section 27(3) and (4) tells you more notice.
If you determine that you do not need a c

Copy/Paste or Fill in your Priva
(See Appendix C for an exampl

il. Use

FOIPPA was amen
section.

ective No ber 26, 2021 thos endments affect this

Use of Per al Information

Section 32

present their website

-to iden or barriers to access on their website

iii. Dis

Disclosure of personal information
33 A public body may disclose personal information in its custody or under its control only as permitted
under section 33.1, 33.2 or 33.3

10
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PIA Determination and Template

PIA#: (assigned by Privacy Office) Topic:

GuideClearly shares this Google Analytics data with:

-their funders and potential funders

-partners in legal aid and legal aid technology communities
-contractors performing development or mainten of their website

iv. Health System Use

v. Research/Open Data

It is your responsibility to make gure ' [ , use a
disclose is accurate and compl a decision
that affects an individual. i mplete

include verifying the inf

accurate and up t or the purposes for which
disclosed?

to correct any of their personal

correct the record itself, you must make
isclosed the personal information to
r,'you must also notify them of any

c) rsonal Information
FOIPPA d effective November 26, 2021 and those amendments affect this
section.

Disclosure inside or outside Canada

33. A public body may disclose personal information referred to in section 33 inside or
outside Canada as follows:

in accordance with Part 2;

if the information or disclosure is of a type described in section 22 (4) (e), (),

(h), (i) or (3);

11
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PIA Determination and Template

PIA#: (assigned by Privacy Office) Topic:
if the individual the information is about has identified the information and

consented, in the prescribed manner, to its disclosure inside or outside

Canada, as applicable;

Canada?
Does this initiative store in

Does this initiative b
Canada?

ing" and “dat
ine whether

re strictly defined. Answer the following
as a “data-linking initiative” under the

Is the purpose for the nt from the original purpose for which the personal

information h data wasWeriginally obtained or compiled?
Is th is occurring between either two or more public bodies or one or more
public e or more agencies?

If you have
Privacy Officer

ered yes to the above three questions, you will need to work with the
ensure you meet the requirements for a data-linking initiative?

Common or Integrated Program or Activity

12
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PIA Determination and Template

PIA#: (assigned by Privacy Office) Topic:
In FOIPPA, “common or integrated program or activity” is strictly defined. Answer the following
guestions to determine whether your initiative qualifies as “a common or integrated program or
activity” under the Act. If you answer “yes” to all 3 of these questions, you must comply with
requirements under the Act for common or integrated programs and activities.

public body and at least one other public body
service?

The common or integrated pro
the requirements set out in the

ust take place with
ntact the
ine how to

d Privacy Commissio
ivacy and Record

hedule and thod o uction for Personal Information

Think about whether you use personal information in your initiative to make a decision about an
individual. Examples of using personal information to make decisions include but are not limited
to:

e Using a person's date of birth or income to decide whether a person qualifies for a
benefit

13
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PIA Determination and Template

PIA#: (assigned by Privacy Office) Topic:
e Using a person's employment history to decide whether they can move forward in a job
competition

e Using a person's health information to decide the level and type of care they receive

Keeping information for one year after it is used to
the minimum requirement under FOIPPA.

a decision that affects an individual is

t dictate how | recor
maintain the ds i ur

You may have other operational or administgti
must be kept and when they must be dispo
initiative according to an approved records s

Answer here or state N/A:
If you answered yes above,

exceeds the one-year re
Privacy, Access and R

n schedules tha er tention
lease contac Gove icer —
iStanc

. If yes, I'will contact the Privacy Officer to ensure that | am identifying that
mation Bank (PIB) and identifying the legislatively required descriptors

Name:

Location:

Description:

14
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PIA Determination and Template
PIA#: (assigned by Privacy Office) Topic:

Authority: This personal information is beqgin collected under the authority of the University Act
and section 26 (a), (c), and (e) of the Freedom of Information and Protection of Privacy Act

(EQIPPA).
Purpose:

Category of Users:

ion for Pers
or anonymized

e) Method of De-identification/Anony
Please explain how Personal Information will

f) Users of Personal Infogmati

onal infor ion is accessed,
de a description of what
ess logs (e.g. in real-time

iii. Proactive

gives individuals the right to access any record under the custody or
UNBC is a public body under the Act.

er access to information requests?

If aggregate or de-identified data only to be released, who responsible to do so and how is that
done?

Request for Personal Information from Persons to Whom It Relates

15
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PIA Determination and Template

PIA#: (assighed by Privacy Office) Topic:

**Please note***

Individuals do not have to make a formal FOI request to access their own information held by
UNBC

| 6. Privacy and Security Safeguards [ ’ I

Al placedo A0« izec gfio
nal Mail he gl enting, of
ati
pinistratiie,and/Qh > es His
Yalhis (OR)MEYE 6udibas Vi
atkols ateac LY are platfesn e
dse or INfOK (€ pers Yatio
1oy SSSNENES); AR
jiial tool and ASk!
An (Sée
nt) o[ statein hle

a) Security Safeguards

e _Administrative Safequards

16
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PIA Determination and Template

PIA#: (assigned by Privacy Office) Topic:

e Technical Safequards

o Physical Safeguards
This questiq@#s to identify how yO@teduce the risk that you stofggersonal information in a
computer g§&tem or physical location where unasthorized access &gl happen.
ilechnical recqiils are records that Jfe St@med electronically, including but not limited
@hecords stopéd:
o In a deg@Rase
W0 a LANI@Es area network)
e ONiEard drive
B QIWa mowlle device or Igdiop
Technical securitydiCl@itles any digitallar electronic system set up to keep your
records secure, ¥Cludirmgg
o Wising UNBC firegialls
e 'Encrypting persorg@nformation N@here it is stored or transferred
e Relying on H@w yours@laud service provider protects information in the cloud
e Using passworNgato prog@st digital files and laptops

If your recofgiSSaigmeistorsgon UNBC servers, use this question to list technical security on
the system wi@lie recorcseaigystored.
PhysiciggcordSWclude but are not limited to:

o P2anesrecords

o Film8guideo

e Photoglaphs

e Audio recordings

e Maps

Physical security is anything you do to keep physical records safe and secure, including:
e Locking filing cabinets and rooms
e Having security guards that patrol the building
e Restricting access to rooms or buildings where information is stored

17
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PIA Determination and Template

PIA#: (assighed by Privacy Office)
e Using alarm systems in the building or room where information is stored

Topic:

If your physical records are not kept in UNBC buildings with standard UNBC security, use this
question to list the physical security in the building and rooms in which records are kept.

e ldentify any outside partners aricompanies involved that may have access
to the personal information

e Website Domain Owmnership (if applicable)

l]Privacy Risk Identh Mitigation

PleaseWdentify any privaSglkisks, even Yl unlikely ones, associated with the initiative and the
mitigation strategieghihat willle implemented. Please provide details of all such strategies. The
Privacy Officer will héi@identiN@ke likelihood (low, medium, or high) of this risk happening and
the degree of impact it Wigkild haV¥@hen individuals if it occurred.

Please explangiihe TSKSUEEdi using the associated CSA Model Code (Appendix B).

EXAMPLE

Risk # 1

Data that is no longer
needed is at risk of
being breached
because it is being

Cause: Data is not being deleted from the IT platform in a timely
manner once it is no longer needed.

Probability:

Low

18
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PIA Determination and Template

PIA#: (assignhed by Privacy Office) Topic:
retained in the IT Impact:
platform longer than High
necessary.
Related CSA Mitigation:
Principle:

Implement a process es data

Safeguards once it is no longer,n

orm that automatically d

d, e policy established b

Risk #1 Cause:

Related CSA N
Principle: babili

Impa
Risiz

Related CSA —
Principle: lity:

\ Mitigation:

itigation:

19
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PIA Determination and Template

PIA#. (assigned by Privacy Office) Topic:
Risk # 3 Cause:
Related CSA —
Principle: Probability:
Impact:
Mitigati

ART C

| 8. Conclusions

d with or without conditions, the Privacy Officer will collect
provided below. A copy of the PIA will be distributed to all
signator nience or to attach to a requisition or file with a contract.

Name of Indivi leading the Program/Project:
I confirm the information management practices in this initiative have been documented on
Form A, and B as applicable, as accurately as | am aware and | commit to communicating
appropriate information management practices to all individuals participating in this initiative as
appropriate. | commit to following the documented practices on this PIA, or arranging a PIA
amendment if | am aware information management practices in this initiative change.

20
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PIA Determination and Template

PIA#: (assigned by Privacy Office) Topic:
Signature: Date:

Director or Dean Overseeing the Program/Project:

| am accountable for overseeing my staff involved in
information management practices presented in thi
named above to contact the Privacy Officer to

initiative to ensure they adhere to
IA. 1 will arrange for the project |
ge a PIA-amendment if required.

Signature:

Date:

21
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PIA Determination and Template

PIA#: (assigned by Privacy Office) Topic:

Confidentiality

Consent e agreement

rposes
sible (e.g.,

n Standards Association (CSA) developed a
at sets basic principles for safeguarding
tablishes 10 basic principles for all

use personal information. In some cases,

t apply to public sector regimes. For example,

duals who are accountable for the organization's compliance
ith the following principles.

Identifying Purposes - The purposes for which personal information
is collected shall be identified by the organization at or before the
time the information is collected.

3. Consent - The knowledge and consent of the individual are required
for the collection, use or disclosure of personal information, except
where inappropriate.

4. Limiting Collection - The collection of personal information shall be
limited to that which is necessary for the purposes identified by the

22

COPY OF RECORD RELEASED JULY 31, 2024 IN RESPONSE TO FOI 24-18



U B c UNIVERSITY OF
NORTHERN BRITISH COLUMBIA

PIA Determination and Template

PIA#: (assighed by Privacy Office) Topic:
organization. Information shall be collected by fair and lawful
means.

5. Limiting Use, Disclosure and Retention - Personal information shall
not be used or disclosedfor purposes other than those for which it is
collected, except wi e consent of the individual or as

e - An individual shall be able to address a
ompliance with the above principles to the

Data (information
ms or business processes.

Data mat ctivity that involves comparing personal data obtained from a

y of sources, including personal information banks, for the
purpose of making decisions about the individuals to whom the data
pertains. Included in this definition of data-matching is data linkage, also
known as data profiling.

Personal information  For data to be categorized as personal information (rather than just
information, in general), it must have details sufficient to identify an
individual. Individual identification is thus the threshold for transforming
general information into personal information and where rights,

23
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PIA Determination and Template

PIA#: (assighed by Privacy Office) Topic:

protections, and requirements associated with the proper handling of
personal information are triggered.

Without restricting the generality of the foregoing, personal information
may include, for example:

ent to a government institution by the
plicitly or explicitly of a private or confidential

g original correspondence.
s of another individual about the individual.

s of another individual about a proposal for a
r a prize to be made to the individual by an

tion or a part of an institution referred to in paragraph (e),
ding the name of the other individual where it appears
iews or opinions of the other individual, and,

he name of the individual where it appears with other personal
ormation relating to the individual or where the disclosure of
the name itself would reveal information about the individual,

In some jurisdictions, personal information may not include information
about an individual who is or was an officer or employee of a
government institution that relates to the position or functions of the
individual including,

¢ the fact that the individual is or was an officer or employee of the
government institution,

e the title, business address and telephone number of the
individual,
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PIA Determination and Template

PIA#: (assighed by Privacy Office) Topic:
¢ the classification, salary range and responsibilities of the
position held by the individual

¢ the name of the individual on a document prepared by the
individual in the co of employment, and,

the personal opinions or views of the individual give

financial
, conferred on

Privacy

[}
pri
e respondito requests for access to and correction of personal
information and general issues within a public body concerning
\rsonal information; and
o rk with information and privacy commissioners during the

investigation of a privacy complaint against an organization.

Privacy officers may also be responsible for managing changes to an
organization’s:

information management practices, policies and procedures;
staff training, vis-a-vis privacy and information handling;
privacy policies and procedures; and

inquiry and complaint processes.

N

25
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PIA Determination and Template

PIA#: (assighed by Privacy Office) Topic:

Privacy protection Preventing unauthorized collection, use and disclosure of an individual’s
personal information.

Program manager The person responsible anaging and directing the projects of a

Risk assessment

Threat and Risk
Assessment (TR

, including potential
ity and confidentiality.
, can help provide

nd privacy risks to acceptable

26

COPY OF RECORD RELEASED JULY 31, 2024 IN RESPONSE TO FOI 24-18



UNBC UNIVERSITY OF
NORTHERN BRITISH COLUMBIA
PIA Determination and Template
PIA#: (assighed by Privacy Office) Topic:
APPENDIX B
CSA MODEL CODES

1. Accountability

The principle of Accountability states that an izati all designate someon

accountable for the management of personalii jon. This i des the collegtion,
usage, disclosure, retention, and transfer of

processing.

2. ldentifying Purposes

e and consent of individuals are
iscloses personal information, and it
derstands.

application forms which require personal
ording to trick individuals into giving their

e to provide a product or service to an individual if that
ersonal information that is not required or related to the

individual
produ

4, Limitin

The principle of Limiting Collection states that the personal information an organization
collects should only be limited to that which is necessary for the purposes identified.

27
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PIA#: (assighed by Privacy Office) Topic:
Information Handling Policies and Procedures

An organization’s privacy officer or person(s) responsible for privacy compliance should create
information handling policies and procedures and specify what type of personal information is
collected. This works in tandem with the Openness

Fair and Lawful Means

shall identify the purposes for doi
clear and straight-forward.

s that an organization
onal information.

s that an organization should ensure that the personal
should be accurate, complete, and up-to-date for the purposes for which it

How Accurate?

An organization should ensure that personal information is accurate, taking into consideration
what the personal information is being used for and also taking into consideration the best
interests of the individuals.

28
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PIA Determination and Template

PIA#: (assighed by Privacy Office) Topic:
For example, if an organization collects personal information to conduct pre-employment
screening, it should ensure that it makes a serious effort to ensure its accuracy. Not making
reasonable strides to ensure the collection of accurate personal information means that an
individual’s employment could be at stake.

Updating Personal Information

An organization shall not routinely update d for
purpose that requires its continual use. This i i i ird
parties.

routinely

d be protected again nauthorized access, disclosure,
ion, regardlessief what It is stored in (paper, electronic, etc).

re sensitive personal information, such as credit card
be expected to have much stronger safeguards in place to

8. Openne

The principle of Openness states that an organization shall make its policies and
procedures about how it manages personal information readily available.

29
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PIA Determination and Template
PIA#: (assighed by Privacy Office) Topic:
It should not provide barriers to access — if an individual is making a request to know

about your organization’s information handling pragtices, the request should be done
without an unreasonable effort.

When providing the information, it shoul
understandable. The information should [ hat
someone without a university degree can
and contracts

Individual Access

9.

personal information, the
involve correcting,

ould also provide the individual information about their complaint procedures
or how to contact'the Privacy Commissioner of Canada if the individual wishes to file a
complaint about the denied access request.

Requesting Identification

30
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PIA Determination and Template

PIA#: (assigned by Privacy Office) Topic:
Before providing access to or amending personal information, an organization should verify that
it is communicating with the correct individual.

Some organizations choose to do this by asking for government-issued identification. Others
may ask an individual on the phone to verify his or hef @ccount information by providing

individual has been identified, the organizat
has already fulfilled its purpose.

An organization should also not s use str

access.
Third Party Disclosure
If an individual desir which thi arties his or ersonal ation has been

all let the individual kn

ties personal information

ave been disclosed to, then
which the infor i

n may have

n for doing so, and notify the individual of his or her
e Privacy Commissioner of Canada.

Making Inf

Ifano
mean to

31
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PIA#: (assighed by Privacy Office) Topic:

10. Challenging Compliance

The principle of Challenging Compliance states individuals shall be able to chall

an organization’s compliance on any of the pri

This means that an organization must have p
complaints and inquiries. The procedures sho

ot ignore it. If the complaint is
dy it. This may involve

officer (or person res acy compliance) is responsible

gating inquirie d com

32
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PIA#: (assigned by Privacy Office) Topic:
APPENDIX C

PINETREE LEGAL PRIVACY POLICY

33
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