UNB c UNIVERSITY OF

PRIVACY IMPACT ASSESSMENT

NORTHERN BRITISH COLUMBIA

| BASIC INFORMATION - New or Existing Program, System or Legislation

1. Program Area
Public Body University of Northern BC
Program/Unit Human Resources/Information Technolo
Initiative Title eRecruitment and Employee eAssess
2. Contact Position and/or Name, Telephone Numb il Address.

(This should be the name of the individual most

d to questions regar, the PIA).

Name, Title Greg Condon
Phone Number | 250-960-5289
E-Mail Greg.condon@unbc.ca

3 Description of the Program/System/Legislatio
(Please note here if the initiative f this is
a change to an existing legislati gram
and the proposed change
UNBC intends to purc ili i ssessment

modules to enab
ormance and create

n Canadian servers to

*Yes | No

If yes, please ens ou have notified the Office of the Information and Privacy
Commissioner at an'early stage of development of the initiative pursuant to section 69
(5.5) of the FOIPP Act.

4. Purpose/Objectives of the initiative (if statutory, provide citation).

Streamline employee/faculty recruitment process. Expedite applicant process from applying for a vacant
position, committee interviews, selection and transition automatically to the University’s ERP system.
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Provide the timely feedback on employee performance and develop employee development action plans
to improve employee skills and performance.

5. What are the potential impacts of this proposal? (Include privacy impacts in this description).

candidates.

The lack of a performance management platform will impact employe
negative effect on employee performance. There may be potential t

the recruitment & retention of qualified applica
process. Having an online system of applicati
Management program being implemented
with intuitive naming conventions. The syste
staff coverage or turnover.

6.
information as "recorded information
tion." Contact information includes the
ess etc., which enables an individual at a
ormation found on a business card).
1. i ona ‘ormation that will be collected, used and/or
sitivity of the personal information. [See note above about
1
. address, gender, age/birthdate, SIN, Employee#, race/national, ethnic origin.
eRecruit — N dress, CV, Phone Number, Applicant profile score as related to the
job posting.
eAssessment —Na epartment, Direct Supervisor, Job Title, Job Description, Immediate
Supervisor feedback, Employee Number, professional & personal development items along with
action plans. This information is very confidential, especially if there are employee performance
concerns.
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2. Provide a description (either a narrative or flow chart [preferred if possible]) of the
linkages and flows of personal information collected, used and/or disclosed.

Hire Offer

Applicant HR Review Interview Will eventually flow

— Review — Committee — directly into Banner

Reject Reject
Employee Employer Employee/
Performance =) Performance =) Employer
Review Review Feedback
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[} PERSONAL INFORMATION COLLECTION
(Section 26 and section 27 of the Freedom of Information and Protection of Privacy Act "FOIPP Act")

*IMPORTANT NOTE: Recent amendments to the FOIPP Act have clarified
information has not been collected by a public body. See section 27.1 or cc
further details.

o0  nla

Is personal information being collected?

IF THERE IS NO PERSONAL INFORMATION BEING
PERSONAL INFORMATION

1) Authorization for Collection:

A public body may collect personal in

s. 26
(a)

of personal information necessary for the purposes of
ting a program or activity of a public body? X

(f) Is the colleetion of personal information necessary for the purpose of
reducing the risk that an individual will be a victim of domestic violence, X
if domestic violence is reasonably likely to occur?

(9) Is the personal information being collected by observation at a
presentation, ceremony, performance, sports meet, or similar event
where the individual voluntarily appears and that is open to the public? X

Please identify event:
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s. 26 Yes No  nl/a

(h) Is personal identity information being collected by:

A designated provincial identity information services provider and the
collection of the information is necessary to enable it to provide services
under section 69.2,

or

A public body from a designated provincial identity information se
provider and the collection of the information is necessary
public body to identify an individual for the purposes of p
service to the individual or the provincial identity infor
provider to provide services under section 69.2.

authority under the FOIPP Act to collect the pers
questions or require clarification please conta

A public body must collect personal info
about, with certain specific exceptions.

IF YOU ARE ON
YOU WILL NOT
TO 3. NOTIFICA

n/a

(a-1)(i)

(a.1)(ii)

an individual and it is not possible to obtain authority under (iv) for
another method of collection?

(b) Is the public body collecting personal information disclosed to it by
another public body under an authority within sections 33 to 36 of
the FOIPP Act?
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s. 27(1)

Yes

No  n/a

Specify relevant section(s) or subsections that apply.

(c)(i)

Is the personal information being collected for the purpose of
determining suitability for an honour or award including an honorary
degree, scholarship, prize or bursary?

(c)(ii)

Is the personal information being collected for the purpose of a
proceeding before a court or a judicial or quasi-judicial tribufal?

(c)(iii)

Is the personal information being collected for the pur
collecting a debt or fine or making a payment?

(c)(iv)

Is the personal information being collected for t
enforcement?

(c)(v)

Is the personal information being collect

is reasonably likely to occur?

(d)

Is the personal information bein

(e)

(f)

purposes of m
between 3

(9)

ovincial identity information service t
e services under segtion 69.27

checked, your office does not have the authority
information in question If you have any questions

Yes

No | n/a

Has the individual from whom personal information is being collected, been informed of:

(a) the purpose for collection?

regarding the collection?

X
(b) the legal authority for collection? X
(c) the contact information of the person who can answer questions

X
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27(2) Yes No n/a

Additional details as required (e.g., method of notification)

Contact information for HR will be provided to new applicants so they can view or
correct errors in their submission. The system may also allow the applicant to
update their own information directly.

Notification is not required if the answer is “yes” to any of the followin

27(3)
(a) Is the personal information about law enforcement or a
to in section 15(1) or section 15(2) of the FOIPP Act? P X
(b) Has the Minister responsible for the FOIPP Act exeused you from bomplying
because it would
(a) result in the collection of inaccurate in '
or
(b) defeat the purpose or prejudic
information is collected?
(c) The information

you have not provide e re d notification as outlined above, please contact FOIPOP
fficer.
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v USE OF PERSONAL INFORMATION - (Section 32 of the FOIPP Act)

n/a

Is personal information being used?

s.32
(a)

Will the information be used only -
obtained or compiled or for a use co

(b)

informa
Officer.

\")
ection 33, section 33.
OIPP Act)
Yes | No | n/a
X X
IF THERE IS NO PERSONAL INFORMATION BEING DISCLOSED, GO TO
VI. ACCURACY AND CORRECTION OF PERSONAL INFORMATION.
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A public body may disclose personal information in its custody or under its control only
as permitted under sections 33.1, 33.2, or 33.3 of the FOIPP Act.

1) Disclosure of Personal Information

Sections 33, 33.1, 33.2 and 33.3 of the FOIPP Act provide the legislative authori

is authorized under section 33.1 or 33.2.

Please choose the main authorization(s) for disclosure below. Al
apply do not need to be checked, only the main authorizations

s. 33.1 | Disclosure inside OR outside Canada No : n/a

(1)(a) In accordance with Part 2 (pursuant to an

(1)(a.1) | If the information or disclosure is of a

(e) the information is about the thir
remuneration as an officer, empl
body or as a me of a minister

ary benefit of a
)y a public body, not
ed in support of the X

ner, to its disclosure inside or Internal
depts X
only
ent of British Columbia (other than the
nd Protection of Privacy Act)or Canada that X
disclosure
of enactment and relevant section(s)As above: LRB, HRT, ESA,
(1)(c.1) | information is made available to the public in British
Columbia under an enactment, (other than the Freedom of Information
and Protection of Privacy Act) that authorizes or requires the X
information to be made public
Specify name of enactment and relevant section(s)
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s. 33.1 | Disclosure inside OR outside Canada Yes ¢ No  nla

(1)(d) In accordance with a provision of a treaty, arrangement or written
agreement that

(i) authorizes or requires its disclosure, and X

(ii) is made under an enactment of British Columbia (other than the
Freedom of Information and Protection of Privacy Act) or Canada

Specify name of enactment and relevant section(s)

(1)(e) To an individual who is a minister, an officer of the publi

the minister, officer or employee,

and

(i) in relation to disclosure outside Ca
necessary because the individual is
Canada

If paragraph (1)(e)(ii) applies,

(1)(e.1) | To an individual who is
employee or associ

(i) the infor
the individ

To an officer
information is i i cessary for the protection of the health or X | indirectly
or minister
legal counsel for the public body, for the
taining legal advice for the government or Possibly
r use in civil proceedings involving the government or X —if
requested
(1)(h) r responsible for the Coroner's Act or a person referred
to in section36 of that Act, for the purposes of that Act X
Mm@ If
(i) the disclosure is for the purposes of collecting amounts owing to
the government of British Columbia or a public body by X
a. anindividual, or
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b. corporation of which the individual the information is
about is or was a director or officer,

and

(ii) in relation to disclosure outside Canada, there are reasonable
grounds for believing that

a. the individual the information is about is in, residesa
or has assets in the other jurisdiction, or

b. if applicable, the corporation was incorpora
doing business in or has assets in the ot
jurisdiction

1(i.1)  For the purposes of

(i) a payment to be made to or by the govern
or a public body,

(ii) authorizing, administering, processi
a payment, or

(iii) resolving an issue regarding
(1)G) (i) Repealed.
(1)(k) | For the purposes of

(1) For th 0Se8,¢ censing, registration, insurance, i Possibly
regulated inside or outside Canada X | ifposn
ions requires
X
body considers
health or sa
that an individual will be a victim
estic violence is reasonably likely to X
(1)(n) ................................... & friend of an njured. il o deceased
ted X
(1)(0) with section 36 (disclosure for archival or historical
X
(1)(p)
(i) is necessary for
(A) installing, implementing, maintaining, repairing, trouble
shooting or upgrading an electronic system or equipment that
includes an electronic system that is used in Canada by the X
public body or by a service provider for the purposes of providing
services to a public body, or
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(B) data recovery that is being undertaken following failure of an
electronic system that is used in Canada by the public body or
by a service provider for the purposes of providing services to a
public body

and

(ii) in the case of disclosure outside Canada

(A) is limited to temporary access and storage for the mini
time necessary for that purpose, and

(B) in relation to data recovery under subparagraph
limited to access and storage only after the syst
occurred

If paragraph (1)(p)(ii) applies, please explai access and
storage is for the minimum time necess

(1)(q) If the information was collected by
ceremony, performance, sports
individual voluntarily appeared

Please identify event:
(1)(r) If the information

Was disclosed on a so
information is abe

purposes).

To comply

(2)(a)

(2)(b) To a law enforcement agency in a foreign country under an
arrangement, a written agreement, a treaty or provincial or Canadian X
legislative authority.
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()

The minister responsible for this Act may, by order, allow disclosure
outside Canada under a provision of section 33.2 in specific cases or
specified circumstances, subject to any restrictions or conditions that
the minister considers advisable.

(4)

In addition to the authority under any other provision of this section or
section 33.2, the Insurance Corporation of British Columbia may
disclose personal information if,

(a) the information was obtained or compiled by that public be

(5) and | For the purposes of operating the designated pr
(6) information services as permitted under secti
(7) To respond to citizens’ enquiries as permj
Additional details as required
s.33.2 Disclosure inside Ca n/a

For the purpose fe

X

the officer, employee or minister

X indirectly

(f)

To the auditor general or any other prescribed person or body for
audit purposes

(9)

To a member of the Legislative Assembly who has been requested
by the individual the information is about to assist in resolving a
problem
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s. 33.2

Disclosure inside Canada only

Yes

No n/a

(h)

To a representative of the bargaining agent, who has been
authorized in writing by the employee whom the information is
about, to make an inquiry

(i)

To a public body or a law enforcement agency in Canada to assist in a8

investigation

(i) undertaken with a view to a law enforcement proceeding, or

(ii) from which a law enforcement proceeding is likely to re

)]

To the archives of the government of British Columbia
archives of a public body, for archival purposes

(k)

Repealed.

U]

To an officer or employee of a public body o
information is necessary for the purposes
program or activity of a public body

possibly

Additional details as required

s.33.3

Disclosure to Public out Request

No n/a

No n/a

ers information under section 33.2 occur

into the Personal Information Directory?

X
g Agreement been completed for these
X
elated to the Information Sharing Agreement(s)
X

Last Updated:

Personal information exchanges within a public body do not normally require an

Information Sharing Agreement (ISA) if they are for a consistent purpose as defined under
section 33.2(a) of the Act or are necessary for the performance of an employee of the
public body under section 33.2(c). However, depending on the nature and sensitivity of the
personal information exchanged, the public body might choose to prepare an ISA or
similar written statement of understanding.
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3) Research or Statistical Purposes (Section 35)

Yes No  n/a

Has a researcher requested access to personal information in an identifiable
form for research purposes?

If “yes”, a research agreement that conforms to the criteria established
must be in place. Contact the FOIPOP Officer for assistance.

Please note: Research using personal information may only, if i ets all of
the terms of section 35.

4) Archival or Historical Purposes (Section 36)

The archives of the government of British Columbi

authorizations for disclosure you do
jon. If you have any questions or

Vi
al information will be used by a public body to make a decision that
ual, the public body must make every reasonable effort to ensure
that the informa i rate and complete. An individual must also have the ability to
access, or have co ted or annotated, their personal information for a period of one year
after a decision has been made based upon the personal information.
Last Updated: January 2012 Page 15 of 19

COPY OF RECORD RELEASED JULY 31, 2024 IN RESPONSE TO FOI 24-18



Yes | No n/a

1. Are there procedures in place to enable an individual to request/review
a copy of their own personal information? X
2, Are there procedures in place to correct or annotate an individual's

personal information if requested, including what source was used to
update the file?

3. If personal information is corrected, are there procedures in place
notify other holders of this information?

If yes, please provide the name of the policy and/or
and phone number.

erson

Policy/procedure:

Contact person:

Phone number:

Additional details as required

If any of the questions above have been an
further clarification.

Vil
veloped and managed by outside IT
y the unit completing the PIA and a
pendix.
ms initiatives, this section should be completed
is case, the signature of the ITS manager is not
lic body to protect personal information in its custody
able security arrangements against such risks as
nauthorized use, disclosure or disposal.
Yes | No n/a
1. ble technical security in place to protect against
unautho access or disclosure? X
2. Is there reasonable physical security in place to protect against
unauthorized access or disclosure? X
3. Are there university policies and procedures in place for the security of
personal information during routine collection, use and disclosure of X
the information?
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If yes, please provide the name of the policy and/or procedures, a contact person
and phone number.

Policy/procedure: | Acceptable Use Policy

Contact person: Dave Kubert IT Security Officer
Phone number: 250-960-5651

Additional details as required

delete personal information?

6. Does your system security include an ongoin

the system)?

Please explain the audit process
and under what circumstances

se contac . If you have

Vil ONAL INFORMATION cont'd

onal information in its custody or
essed only in Canada unless the

individual r the disclosure is otherwise allowable
under the

Yes No nl/a

or accessed only in Canada?

Halogen in place with Kerry Roberts in HR.

Personal i
accessed on Ca

a public body’s custody or under its control must be stored and
, unless one of the following applies:

Yes No | n/a

(a) Has the individual the personal information is about identified it and
consented, in the prescribed manner, to it being stored in or accessed X
from another jurisdiction?

Please explain

Notification on Web site to submit a CV and Consent agreement on evaluation
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(b) Will the personal information be stored in or accessed from another
jurisdiction for the purpose of a disclosure that is authorized under the X
Freedom of Information and Protection of Privacy Act?

Please explain

Possible, if legal proceedings or law enforcement request (low likelihoo

(c) Will the personal information be disclosed under section 33.1(1)(i. X
Please explain
If you have not answered “yes” to any of the above authori. or access of
ntact FOIPOP
ly
n/a
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X SIGNATURES

UNBC APPROVALS:

Unit Director/Manager Signature

Information Tech Services (if e
necessary)
FOIPOP Officer Signature Date

Provost § ture Date

\ At ments and Appendixes
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	IF THERE IS NO PERSONAL INFORMATION BEING DISCLOSED, GO TO
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