U B c UNIVERSITY OF
NORTHERN BRITISH COLUMBIA

PIA # 21-010 Hikvision

Privacy Impact Assessment (“PIA”)

Form A

Please review the entire form before you answer any questions. Providing more information
than the questions asks, providing information answering the wrong questions, or leaving
sections blank will delay Privacy Officer approval.

In the following questions, answer the open ended
font on all answers provided. Answer Yes / No qu
apply. Do not add open ended text to Yes / No r

ions in the bolded prompts. Keep bold

Name of Department: Access Resource Cent
PIA Drafter: Chrissy Ingram
Email: chrissy.ingram@unbc.ca
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ice so that the exam monitoring process is transparent.

All Elements of Information or Data

Using concise point form, please list the elements of information or data involved in the initiative,
even if no personal information is involved. This could include client’'s name, age, address,
work/home email, work/home phone number, educational history, employment history, work
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status, health information, financial information, photos, comments on a blog, or information
specific to your subject area.

o Livestreaming of students and exam stations, with cameras placed in the ceiling
of each invigilation room

Location of Where Inform is Managed

Does the information manager, vendor, and / or
of Canada? No

Canada? No

Does this initiative sto

Canada? No

o the Information Governance Officer as
5 are made to the scope of this PIA, the
it for approval.
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Form B

Please review the entire form before you answer any questions. Providing more information
than the questions asks, providing information answering the wrong questions, or leaving
sections blank will delay Privacy Officer approval.

In the following questions, answer the open ended qu
Keep bold font on all answers provided. Answer Ye

ns in the “Answer here” prompts.
0 questions by deleting the answ

that

Name of Department: Access Resource Ce
PIA Drafter: Chrissy Ingram

Email: chrissy.ingram@unbc.ca
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Email: shelley.mckenzie@unbct

| required physical and

Security Officer to comple
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epartment to complete a
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volved ensures the compliant

ut its stakeholders. Yes

Does the program invo personally identifiable information for research or statistical
acy Officer to ensure that an Access to Restricted
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Data-linking Initiative

In FIPPA, "data linking" and “data-linking initiative” are strictly defined. Answer the following
questions to determine whether your initiative qualifies as a “data-linking initiative” under the
Act. If you answer “yes” to all 3 questions, your initiative gznay be a data linking initiative and you
must comply with specific requirements under the Ac ted to data-linking initiatives.

Is personal information from one database linke
another database? No

Is the data linking is occurring b
bodies and one or more agencies*

In FIPPA, “c
questions to

ity that provides a service (or services) through a
If of one or more other public bodies or agencies? No

Governance Officefto determine how to proceed with this notification and consultation in the
early stages of developing the initiative, program or activity.
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Personal Information Flow Diagram and/or Personal Information Flow Table

In the table below, complete the Description / Purpose highlighting separately by row each
instance that information is collected, used, stored, protected, disclosed and disposed of during
this initiative. Unless not possible, ensure these steps are arranged how they would occur

chronologically in order to make a transparent work flg he Privacy Officer will review your

Description/Purpose

1. | The student complet
consent for livestre

ook stude
student.

Disclosure & 33.2(c) and
Use 32(a)

Disclosure & 33.2(c) and

Use 32(a)
Use 32(a)
Disclosure 32(a),

33.1(1)(e.1)

Collection & 26(c), 32(a),
Use 33.1(1)(e.1)

Disposition 31
. ARC staff delete records of the arrangement to
take the exa®" and potential investigative records after five
years, as per the ARC’s current records management and
retention schedule.
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Risk Mitigation Table

Please identify any privacy risks, even very unlikely ones, associated with the initiative and the
mitigation strategies that will be implemented. Please provide details of all such strategies. The
Privacy Officer will help identify the likelihood (low, medium, or high) of this risk happening and
the degree of impact it would have on individuals if it occurred.

Risk Mitigation Table
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Collection / Consent Notice

If your initiative is collecting personal information directly or indirectly from individuals, you must
ensure that all individuals involved are told the following:

e The purpose for which the information is bei
e The legal authority for collecting it, and
e The title, business address and busines

tegrity of the exam writing
ing the exam workspace
does not record any

and protect the academic integrity of
being collected and stored under the

Columbia Freedom of Information and Protection
ct RSBC 1996 c. 165.

ARC-registered stud non-UNBC exams at the ARC, e.g. students taking a course
through another instituti re entitled to approved exam accommodations, will sign a
print version [ d above as they are not able to book non-UNBC exams
in the ARC’s [

COPY OF RECORD RELEASED JULY 31, 2024 IN RESPONSE TO FOI 24-18



U B c UNIVERSITY OF
NORTHERN BRITISH COLUMBIA

PIA # 21--010 Hikvision

Privacy Impact Assessment (“PIA”)

Information Management Controls

Please describe any access controls and/or ways in which you will limit or restrict unauthorized
changes (such as additions or deletions) to personal information. How is access to information
monitored and logged?

Admin access is managed by ITS with local accoun
have access to the limited, non-recording versio

Only Access Resource Centre staff

How is an individual’s information updated or co
corrected (for physical, procedural or other r
personal information will be disclosed to othe
update, correction or annotation?

There is no information collected
observed by invigilators

Students can file an a
Academic Calendar.

Does your i
individual(s)*

ill be made to ensure that information
information used to make a decision
eded and disposed of to meet legal
for the records generated from this

correspondence, e.g. to the instructor or the Registrar,
tudent’s file in Clockwork. A student’s record will be retained for 5
years after i ntact with the ARC. All exam bookings are retained within the

s of exam irregularities.

If you answered yes above, please describe retention schedules that apply where retention
exceeds the one-year requirement under the Act. Please contact the Information Governance
Officer if you require assistance.

Five years is the current retention schedule in place at the ARC.
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Personal Information Banks

Will a database or series of folders be created in this initiative that organizes information by
name, identifying number, symbol, or other particular identifier of each individual involved. No

If yes, will the records or information collected about th
personal information. If yes, | will contact the Privac
this is a Personal Information Bank (PIB) and identi
listed in section 69 (6) of FIPPA. No

individual contain similar types of
icer to ensure that | am identifying that
islatively required descri
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Privacy Officer Comments, Conditions & Concerns

This PIA is based on a review of the material provided to the Information Governance Officer as
of the date below. If, in future any substantive changes are made to the scope of this PIA, the
public body will have to complete a PIA update and submit for approval.
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Form C

Once the PIA has been approved with or without conditions, the Privacy Officer will collect
signatures from the individuals provided below. A copy of the PIA will be distributed to all
signatories for convenience or to attach to a requisition or file with a contract.

as indicated then each individual
grees with the corresponding

Please fill in the name, position, and date in the bolded
signs under the signature line confirming that individ
statement above the signature line.

Name of Individual leading the Program/Proj
Position: Access Coordinator

| confirm the information managem
Form A, and B as applicable, as
appropriate information man
appropriate. | commit to f
amendment if | am awar,

ware and | com
ndividuals pagtici

Signature:

. I will arrange for the project lead
amendment if required.

Date 2021/10/12

digital or other i
the feasibility, acc

Signature: __ _ Date 2021/10/07

ation systems within this PIA and that | communicate concerns regarding
cy, or security of information management in this initiative.
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Privacy Officer: Kellie Howitt
Position: Senior Project Consultant

I confirm that this initiative to the best of my knowledge as written in Form A, and B as
applicable, has information management practices that comply with British Columbia’s Freedom
of Information and Protection of Privacy Act.

A final copy of this PIA (with all signatures) wil
Privacy Impact Assessment does not commit
initiative. This signed form does no
been completed for this initiative
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