u Bc UNIVERSITY OF
NORTHERN BRITISH COLUMBIA

PIA Determination and Template

PIA#: 22-23

Here are a few examples of situations where you should consider a

* You give access to personal information to new parties.
* You implement a new service delivery or management technolog i rieves
personal information.
You implement a new or different electronic record system, or make c i ne, such as
adding portable devices with wireless network connections.
* You enter into an agreement with a new business will have access to health
information in your custody or control.

* You create a new organization that will collect, u

disclose j ation.

Does your project have
the potential to be
high privacy risk?

A PIA is likely
not required

termine your need for a full PIA.
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u Bc UNIVERSITY OF
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PIA Determination and Template

PART A

1. Introduction

Answer the who, what, where, when, why and how of your initiative. D&
including:

General Description
a) Name of Program or Service:

What is the initiative?” Homewood Health

Will you hold meetin
service, so employ
employees choose

ounsellors acr Canada and offer
ious online resources.

providing EFAP services to UNBC
-year contract with a one-year extension.
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PIA Determination and Template

PIA#: 22-23
| 1. Description

a) Description of the New Program or Service or the Change

i. Purposes, Goals and Objectives

Stakeholder

All UNBC employees

Eligible dependents and
family members

EFAP Counsellors ive, confidential and caring counselling orts.

Accountd
& HR Pal

viii.
Do you anticipate that

ta state (aggregate, de-identified, anonymized etc.)
eviews of EFAP usage (anonymous data to identify trends)

COPY OF RECORD RELEASED JULY 31, 2024 IN RESPONSE TO FOI 24-18



u Bc UNIVERSITY OF
NORTHERN BRITISH COLUMBIA

PIA Determination and Template

PIA#: 22-23

c) Definitions

Add any applicable definitions here:
See Appendix C for examples

Term/Acronym Definition
EFAP

privacy@unbc.ca

Think about the infor
major part of the PIA
and Protection of Pril
information. Limit yo
initiative.

t workflow. The Privacy Offi
agement practice each entryg

Please identify each source of dat: i access and its business owner. Also indicate
that you have cont ission to access the data.
EXAMPLE:
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PIA Determination and Template

PlA#: 22-23

Data Element Rationale for collection, use or Commented [KHHf Does Homewood Health document
disclosure any part of the c ation they have with UNBC

employees? [ do, this is personal information.

Employee To ensure they are an employee

name

Employee ID To ensure they are an employee

Note:

Job Category is determined at intake, ho e client identify - Job Category. Academic es,

CUPE, Exempt, Faculty, Family Me
reporting showing utilization. This i

ries will be listed on

Homewood asks for name and.
employee names or nu

can provide a name an
process.

of unintentionally

egy, participants may offer
ou've instructed them not to. If you do

e Destroy it

e Returnit

e Transferitto
tances personal information is considered not

ived it. As long as you do nothing with the personal information you
r return it, or transfer it to the appropriate public body, you have not

collected, desp
receive other tha
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PIA Determination and Template

PlA#: 22-23
However, if you take any other action, including storing the information or using
FOIPPA you have collected personal information without authorization and
breach.

your own work, under

I am not collecting, using, storing, sharing, disclosing, or de
information for this initiative.

Staff Name

Signature \
Date

Privacy Officer Signatur
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PIA#: 22-23

PART B

| 3. Collection, Use and Disclosure of Personal Information

Personal Information is being collected under the authority of the
BC’s Freedom of Information and Protection of Privacy Act.

a) Collection

Purpose for which personal information may be collected
26 A public body may collect personal information only if

(a) the collection of the information is expressly authorized under an Act,
(c ) the information relates directly to and is necessary for a program o of the public body,

(d) with respect to personal information collected for a prescribe

How personal information is to be coll
27 (1)A public body must collect persg

ion directly from the i the i ion is about unless

(a)another method of collection s au
(i)that individual,
(ii)the commissioner unde 42 (1) (i), or

iijanother enactment,

consen

Cc ted [KH2]: What happens if this link is broken or
changed? Do you have a PDF version. If so, I would suggest
you attach it to this PIA as an appendix.
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PIA Determination and Template

PIA#: 22-23
FOIPPA was amended effective November 26, 2021 and those amendme

ffect this section.

NVho will be using the personal information and for what purpose?? | : Please answer.

: [Commented

Use of Personal Information
Section 32
A public body may use personal information in its custody or under its contr:

(see section 34),

(b)if the individual the information is about has identifi
manner, to the use, or

(c)for a purpose for which that information m

c) Disclosure

upon request from the cli
Will it be disclosed to
Homewood. Homew

,,,,,,, — | Commented [KH4]: I would ask for some clarification
around this. Privacy law varies from province to province. I
believe HH is based in Ontario.

one outside of Canada? UNBC does not disclose_personal information to
No, unless client resi@es outside of Canada at the ti st for access or disclos

Commented [KH5]: Since this is a 24 EFAP service, does
this mean if a UNBC employee contacts HH after regular
business hours, their call is directly connected to someone
within Canada? Does

as permitted under

It is your responsibility to make sure information you collect, store, use and disclose is
accurate and complete, especially if th i e used to make a decision that affects an
individual. Ways to ma i ion i rate and complete include verifying the

ividual or another source (e.g. another

family member, provincial program database)? UNBC does not
to Homewood.

- Homewood i tained directly from the client

- Is the information
it would be used an

urate and up to date as is necessary for the purposes for which
osed? UNBC does not disclose personal information to Homewood.
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PIA Determination and Template

PIA#: 22-23

- Homewood states Yes.

FOIPPA section 29 states that a person can ask you to corr
information in your custody or control. If you cannot correct t
a note on the record (annotate the record). If you've disclose
any other public body or third party in the last year, you must a
corrections you make.

Disclosure inside or outside Canada
33. A public body may disclose pers
outside Canada as follows:
in accordance with Part 2;
if the information or disclo,
(h), (i) or (j);

if the individual the infc
consented, in the pres

d in your Initiative.
laaS), platform

ud service providers.
frastructure (laaS or

ption being disclosed outside’

personal info ?
t information is stored ingour on premise Data This database is encrypted at rest and in

Homewood - &
transit. It is phy:
Canada

Describe the contractual terms in p ill describe what type of contract you rely on for your
initiative (if applicable). For example, i acting a cloud-based service specifically for your

access requests from a client
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PIA Determination and Template

PIA#: 22-23

Data Linking
N/A

Is the data linking is occurring between either two or more publi
public bodies and one or more agencies?

If this PIA addresses a data-linking prog UNB
of the Information and Privacy Commissio d be subje
advice and timelines.

ir examination,

Program or Activity

N/A

Bon or integrated
e place with

Please note: If yglilf initiative involveSia “data-linking initiative” o
program or activifg@advanced notifigalion and consultation on th
iacy Commissioner (OIPC) a

the Information and Pri
advice, and timelines.

ethod struction for Personal Information

affected individual has a able opportunity to obtain access to that personal information.
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PIA Determination and Template

PIA#: 22-23
Do you use personal information in your initiative to make a decision about ang idual? Examples of
using personal information to make decisions include but are not limited to:

e Using a person's date of birth or income to decide whether a

e Using a person's employment history to decide whether they'
competition

e Using a person's health information to decide the level and typ

Keeping information for one year after it is used to ma
minimum requirement under FOIPPA.

to an approved records schedule.

Answer here or state N/A:

privacy.

Briefly describe your personal infi

(N/A)
Name:
Location:

Description:

Purpose:

11
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PIA Determination and Template

PlA#: 22-23
Category of Users:

Will a database or series of folders be created in this initiative t
name, identifying number, symbol, or other particular identifie

If yes, will the records or information collected about the individu
personal information. If yes, | will contact the Privacy Officer to e
that this is a Personal Information Bank (PIB) and j ifying the I

g) Method of De-identification/Ano
Please explain how Personal Informatiol
Information is not shared with any outsid

h) Users of Personal Information

Please list all users of Pld

e What does th i ? etailed is the data (e.g., date
oes the audit log include the p

cess any record under the custody or control of a
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PIA Determination and Template

PlA#: 22-23

Request for Personal Information from Persons to Whom It Relates

How will personal requests for access be managed? Personal information jg@t providedd@)ihird party or
to family with out clearance or required by law.

**Please note***

Individuals do not have to make a formal FOI request to access their @Wh personalinformationeld by
UNBC.

\ 5 Privacy and Security Safeguards . ‘ v \

People, organizations and governments outside of yQur initidtVgiSheuld noi\@8 able to access the
personal information you collect, use, store or discl@S8h Y ou need touREKes W that the personal
information is safely secured in both physical agd teCRgil@al environments®

Does your initiative involve digital 488IS, databases inf@imation systems? IF yes plea8e
discuss with ITS whether you aiéoregliice a security andgiiicat risk assessment

A digital tool, database or information syS@@lmay leave personal informatigfileXaesed or
otherwise vulnerable to_seemiify threats. Sctllfity assessments are used @hformayeh

systems and other digil@*t00"s to assess and 3@E¥ment security risks, risk ratings and
planned risk respQfiS€s.

a) Security Safe?;ards

e DAdministrative Safeguards

o Technical,Safeguards
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PIA Determination and Template

PIA#: 22-23

e Physical Safeguards

This question is to identify how you reduce the risk tha rmation in a computer

Technical records are records that ar
records stored:
In a database

g but not limited to

On a LAN (local area net
e On ahard drive

Encrypting
Relying on h

re it is stored or transferred
ovider protects information i

Homewood has no paper files
e Locking filing cabinets an
Having security guards that

list the physica

Homewood has state
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PIA Determination and Template

PIA#: 22-23

Homewood States not applicable
« Identify any outside parthers or companies involved that may have access to the
personal informatioh

¢ Website Domain Ownership (if applicable)

6 Privacy Risk Identification and Mitigation h. W
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PIA Determination and Template

1A#: 22-23

Risk Rating Overview
Risk Rating

Factor

Nature of personal
information

Relationships

Accidental loss or
disclosure

Cause of breach

Identified and limit
groupgof affected

Risk Rating Overview
Risk Rating

Medium L Heh ]

Factor
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PIA#: 22-23

PIA Determination and Template

Containment efforts

v’ Portable storage devi
was remotely wip

to wiping
v’ Hard copy fil
device were re

Foreseeable harm
from the breach

Please explain the risks

EXAMPLE

17

Loss of business or
employment
opportunities
v Hurt, humiliati
damage to
reputation or
relationships

action lawsuits

ones, associated with the initiative and the mitigation
e details of all such strategies. The Privacy Officer will
dium, or high) of this risk happening and the degree of impact it would

e associated CSA Model Code (Appendix B).
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PIA#: 22-23

PIA Determination and Template

Risk # 1

Data that is no longer
needed is at risk of

Cause: Data is not being deleted from the IT pla in a timely manner once

it is no longer needed.

P ility:

being breached robability

because it is being Low

retained in the IT

platform longer than Impact:

necessary. High

Related CSA

Principle: Mitigation:

Safeguards Implement a ss on the form that automatically deletes data ol
is no long ded, per the poli ablished by X

Risk # 1

Related CSA

Principle: Probability:

Risk # 2

Related CSA
Principle:
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PIA Determination and Template

PlA#: 22-23
Mitigation:
Risk # 3 Cause:
Related CSA
Principle: Probability:

| confirm the infermation management p
as applicable, as accurately as |
management practices to all indi in this initiative as appropriate. | commit to following

IA amendment if | am aware information

Signature: Date:

Director or De ct: __Kerry Roberts

| am accountable i staff involved in this initiative to ensure they adhere to information
management practic is PIA. | will arrange for the project lead named above to contact
the Privacy Officer to al ndment if required.

Signature:  Kerry Robe Date: November 03, 2022

19
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PIA Determination and Template

PIA#: 22-23

Chief Information Security Officer

Signature: Dave Kubert_- Date:

Note: The security assessment for the service provider is satisfactory
that. However, there have been no risks or mitigations identified in this
are no risks to privacy associated with this project.

ests to
that there

Privacy Officer:
| confirm that this initiative to the best of nowledge as in Form A, and B as applical has
information management practices th ly with British C ia’'s Freedom of Informati

Protection of Privacy Act.

Signature: Date:

20
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PIA Determination and Template

PIA#: 22-23

Confidentiality

Consent

rsonal information for the purposes i
nt may not be possible (e.g., medical e
ice of information relating

them. In some cases, co
or may not be required (e.g., collection by po
suspect whe ion i
given by a s
public secto

an be implied. In the
ion of personal

(CSA) developed a
safeguarding personal
organizations that collect

is responsible for personal information
an individual or individuals who are

owledge and consent of the individual are required for the
collection, use or disclosure of personal information, except where
ppropriate.

21
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PIA Determination and Template

PIA#: 22-23

4. Limiting Collection - The collection of perso ormation shall be limited

5. Limiting Use, Disclosure and Rete
used or disclosed for purposes oth
except with the consent of the indivi
information shall be retained only as |
the stated purposes.

ccurate, complete and up-to-
it is used.

ndividual Access
existence, use, and

ipulation of inforl within and across systems or

dividuals to whom the data pertains. Included in this
ing is data linkage, also known as data profiling.

Personal informati orized as personal information (rather than just

on is thus the threshold for transforming general
mation into personal information and where rights, protections, and
ments associated with the proper handling of personal information are

ithout restricting the generality of the foregoing, personal information may
de, for example:

22
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PIA Determination and Template

PIA#: 22-23

employment history of the indivi
transactions in which the indivi

e any identifying number, symbol igned to the
individual,

e the address, fing

al for a grant, an awar
government instituti

ora

some jurisdictions,
an individual who i

pinions or views of the individual given in the course of

information about an individual who is or was performing services
nder contract for a government institution that relates to the services
rformed, including the terms of the contract, the name of the
ndividual and the opinions or views of the individual given in the
course of the performance of those services,

23
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PIA#: 22-23

Privacy

Privacy officer

privacy laws;
uests for access to and correcti

work with information and privacy commissioners during the
investigation of a privacy complaint against an organization.

procedures;
handling;

nd prioritizing resources, and managing
te from projects in development or underway. Program

Risk assessment ifying the impact of implementing a particular idea,

Threat and Risk anagement process used to evaluate the security threats associated
Assessment (TRA)
and impacts on data integrity and confidentiality. TRAs, when completed in

24
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conjunction with a PIA, can help provide recom
and privacy risks to acceptable levels.

ations to lower information @

25
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PIA Determination and Template

PIA#: 22-23
APPENDIX B
CSA MODEL CODES

The 10 Privacy Principle

D rrovice Recourse. If you
receive a complaint about how
an individual's parsanal
information has been hand|ed,
direct it to the Privacy,
Compliance and Training
Branch immediately, via the
breach reporting line: 7-7000,
aption 3. Learn more fram link
provided belaw.

collect personal information
indiscriminately or withouta legal

Provide \denti authority. Information must be
@ Right of Access and Correction. fy necessary to fulfillidentified
Individuals have a right to Recourse rpose purposes, and be reasonable

access their own personal
information, or have that
information corrected. Be
aware of the FOI process, and

at the link below.

Right of

ditect any requests to Access and
Information Access Operations 8
immediately. More information Correction

provided at link below:

. Ensure Accuracy.
You must make a
reasonable effort to
ensure personal
infarmation collected
s 2ccurate and complete
if it wil be used ta make
adedision affecting the
individual it is about. Find out
more about this requirement
sttnelingselon: Limit Use, provide at thelnk bl
7. Be Open and Transparent t Disclosure, Limit Retention. Personal
Aoutinely release any records Tra . information used to make a
that can be regularly provided nsparen Retention decision about an individual
1o the public. Proactively must be retained for at least ane
disclose any records that will . i
be of Interest 1o the public. ] giged In accordance with
Consult with Information A \ flo records ratention
hccess Operations on these ?
processes. Find the Open

) Reasonable Security. Must make
reasonable security arrangements
to protect personal information
Measures should be apprapriate
and proportional to the

contractors’ e sensitivity of the information.
of wha your Consideration should be given
Officer s, Find 1o physical, technical and

link below. . - procedural measures. Find your

MISQ at the link below.

26
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PIA#: 22-23

WE NEED TO COLLECT INFORMATION FROM YOU
UNBC Continuing Studies needs to collect information

Enroll you

oA wN e

WE HAVE PERMISSION TO DO

The University of Northern
applicable deletes and
Information and Prote,
HOW WE WILL US
Continuing Studies
status to your spons

(BCWS), t
confidentiall

registration in the course.

HOW WE WILL PROTECT YOURI

The Freedom o

are kept for the life of
WHAT TO DO IF THE |
HAVE QUESTIONS?

27

Confirm sponsorship arrangements
Process your payment

Generate a class list for instructor;
Ensure that grades and certifi
Assist our partners in verifyi

D SHARE YOU
t directly disclose

PIA Determination and Template

APPENDIX C

SAMPLE PRIVACY AND CONSENT

e information on this form a
er if you are sponsored thro
n this form with anyone repairi

gerous Tree Assessor
the terms of our
pon request. Under

acy Act allows us to keep your Personal Information for
d when its period of usefulness is over we will securely delete or
angerous Tree Assessor Certificate Program, hardcopy materials
ich is four years, before being destroyed.

ATION WE HAVE COLLECTED FROM YOU IS INCORRECT, OR YOU
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PIA#: 22-23
Please contact UNBC Continuing Studies at: 250-960-5980 OR cstudies@un

By registering for this course, you indicate you have read, understan
statement. You also understand that you have the option to ask que
statement before registering.
Signature: Date:

28
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