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Ministry Public Bodies. June 2014 PIA# 17-006 {Office of the University Secretariat to assign}

Why do I! need to do a. PlA (Privacy Impact Assessment)?
Section 69(5 3) of'the Freedom aflnfoﬂnation and Proteatfontof Privacy Act (FIPPA) reqt ‘a'public body to

fo'r'FIPPA Puﬁlic

PIA If you have any questions about this PIA template or. FIPPA generall_' Iease _tactA'_a Cullum (Information
Governance Officer) at adam.cy ( -3, o (250) 960-52:39 or vistthttp Y hwwW.unbe.calfoippa.

What if.i my initiative does not ersonalinforma ony.
Public bodias still need to' complete Part ;I. of the PiA and/submi
Governance Officer even ifit is thought that.no personaliin

accurately assessed.

£

Part 1 - General

Name of Department ‘o‘ﬂlﬂ-._l‘ealt‘irs‘?:lences ' |
Department: T g ey |

_PIA Drafter: | Diana Kutzner AECHO Network Researci/Manager ¥ |
' Email: | Diahalkutznef@unbc.ca | Phonesl. 250 960 6342 |
' Department Margot Parkes i i
_Manager: w A\ N m |
. Email: “NMargot.Parkes@unbc.ca Q. W | Phone: | 250 960 6813 i

In the following questions, delete the descriptive textand replace it with your own.

1, .Description of the Initiative

igloo will be used to establishia collaberative environment where researchers can share
information and report on theirfindingsOlgloo incorporates blogs, calendars, file sharing, forums,
user directories, micréblogs, search gngines, digital work spaces, task management functions, and
wikis to maintain consistent processiin developing the presentation of their research findings to
everyone involvediinmanaging o research project. UNBC will be responsible for administering the
environment and wifli€antrol\@ecess and use of Igloo’s functions for the Environment, Community,
Health Observatory (ECHO) Network during the ECHO Network research project.

2. Scope of this PIA

The scope will be to review how collection, use, storage, disclosure and disposition of personal
information will be managed while researchers collaborate and UNBC manages and tracks the
development of ECHO Network research project. The native application, desktop app, and the
mobile app will all be used by the ECHO Network research team.
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3. Related Privacy Impact Assessments

N/A

4. All Elements of Information or Data

Name, position, affiliated institution, intellectual property, ¢

e e e e

' ‘If,personal.infbrmatioh is involved in your initiative, _pIEBSE" )

' Ifno personal information is involved, please submit Parts 1, Giand
 You will receive support completing the remaining steps of the PIA

2
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Part 2 - Protection of Personal Information
In the following questions, delete the descriptive text and replace itwith yo

5. Storage or Access outside Canada
igloo is an external cloud solution with servers located in

6. Data-linking Initiative*

In FIPPA, "data linking" and “data-linkingi

initiatives.

1. Personal informatio
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7. Common or Integrated Program or Activity*

activntles

1. Thxs initiative involves a program or actwl
services);

2. Those services are provided throu

(b) one public body working on behal
~ bodies or agencies;

3. The commonori

__

itiative” or a “common or integrated
tion on this PIA must take place with
issioner (OIPC) as well. Contact the
to proceed with this notification and
he initiative, program or activity.

FIPPA
Authority

1. | Researchers who Nave been given access to Igloo by the Collection / 26(c), 32(a)
ECHO Network Research Manager (“administrator”) will Use
start a discussion, start a blog, comment on a task, seta
task; schedule a meeting, or set an agenda to begin sharing
or collaborating on their research

Type
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Other researchers will observe the initial post and directly
or indirectly comment on another researcher’s post, alert
another researcher to a post; upload a responsive
document; privately respond to a post using an igloo-
defined email address, or alert members of pre-defined
groups to a post.

Disclosure/ 26{e), 32(a),
CollectionfUse | 33.2(a)

Once the project is complete and closed, the admidistrator
will remove each researcher’s access to Igloo and"export
the information to a data repository managetby UNBC
which will be accessible to the Principle lavestigatass
leading the project at UNBC {Dr. MargotiParkes;fDr. Henry
Harder).

Disclgstire 33.2()

The ECHO Network Research Manager will exportdhe data
to a UNBC shared drive folder and generate an,aggregate
report from the contributiensiof all ofthe researchers and
present the report to £CHO Network.

Use 32(a)

9. Risk Mitigation Table

Examples can be removed andadditional lines added as needed.

Risk .

-----

Likelihood

Impact
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10. CollectiomNotice

Colfection noticelis not'required for thelise of lgloc Bresearchers. However, if individual research
requlires consenthotices of any kind thosgwill be provided by the individual researcher and the
indivitlual researcher will be respansible for managing the information they collect.
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Part 3 - ri rsonal Informati

Please consult with the Information Governance Officer, the Chief Infformation Officer or the
IT Security Officer when filling out this section if you have any questions.

11. Please describe the physical security measures related to thegnitiative((if applicable).

12. Please describe the technical security measures relatéd to the initiative {if applicable}.

13. Does your departmentyrely omany security policies? If so, indicate here:

14. Please describe any access controls and/or ways in which you will limit or restrict unauthorized
changes (suchlas additions or deletions){o personal infarmation.

15. Pleaseéldescribe how you track who hasiaccess to the personal information.

Part 4 - Accur rection /Retenti fP Informati

16. How is an individual's information updated or corrected? If information is not updated or
corrected (for physical, procedural or other reasons) please explain how it will be annotated. If
personal information will be disclosed to others, how will the public body notify them of the
update, correction or annotation?
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Users have access to update their own information.

17. Does your initiative use personal information to make decisions that
individual(s)? If yes, please explain.

No. By only using the service, no decisions will be made that dir

18. If you answered “yes” to question 17, please e at will be madéto ens

19. If you answered “yes” to question i i ition
schedule that will ensure that person j it is used in

UNBC’s servers one
information they do
data to UNBC servers

21. Does the program involve access to personally identifiable information for research or statistical
purposes? If yes, please explain.

No
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Please check this box if the related Research Agreement (RA) is attaci
If you require assistance completing an RA please conta
Information Governance Officer, the UNBC Research Offi
Archives.

22. Will a personal information bank (PIB) result from this initi
required descriptors listed in section 69 (6) of FIPPA. Un
required to be published in a public directory.

No

| Please ensure Parts 6 and 7.are attached to your subitt

project. O
colla
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Part7 -Pr mAr ignatur

Diana Kutzner line 29/2217

Name of Individual leading the Signature XDiate
Program/Project

{Normally the individual who

completed the PIA)

Dr. Margot Parkes
Director or Dean Overseeing the
Program/Project

Vi riENg j'r/ za{;,f'L

Date

N/A N/A
Contact Responsible for Systers Signature Date

Maintenance and/or Se€urity
(if applicable)

Junez9/1 7

Date

Adam Cullum
information Governance Officer
{PrivacyOfficer)

i b N 2
Once the PIA.has been approved withior withalit,conditions, the Information Governance Officer will collect signatures
from thelindividuals indicated above¥A copy Will be provided to all signatories for convenience or to attach to a

reguisition or file with a contract.

A'final copy of this'RIA (withiall signatures) will be kept on record with the information Governance Officer.
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