UNIVERSITY OF .
UNB NORTHERN BRITISH COLUMBIA Priva Cy I mp act Assessmen

Form adapted from the BC Government template for Non-
Ministry Public Bodies. June 2014 PIA# (Office of the University Secretarii

Why do | need to do a PIA (Privacy Impact Assessment)?
Section 69(5.3) of the Freedom of Information and Protection of Privacy Act (FIPPA) requires the h

What if my initiative does not include personal information?
Public bodies still need to complete Part 1 of the PIA and submit it along
Governance Officer even if it is thought that no personal information is involved.
accurately assessed.

s to Information
initiative has been

Part 1 - General

Name of UNBC Finance Departme

Department:

PIA Drafter: | William Chew

Email: | william.chew@ | Phone: \ 250-960-5516
Department Colleen Smith

Manager:

Email: | Coll

a. Accounts receivable services,

b. Accounts Payable services:
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related to this.

. Scope of this PIA

Related Privacy Impact Assessments

onductedthat g O - atre evaly v ay g-to—c¢ s
4. All Elements of Information or Data

ider secure site
e-popllated student
ent may need to
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Part 2 - Protection of Personal Information

In the following questions, delete the descriptive text and replace it with your

5. Storage or Access outside Canada

Please provide a brief description of whether your information can be acc,
for example, by a service provider that is repairing a system, or if yo,
outside Canada, for example, in the “cloud”. If your data is stor
only within Canada, please indicate this. The Information Govern
proof that you have investigated and understand where active and ba

International financial platform (encrypted data) deggrmined by indust d to facilitate
payment and refunds between parties.

6. Data-linking Initiative*

”

Commented [AC1]: With data linking it suggests there is a back
and forth with data where both parties have simultaneous access. Is
this the case on an ongoing basis, or is the student disclosing their
need for a payment or refund and then this platform is reporting that
back?
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7. Common or Integrated Program or Activity*

activities.

1. This initiative involves a program or activity that provid
services);

2. Those services are provided through:

‘ collaboratively to provide that service; or
(b) one public body working on behalf of one
bodies or agencies;

3. The common or integrated progr.
‘ documentation that meets the
regulation.

Please check this box if this pr.

common or integrated
‘ program or activity based ony

he three questions abov

* Please note: If your init
program or activity”, adva
the Office of the

e place with
Contact the
ication and

Commented [AC2]: Is this Single Sign On (SSO) where they
can use their student user ID and password or is this a totally
external service that they log into?

COPY OF RECORD RELEASED JULY 31, 2024 IN RESPONSE TO FOI 24-18



UNIVERSITY OF .
UNB NORTHERN BRITISH COLUMBIA Priva Cy lmpact ASS essmen

Form adapted from the BC Government template for Non-
Ministry Public Bodies. June 2014 P IA#

Governance Officer.

Depending on the complexity of your initiative, you may choose to provide one,
the initiative, and more specific diagrams for particular components. If multj
collect, use, or disclose personal information, the diagram should identifi
involved in the initiative.

Example:

Personal Information Flow Diagram (Example: Public body receives requests from citizens for sel

& Citizen sends an email Request for more informa
N requesting service from the goes back 1o client via emai
3 public body [Disclosure - 33 1(7)] I
5 .
i T
E Email \s;m:::a by an| < rmore informater
kel needed?
5 [Collection - 26(c)] "
=
o
3
o E
EEE
>
252
Soa
o

FIPPA
Authority
Collection 26(c)
Service request transfe Disclosure & 33.1(1)2(e.1¢)
public body Use and 32(a)
3. | Provide client email address o ice provider site Collection 26(c)
(tracking transaction)
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9. Risk Mitigation Table

Please identify any privacy risks, even very unlikely ones, associated with the jditi@tive and the
mitigation strategies that will be implemented. Please provide details of all suélstrategies. Also,
please identify the likelihood (low, medium, or high) of this risk happening aad the degree'@fimpact
it would have on individuals if it occurred.

Examples can be removed and additional lines added as needed.

Risk Mitigation Table

Risk Mitigation Strategy Likelihgod | Impact

1.

Commented [AC3]: We’ll review the specific risks that could
come from this initiative.

10. Collection/Notice

If your initi@tive is collectingipersonal informatigm.directly from fadixiduals you must ensure that
@llindjvidualsinyvolved gréold the following:

1. The purpose for which the infotgtion iS@eing collected (to perform payment)

2. Whe legal authority for collecting¥&¥and (fin@AGial service requirement)

3. [The title, business address and business,telephape number of an officer or employee
who can answer quUestionsiaboutsthe colléction. (student name, ID number, returning
email address)

Services providersealhhave Cagadian offices.

Please include your prop@sed wording for a collection & consent notice and where it
will be located for individuals to read before collection takes place. You can also

6
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attach a screen shot or a copy of your form where the collection notice would b
located.
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Part 3 - Security of Personal Information

Please consult with the Information Governance Officer, the Chief Information Officer or the
IT Security Officer when filling out this section if you have any questions.

11. Please describe the physical security measures related to the initiative (if applicable).

12. Please describe the technical security measures related to the initiative (if applicable).

13. Does your department rely on any security policies? Ifyso, indicate here:

14. Please describe any access controls and/of ways in which you will limit or restrict unauthorized
changes (such as additions or deletions) to personal information.

15. Please describe how you track who has\accessito the personal information.

Part 4 - Accuracy/Correction/Retention of Personal Information

16 How is an individual’s’information updated or“corrected? If information is not updated or
corrected (for physical, procedural or other reasons) please explain how it will be annotated. If
personal information will be disclosed to others, how will the public body notify them of the
update, correction or annotation?.

Nolaecessifor user to change person@hinformation: dent accidently enters incorrect wire
tran”mformation or has o on i name that causes a payment or refund to not be
processed, how are we adjust e dat nsure that we are able to complete money
transfers?

8
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17. Does your initiative use personal information to make decisions that directly affect an
individual(s)? If yes, please explain.

g Agree
an ISA, ple

for research or statistical

ment (RA) is attached.
please contact the N/A
UNBC Research Office or UNBC

ou require assi:
Information Governan icer,
Archives.
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required to be published in a public directory.

No.

Please ensure Parts 6 and 7 are attached to your submitted PIA.

Part 6 - Comments, Conditions & Concerns

This PIA is based on a review of the material provided to,the Information
the date below. If, in future any substantive changes
body will have to complete a PIA update and submit for a

Officer as of

10
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Part 7 - Program Area Signatures

William Chew

Name of Individual leading the Signature
Program/Project

(Normally the individual who

completed the PIA)

Colleen Smith
Director or Dean Overseeing the Signature
Program/Project

| N/APat Herbert
Contact Responsible for Systems
Maintenance and/or Security
(if applicable)

Adam Cullum
Information Governance Officer
(Privacy Officer)

ill collect signatures
ce or to attach to a

11
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