UNIVERSITY OF -
UNB NORTHERN BRITISH COLUMBIA Privacy Impact Assessment Form

PIA # and Name- 2302 Iris Conference from Seattle Tech

1 General Information

1. Name of Department, Branch and Program Ar
UNBC Hospitality Services & UNBC Housing and Res;j

2. Name of Program or Service Represe

Manager, Hospitality Services: Deb v
Manager, Housing and Residence Li

3. When will the ini

4. Is this a e event?

es

current software provider, 'ePly by Personify', expires June 2023. Due to recent
poor exp ck of support, we are no longer utilizing this provider. In addition, ePly is being
replaced wi ctin July 2023.

Accommodation bookings as well as space bookings on campus. We would like to continue using EMS
for space bookings, and move all Guest Accommodation reservations to the purpose-built SeattleTech
software.
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7. Describe the Purposes, Goals and Objectives.

REGISTRATION SERVICES
UNBC Hospitality Services provides event management se
successfully host a variety of events such as: conferenc
vendors, fundraising events, etc... Online registration
payment from delegates/attendees. Our current so
no longer meets expectations. Therefore, we want
continue offering this service to campus.

ices to UNBC programs and departments to
eetings, youth camps, banquets, fair
are collects registration information

UNBC Hospitality Services and Housing & Reside
solution for managing guest accom ion rese
communications, external custom
revenue generation and create e
property management softw oi
efficiencies.

9. List any vant PIAs

24-09 Cybersource
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10. List of all interested parties impacted / Involved (i.e. who are you collecting information
from,UNBC roles using PI, 3rd parties with whom you will share information)

Interested Party Role in the initiative

Hospitality Services Event dinators, Service Assistant, and Manager
provide event management services and gue
aceommodatien reservations

v

Housing & Residence Life erations |nator, Student & Guest S¢ D
Manager provide guest accommodation

ions and housekeeping

Finance payment/merchant'gatewayiand financial reconciliation

external customers submitting information
nd reservations

Customer ent Attendee

ice provider and Janitorial services

UNBC Security monitor events and room reservations on campus

11.List any vant'eontracts or software purchases. Be sure to follow UNBC guidelines
regarding pur ing policies.

SeattleTech
Cybersource
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2 Collection and Use of Personal Information

12.What are the data or information elements involved in your initiative?

Data Element Rationale for collection, use i Method of
Collection or

name, email, id#, grade .
Disclosure

customer contact rental agreements,
information confirmations, invoic

uite, arrival and

customer make/model for

reservation details

notification of
payment

rd information is phoned in separately, cheques/EFT's are also accepted. Details
provided direct from the customer are entered into reservation system to create the rental agreement,
issue invoices/receipts, etc... For group bookings, customer provides a roommate list which is saved in
the reservation software to assign suites.

14.1f you already have a collection notice, attach it as an appendix.

:
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15. Please list all users of Pl and Describe how personal information is to be used.

User (UNBC Roles e.g Governance officer) How the info is used

Hospitality Services Registration information will be used for collecting fees, customer
relations, and creating delegate/attendee reports. For example:

nametags elegates kits, selecting appropriate meeting and dining

elivery of food and beverage services.

Housing & Residence Life

ve activity worksh by e

Facilities Security & campus in case of incident ergency.

nce Hospitality Services will
reconciliation purposes. S

F

inancial reports for receipts, invoices, and
ry information is provided to UNBC
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16. Do you use personal information in your initiative to make a decision about an

individual?
v |Yes No
17. If yes, do you have a retention sched pl elated to personal infofmation

used to make decisions?

v | Yes No

18. If yes, please your appr: hedule as an

19.If you answered
minimum of o
individual.

nformation will be kept for a
ion that di affects an
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3 Storage of Personal Information

20.Is any personal information stored outside of Canada?

v Yes No

21.Describe how Pl information will be store

data in the same ma
information of like kin
more than once
or similar thir
report; ISO
agreement

16(SOC2) Type 2

ification; and the results of vulnerability scans and pen ion tests during the term of this

22. Does your initiative Ive digitaltools, databases information systems?

v | Yes o

If yes, plea [ NBC Information Security whether you also
requir and threat risk assessment
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4 Research / Health System Use

23. Do you anticipate that data collected by this program / system will be used

for research or health system use?
Yes v [No

If "Yes" answer the following questio
next section.

24. Please explain and provid

anonymized etc.) \

25.Will it

Provide de iselosure, including whe

26. Will it rt of Research / Open Data?

Provid ails e disclosure, including where and how personal information will be stored.
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5 Disclosure

27. Will you be disclosing information to 3rd parties (i.e. non-unbc employees?

v

Yes No

If "Yes" answer the following questi
next section.

departments
ccommodation reservati

provide details o
will be stored.

not applicable
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6 Accuracy and Correction

30. How will you make sure that the personal information collected is accurate
and complete?

Personal information will be provided directly by the cu
emailing a fillable pdf.

er with the online reservation form, or, by

31. Do you have a process in correct personal information?

v

Yes

ails within the software.
tion with the all reservation
the Booking Confirmation to

ke

ote on the record, if you’re not able

Not applicable

10
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7 Personal Information Banks

A personal information bank is a collection of personal information that is organized or
searchable by the name of the individual or an identifying number, symbol, or other
identifier. A personal information bank can be mple list of personal information.
Personal information banks contain person ion that is:
- linked to an identifiable individual
- organized and capable of being re
- normally compiled for a single purp

identifier

al information

If "Yes", oceed to the next

section.

tion bank (i.e., account management

s will be able to create and save a personal
a personal account to log-in to the software

. It saves the customer time when they process

e customer will be able to choose (or not). They can use the
n an account is created a profile is also created which
nformation is not used to pre-fill any information on an Iris
pass over billing address to the payment gateway when making a

stores a registrants
Registration form an
payment.

37. If enerated, explain how Personal Information will be
de identifi nymized and by whom?

11
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38. Describe the category of users and the information to which they will have access

Category of Users Information accessed (i.e. contact info, grades, fee etc.)
12
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39. Who is responsible for oversight of user access?

At Seattle Technology Group, Senior Developers are responsible for oversight of user access.
At UNBC, the Hospitality Services Manager is responsible for user access.

40. Who reads the audit logs, and how long are they kept?

41. What does the auditlog track? How detailed is the data (€.g., date stamps,
time stamps, access control number; IR address, etc.)? Does theaudit log include
the purpose of an‘access?

42. Are the audit logsimmutable?

.Yes . No

43. Is there a separation of responsibility between those who supervise administration

of the system, or security of the system, and those who verify the audit logs (e.g., does
the auditor in the organization have a role, or is it the security department?)

. Yes . No
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44. |s the system responsive or passive? For instance, is it possible to put a monitor on
particular individuals (e.g., in a hospital setting, if a celebrity is admitted as a patient,

etc.)? Will access produce an immediate response and not just a log entry for review
months later?

45. How will those foundyto abuse access privileges bé sanctioned ?

Seattle Technology Groups’s Human Resource Security Palicy states

“Policy violations are immediately‘€sealated to Human Resources and,company President. Corrective
actions are determined based on severity, recurrence, and circumstances.”
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8 Privacy and Security Safeguards

46. Describe administrative safeguards (i.e. policy documents, procedures, or training).

47. Describe physical safeguards{ize. locked, filing cabinets, locked doors,,or
restricted areas).

48. Describe the controls in place to prevent unautherized access to
personal informationdi-e. role-based access'o software;’access logs).

49. Describettechnical safeguards (i.e. firewalls, encryption, or intrusion
prevention systems).
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9 Privacy Risk ldentification'and Mitigation

50. Identify any privacy risks, even very unlikely/onesf associatedwith the initiative and the mitigation strategies
that will be implementéd (see€ risk classification table).

Ask related toge e, | IS
If you are disclosing of storing data outside of Canada you'will'need to identify additional risks related to
storage/disclosure outside of Canada

RISK LIKELIHQOD IMPACT MITIGATION STRATEGY
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RISK LIKELIHOOD

IMPACT

MITIGATION STRATEGY

Moderate

High J

Moderate
High

Moderate
High

Moderate
High
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10 Data Linking

In FOIPPA, “common or integrated program or activity” is strictly defined. Answer the
following questions to determine whether your inifigtive qualifies as “a common or
integrated program or activity” under the Act. | answer “yes” to all 3 of these
questions, you must comply with requireme e Act for common or

Yes

ovides a service(s)
re other public bodies or

52. Does this initiative inv a program or activi
through a p dy that is

agencies?,

Yes v No

confirmed by written documentation
tions? (Privacy Officer will answer).

on or integrated
quirements

If this PI mon or integrated program, UNBC must submit this PIA
lon and Privacy Commissioner and be subject to their
ice, and timelines.

18
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11 Conclusions and Approvals

Individual leading the Program/Project: Deb van Adrichem

Position: Manager, Hospitality Services

| confirm the information management practices if'this initiative have been documented

as accurately as | am aware. | commit to communicatingfappropriate information mahagement
practices to all individuals participating in thi§ initiativef "I commitfto following the documentéed
practices on this PIA, or arranging a PIA amendmentif | am aWware information management
practices in this initiative change.

Aprih29 2024

Signature: Date:

Director/Dean Oversgeing the Program/Preject: Director, Business Services

| am accountable for overseeing my staff involved(in this initiative t@»ensure they adhere
to informationg@management practices presented inthis PIAy 1 will arrange for the project
lead namedf@above to contact the Privacy Officer to arrange a PIA amendment if required.

Signature: _ Date: April 30, 2024

Name of Vice-President AVPAAdministration,, Lisa Haslett

| confirm that this initiativedo the best of my knowledge as written in the above sections,has
information management practices that complies with policies and procedures of the University
of Northern British Columbia.

Signature: _ Date; May 15, 2024

Name of\Privacy ©fficer. Christopher Ross

| confirm that this, initiative to the best of my knowledge as written in the above sections, has
information management practices that comply with British Columbia’s
Freedom of Information and Protection of Privacy Act.

Signature:_ Date:__June 21, 2024

19
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12 Privacy Notice

All collection notices must include the:

- Purpose for the collection
- Legal authority for the collection
- Contact information for an employee of
questions about the collection.

, if you collect
il contact.

20
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13 Key Terms

‘personal information’means recorded information about an identifiable individual,
including,

(a) information relating to the race, national o

(e) the personal opinio
individual,
plicitly or explicitly of
at would reveal the

(f) correspondenc
a private or con

Harm

Compromise would likely not
result in any significant harm to
the privacy, safety, or
economic standing of
individuals or the corporation.

Mo A possibility that the risk Compromise would I'ikely cause
will oceur if no additional some harm to the privacy,
measures are taken. safety, or economic standing of

individuals or the corporation.

High Near certainty that the Compromise would likely cause

risk will occur in the significant and immediate harm
future if no corrective to the privacy, safety, or
measures are taken. economic standing of individuals

or the corporation.
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