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Privacy Impact Assessment (“PIA”)

A Privacy Impact Assessment is a tool to identify risks and mitigation strategies associated with
the use of personal information within a specific program/system.

A PIA process will support institutions in identifying and addressing privacy risks when planning,
designing, acquiring and implementing any program, tem, process, practice, service,
technology, application or other deliverable that involves personal information. It is relevant to

The PIA is often described as an “early warni
and understand potential privacy risks, to pr
to enhance privacy protection. The PIA sh
possible.

DOCUMENT REVIEW AND APPR

Project Title:

Document Name/Ti

Document Date

Author of

Date

Term/Acronym efinition

Custody keeping, care, watch, preservation or security of the
re for a legitimate business purpose

Contr, he power or authority to make a decision about the
creation, use, disposal or disclosure of the record

Personal In ation -PI | means recorded information about an identifiable
individual other than contact information

Personal Information A PIB is any collection or set of personal information

Banks where personal information is organized by:

* The individual’s name;
+ An identifying number or symbol; or
+ Other particular identifier assigned to the individual.
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Account holder a Paid Plan User or a Free Plan User
Visitor a visitor to the LinkTree Website

1. Executive Summary

LinkTree is a social media reference landing
and drive traffic to various UNBC websites.
customizable page, that houses all social m

multiple links og@fstagr
e a personalizéeiand
websites

| 2. Introduction

a) Name of Progr
LinkTree

LinkTree is a tool that a
simple landi

Purposes, Goals and Objectives

Adding marketing capacity and customer information to the Bookstore by using a free
application called LinkTree (currently being used by UNBC Communications). LinkTree is a web
link system for any Instagram account holders that would be ‘linked’ to our Bookstore Instagram
account. This allows for more than the standard home link in the bio, allowing the Bookstore to
optimize marketing potential by adding multiple links out to various initiatives, sales, and
promotional content.
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iii. List of All Stakeholders Impacted / Involved

iv. The Need

V. Governance Model
UNBC Bookstore

Vi. Relevant Existing Poli
UNBC Privacy Policy
UNBC Oath of Confidentiality
LinkTree Privacy Policy- se
UNBC Acceptable Use P

No financ ans ns will be processed on the LinkTree site and are out of scope.

| 4. Person formation Flow Diagram and Explanation |

In the table below, complete the Description / Purpose highlighting separately by row each
instance that information is collected, used, stored, protected, disclosed and disposed of
during this initiative. Unless not possible, ensure these steps are arranged how they would
occur chronologically in order to make a transparent work flow. The Privacy Officer will
review your steps and determine which type of information management practice each entry
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is and ensure that the practice is compliant with sections under the Act. This table must be
accompanied by a workflow diagram if practices are not transparent or if the PIA is related to
a common or integrated program or activity or a data-linking initiative.

Personal Information Flow Table
Description/Purpose

Visit Linktree,ee to make an account

Proposed Account Holder inputs email

Verification link received to

Eal B I B

Account holder chooses

lete
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@? 3. (L
ru_... —b'ﬂ —p Verification —p guu — > @

Email sent
1.Establishing 2. User
A iREE LINKTREE EmailAccount 4. Account 5. input
holder password
agcount chooses

user name
this
becomes the
LINKTREE
Tandi

7.
red= brokenlink

. Account

informaton stays

data that you intend to access and its business owner. Also
the owner and received permission to access the data.

Owner of the Data Permission to access data
(organization) received (yes/no)
UNBC Bookstore Account YES- at account creation
HOLDERS: Holders and while possessing an
active LINKTREE account
Email address UNBC Bookstore Account
Holders
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Name UNBC Bookstore Account YES- at account creation
Holders and while possessing an
active LINKTREE account
User name UNBC Bookstore Account YES- at account creation

Holders

and while possessing an
active LINKTREE acc

Password

City /country of sign up

Country of last sign in Account

Language/brow UNB okstore Accou
Holders
active LI REE account

BC Bookstore Account S- at account creation

Holders hile possessing an
active LINKTREE account
ser/Visit Whenever using LINKTREE
.

landing page

tion (e.g. country,
ostcode) using
raphic inform
from an IP addgess

| 5. Collection, Us sure of Personal Information

a) Lega Collection, Use and Disclosure of Personal Information

Persona rmal is begin collected under the authority of the University Act and section 26
(a), (c), an of th eedom of Information and Protection of Privacy Act (FOIPPA).

Purpose of Collection
1. To provide and deliver LT services

2. To ensure the service is relevant, to notify about changes to their service and to deliver
targeted content
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For consumer research
To provide customer support

To monitor usage of the service

To process any transactions
To deliver promotional materials

For the administration of their business

© © N o g ~

(ii)a reasonable person would consider that collection appropriate in the circumstances,

(e)the information is necessary for the purposes of planning or evaluating a program or activity
of a public body,
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The free version of LinkTree collects:
email address,

name,

username,

hashed password,

city/country when signing up,

any country of last sign-in,
Language/browser type, vertical (industry),
application data (eg user preference).

Usage Data
they remove any PlI.

Location Data
LinkTree will use and sto

recommendations loaded to LT site from users

een users and LT staff

LT also collects information from third parties

1. third parties who partner with them and help provide Linktree Services;

2. third parties that provide them with marketing leads;

3. third parties for whom they provide marketing and data analysis services; and

4. via public sources or when users connect with a social network service when using and
accessing the Service.
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CONSENT

If your initiative is collecting personal information directly or indirectly from individuals, you must
ensure that all individuals involved are told the following;

e The title, business address and busi of an officer mploy!
who can answer questions about the
N/A
Copy/Paste or Fill in here:

ments affect this section.

dy or under its control only

ed or compiled, or for a use consistent

(c)for a purpose for rmation may be disclosed to that public body under
sections 33 to 36.

address and t ne data element cannot be used to definitively identify a visitor to the landing

page.

iii. Disclosure

Disclosure of personal information
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33 A public body may disclose personal information in its custody or under its control only as

permitted under section 33.1, 33.2 or 33.3

LINKTREE may disclose PI to third parties such as
1. Technology and media partners
2. Their lawyers, accountants, and profes
Third party services provides
LinkTree related companies
Law Enforcement

In event of sale or tran f busi

N o g s

close personal information referred to in section 33 inside or
follows:

in accordance with Part 2;

if the information or disclosure is of atype described in section 22 (4) (e), (f),
(h), () or (j);

if the individual the information is about has identified the information and

consented, in the prescribed manner, to its disclosure inside or outside
Canada, as applicable;
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- Information will be maintained electronically only and by the Bookstore.

The landing page could effectively be used by anyone inside or outside Canada.

Does the information manager, vendor, and / or ser,
of Canada? YES

provider operate from an office qutside

Does any user of the information managed i
of Canada beyond during short-term tempo
Canada? YES, just in that LT offic

Does this initiative store inf

e strictly defined. Answer the following
as a “data-linking initiative” under the
e may be a data linking initiative and you

o the above three questions, | will work with the Privacy Officer to

ensure | meet equirements for a data-linking initiative?

Common or Integrated Program or Activity

In FIPPA, “common or integrated program or activity” is strictly defined. Answer the following
questions to determine whether your initiative qualifies as “a common or integrated program or

COPY OF RECORD RELEASED JULY 31, 2024 IN RESPONSE TO FOI 24-18



U B c UNIVERSITY OF
NORTHERN BRITISH COLUMBIA

PIA #21-017 LINKTREE

Privacy Impact Assessment (“PIA”)

activity” under the Act. If you answer “yes” to all 3 of these questions, you must comply with
requirements under the Act for common or integrated programs and activities.

Does this initiative involve a program or activity that provides a service (or services) through a
public body and at least one other public body or ageney working collaboratively to provide that
service? NO

Does this initiative involve a program or activit
public body that is working on behalf of one

The common or integrated program/activity i
the requirements set out in the Regulations? (

needed and disposed of to meet legal
e for the records generated from this

retention schedules that apply where retention
exceeds the one-y e Act. Please contact the Governance Officer —
Privacy, Access and agement if you require assistance.

Personal Information Banks

eries of folders be created in this initiative that organizes information by
name, identifying'aumber, symbol, or other particular identifier of each individual involved. NO

f) Method of De-identification/Anonymization/Aggregation for Personal Information

g) Users of Personal Information
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LinkTree isn’t using any personal informaoitn and Google Analytics will report on
trends of links accessed, time spent on pages etc as noted earlier.

h) Audits N/A

6. Access Rights for Individuals to the‘ersonﬁormation ‘ U

Access Request Management

If aggregate or de-idéntified data only to be'released, whoefresponsible t@ do so and how is that
done? N/A

McyMcurity Safeg‘lam '

a) Security Safeguards

e Admini
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o _Physical Safeguards

e Identifyrany outside partners or companies involved that may have access
to the personal information
LinkTree
o “Website Domain Ownership (if applicable)

8. Risk Mitigation Table

Please identify any privacy risks, even very unlikely ones, associated with the initiative and the
mitigation strategies that will be implemented. Please provide details of all such strategies. The
Privacy Officer will help identify the likelihood (low, medium, or high) of this risk happening and
the degree of impact it would have on individuals if it occurred.
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Risk Mitigation Table

Mitigation Strategy Likelihood
1.
2.
3.
4.

Mns and Appws ‘ ‘

Once the PIA has been approved with or without eonditions, the Privacy Officer will collect
signatures from the individuals provided below. A’copy of the PIA will be distributed to all
signatQries for convenienee or to attachito a requisition or file with a contract.

Please fill in the name, position, and date in the bolded areas indicated then each individual
signs under the signature line €onfirming that individual agrees with the corresponding
statement above the signature line.

Name of Individual leadingthe Program/Project:

Position:

| confirm the infermation management practices in this initiative have been documented on
Form A, and B as‘applicable, as accurately as | am aware and | commit to communicating
appropriate information management practices to all individuals participating in this initiative as

appropriate. | commit to following the documented practices on this PIA, or arranging a PIA
amendment if | am aware information management practices in this initiative change.

Signature: Date YYYY/MM/DD

COPY OF RECORD RELEASED JULY 31, 2024 IN RESPONSE TO FOI 24-18



U B c UNIVERSITY OF
NORTHERN BRITISH COLUMBIA

PIA #21-017 LINKTREE

Privacy Impact Assessment (“PIA”)

Director or Dean Overseeing the Program/Project:

I am accountable for overseeing my staff involved in this initiative to ensure they adhere to
information management practices presented in thisdPlA. | will arrange for the project lead
named above to contact the Privacy Officer to ar e a PIA amendment if required.

Signature: YYY/MM/D

A, and S
Columbia’s Freedom

| confirm that this initi
applicable, has infor,

n record with the Privacy Officer. The
o financially or operationally approve this
other appropriate assessments have
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