UNBC NORTHEFN BRITISH COLUMBIA Priva cy Imp act Assessment
LinkedIn Learning
Form adapted from the BC Government template for Non-

Ministry Public Bodies. June 2014 PIA# 20-012 (Office of the University Secretariat to assign)

Why do | need to do a PIA (Privacy Impact Assessment)?

Section 69(5.3) of the Freedom of Information and Protection of Privacy Act (FIPPA) requires the head of a public body to
conduct a privacy impact assessment (PIA) in accordance with the directions of the minister responsible for FIPPA. Public
bodies should contact the Information Governance Officer termine internal policies for review and sign-off of the
PIA. If you have any questions about this PIA template erally, please contact Ada llum (Information

Public bodies still need to complete Par; f the PI t it along with the si

Governance Officer even if it is thoughtathat ormation is involved. This ensu
accurately assessed.
Part 1 - General

Name of R / Busin ervices / ITS
Department: .
PIA Drafter: " Kevin Schretlen

rning as a tool to help employees and students grow their
ith learning outside the classroom and office. LinkedIn Learning
rovide education on subjects ranging from technology, to creative

2. Scope of this

The initiative that this PIA covers is the implementation of LinkedIn Learning including federated
access with LinkedIn. All current employees, casual employees between positions, emeritus, and
faculty in their grace period are covered. All active students (who have taken at least one Bachelor’s
level course or higher in the last 18 months for most programs, and 36 months for Nursing and
Engineering) are eligible to use this service. Alumni are not eligible for this service.
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3. Related Privacy Impact Assessments

N/A

4. All Elements of Information or Data

This service is opt-in, meaning that the users
to use the service. At the first login to Link
be passed from the IdP (ldentity Pro
Provider)(LinkedIn Learning); First Name,

to the next page to complete your PIA.

7 to the Information Governance Officer for review.
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Part 2 - Protection of Personal Information

In the following questions, delete the descriptive textand replace it with your own.

5. Storage or Access outside Canada

Storage of data is managed international
States of America. A privacy notice is place
is stored and individuals have full control o
entirely optional social media ser,
PIA.

6. Data-linking Initiative*

d “data-linking initiative” d. Answer the following
ing initiative” under
may be a data linking initiative

Act related to data-linking

no

no

no

N/A
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7. Common or Integrated Program or Activity*

ctivity” is strictly defined. Answer the
ur initiative qualifies as “a common or

In FIPPA, “common or integrated program or
following questions to determine whether
integrated program or activity” under the
you must comply with requirements und
activities.

1. This initiative involves a program
services);

2.

N/A

estions above.

g initiative” or a “common or integrated
nsultation on this PIA must take place with
rivacy Commissioner (OIPC) as well. Contact the
mine how to proceed with this notification and

Type FIPPA
Authority

1. | User accesS'the Linkedin Learning platform for the first time. | Collection 26(d)
If individuals open browser sessions with M365 and LinkedIn
already signed in, the system will sign into LinkedIn Learning
and bind their personal LinkedIn accounts to their LinkedIn
Learning profiles.
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If they’re only logged into M365 using AAD then they won’t
be prompted to log into LinkedIn learning, but will be
prompted to link or not-link their accounts.

If they’re only logged into LinkedIn, they will
login to M365 AAD, but won’t be prompt
LinkedIn account.

If they’re not logged into either one o
they will require a full login for both
optional LinkedIn account bindi

e/ 32(b),
e 33.1(1)(e.1)

Use / 32(b),
Disclosure 33.1(1)(e.1)

Disposal 31 (though this
is controlled by
user).

Use / 32(b), 33.2(a)

Disclosure

Use 32(b)

Sub’Administrators are able to send these
ing paths to individuals but do not monitor the
individual’s progress.
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9. Risk Mitigation Table

Risk Mitigation Table _—

Risk Mitigation Strategy Likelihoo@” Impact
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10. Collection Notice

Privacy and Information Man

The use of LinkedIn Learning provides an optio
employees of UNBC to receive professional dev

any time. By using the platform, you
you believe you are being compell
notice, please contact privacy

control over h
provide any inf
media pl

or LinkedIn learning that you would not provide to another social
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Part 3 - Security of Personal Information

Please consult with the Information Governance Officer, the Chief Information Officer or the
IT Security Officer when filling out this section if you have any questions.

11. Please describe the physical security measures'related t6 the initiative (if applicablé).

12. Please describe the technical security,measures related to the initiative (if applicable).

13. Does your department rely on any security policies? If so, indicate here:

14. Please describéany access controls and/or ways inawhich you will limit or restrict unauthorized
changesy(such as additions or deletions) te personal information.

15. Please'describe’how you track who has access to the personal information.
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Users can choose to display anonymous profile information or show up as an anonymous LinkedIn
member when viewing other profiles.

corrected (for physical, procedural or oth
personal information will be disclosed to
update, correction or annotation?
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Please check this box if the related Information Sharing Agreement
(ISA) is attached. If you require assistance completing an ISA, please N/A
contact the Information Governance Officer.

21. Does the program involve access to personallyi ifi information for researc statistical
purposes? If yes, please explain.

No

Please
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Part 6 - Comments, Conditions & Concerns

This PIA is based on a review of the material provide@'to the Information Governance Officer as of

Approval of this PIA is based on LinkedIn Le
participate. For departments in the universit

collected in advance, and a secand o
personal /nformat/onon&tw
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Part 7 - Program Area Signatures

Kevin Schretlen As agreed todn email chain September 2 2020
Name of Individual leading the Signature Date
Program/Project
(Normally the individual who
completed the PIA)
Lisa Haslett agr to in email chain 3 2020
Director or Dean Overseeing the Si
Program/Project
Kevin Schretlen As agreed to j il chain September 2 2020
Contact Responsi r Systems Signature Date

s agre September 3 2020

ature Date
Once the PIA has been ap ed w without conditions, the Information Governance Officer will collect signatures

from the individuals indic abo copy will be provided to all signatories for convenience or to attach to a

uisition or file with a contract.

A final copy atures) will be kept on record with the Information Governance Officer.
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