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“personal information” means record
including,

(a) information relating to the r
sexual orientation or marital

ethnicYrigin, colour, relig
the individual,

(e) the pe
individual,

individual or where t
about the igshiidual.
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2 General Information

1. Name of Department, Branch and Program A

Under the Student Success portfolio this soft
Medical Clinic as well as Student Counsell

is being used by UNBC's stud

2. Name of Program or Service Represe

Overall day-to-day use of the software is o
(managing services & staff withi edical\Clinic, Counselling Centre
Resource Centre - ARC);M i

erre tly to the Direc
take placely 2/18/23 &\

5. Do yo@kave an endi@ate planned?

3. When will the initj
4. |s this a one-ti

] Yes

iated data to a cloud based service that is
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7. Describe the Purposes, Goals and Objectives

Why are you doing the initiative? What need does the initiative meet?

The purpose of this move is twofold:
1) Provide the most up-to-date MOIS toolset

e UNBC users of the product;

2) Gain internal IT resource efficiencies

(operating as well as capital) perspectiv

for software maintenance on the vendor

would have to apply. Using a A

network resources that we coul

and service up time is incre . Th
m

same look and feel as if i scanning.

ort

rogram or system

ies and audit practices around this system and its data.The
pprove all new users to the system.
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9. List of All Stakeholders Impacted / Involved

Stakeholder Role

Students All students
Services will h

5 Counsellors and 1
Counselling Coordinator

1 Counselling Student
Services Representati

use the cloud based

Logglng |nto the

10.Please

IT is also i

can not

the Cloud Service interacts effectively within our internal
netwogkand premise technical issues with scanning and printing that

11. Describe any Relevant Existing Policies

covering Confidentiality of Student Records

At the time of this PIA the only active policy that has impact in this area is the policy
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12.Describe any Related PlAs

NA

13.Describe any Relevant contracts

Bright Health has a End User License A
obligations of using this software.

will be or research or

Do you anticipate t
health system use?

O Yes

15.1f so,
anony

se explai
etc.)

nd provide details e (aggregate, de-identified,

, and Disclosure

inforrm@iion elements involved in your initiative?

Please list a formation or data that you might collect, use, store, disclose, or

in an appen
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FIPPA
Section

Authority to Collect Personal Information

26(a) The collection of the information is expressly au ized under an Act

26(b) The information is collected for the purpos
26(c) The information relates directly to andds
The information is necessary for the p
26(e) UBC
g the risk that an indi

26(f) . .

ce is reasonably likely to occur
26(g)

the public

Method of | FIPPA
llection | Section
or
Disclosure
Completed [26(c)
form entered
Completed [26(c)
form
the session and the [paper form [26(c)
walk in form est support and scanned
Clinic/Counselli dent users of servicesre  |[Completed [26(c)
tion; FOI sections; form
of overall health care Electronic  [26(c)
notes within
Requests inuance of overall health care In person 26(C)
additional sessions with
Pharmanet rovincial Initiative to confirm all Completed [26(c)
Consent form  |prescriptions provided to a person in BC form signed
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3.1 Collection Notic

ovide a collection not except in limit

al information is to ‘h

sent form prior to the start of any clinic|
notes are recorded within MOIS so
e can be provided

18.Review the sample collection notice and attach the notice as an appendix.

(See Appendix C for an example)
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3.2 Use

19.Please list all users of Pl including third parties

Counsellors

Practicum Student

Counselling Coordinator
Counselling Service Representative

Nurse Coordinator
Health Services Assistant

Northern Health (NP and Physician

Manager Health & Wel

emergency.

3.3 Disclosure

Section 26 states that A public body may disclose personal information in its custody or
under its control only as permitted under section 33.1, 33.2 or 33.3. A public body may
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disclose personal information referred to in section 33 inside or outside Canada as
follows:

in accordance with Part 2;

if the information or disclosure is of a type d

(i);

if the individual the information is about
the prescribed manner, to its disclosure i

provided to other
student.

If a stude
obtain th

professional we will
e students from outside

10
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22.Will it be disclosed to anyone outside of Canada?

Provide details on the disclosure, including where and how personal information will be stored.

The only disclosure outside of Canada would b
and it would usually be related to Internation
records sent to a health provider where th

the request of the student to do so
who request their well
Ing to after graduatio

d aggregated numbers i
s and potentially for increases sources in a

Provide details on the dis re, includi here and how personal information will be stored.

NO

11
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4 Storage and Location of the Personal Information

25.1Is any personal information stored outside of ada?

] Yes “INo
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27.Describe the contractual terms in place.

Here you will describe what type of contract you rely on for your initiative (if applicable). For
example, you might be contracting a cloud-based servige specifically for your initiative, or you
might be using an enterprise offering.

Cloud based service that support health & Wwellnessd@ctivities associated withUNBC's
Student Medical Clinic and Student CoufisellingyServices by provided an electronic
medical record (EMR) system.

Contractually we pay for this semsices based on the number/type of users we have
active in the system plus a feg for cloud,hosting as well as a fee for multi factor
authentication (MEA)

28.What controls are j@#place to pr@uxent unauthorized aggessie, personalfaiormation?

29RIecad€ prowde details ondi®w you wilii@ck @Bcess to personal information.

Each type of user has access toithe system/information based on the role they have.
Auditireports are run to ensure there are no peculiarities in users interactions with files.
This process is overséen by the Manager of Health and Wellness.

13
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30. Describe the privacy risks for disclosure outside of Cagada.

Use the table below to indicate the privacy risks, potential impact§)likeliho@@of occurrence and leUel of Peiwacy risk” For each privacy
risk identified, describe a privacy risk response that isPk@pertionaté@ito the level of risk posed.

This may include reference to measures to protect thesensitive persenal information,(contraétual, te€hnical, security, administrative
and/or policy measures) that you outlined qdove.

Privacy risk Impact to hikelihood of | Level Qi@ Risk responSgihis may Is there any outstanding
@lviduals | "@uthorized | privacy ingidde contractual risk? If yes, please
coll€ction, risk (low, | mitig@hions, technical describe.
use, e m, | control§gand/or procedural
disclosure, Rig) and policy barriers)
or storage of
Pl (low;
W,
high

14
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5 Data Linking

In FOIPPA, “common or integrated progra
following questions to determine wheth
integrated program or activity” under the
questions, you must comply with require
programs and activities.

“‘yes” to all
Act for comm

ram/acti is confirmed by written documentation
ut in the Regulations? (Privacy Officer will answer).

16
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6 Privacy and Security Safeguards

initiative should not be able to access
ose. You need to make sure that your

People, organizations and governments outside of yo
the personal information you collect, use, store or di
personal information is safely secured in both p

34.Does your initiative involve digital to
Yes ONo

If yes, please discuss with |
assessment

to the physical environment that
: example, whether your
P .(SICA. 3 jion limi o the filing cabinet or file room

TECHNICAL i : Ample, firewalls, encryption, and intrusion

ADV'NISTK. TWVE

personal information; for example, role-based access controls,
annual privacy training, employee codes of conduct, and privacy-
related clauses in contracts.

17
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35.Describe administrative safeguards

36.Describe physicalpsqaigguards
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37.Please reach out to our CISO Office and ITS for the vendor assessments and
technical requirements for IT/security threat risk assessment to fill out these sections
or attach that assessment to this PIA.

HECVAT completed

7 Privacy Risk Ildenti tion and

itive personal information
ial or medical information,

Context is not sensitive

Context is sensitive

Involves the personal inform.
of a few individuals

Ives the personal information
individuals

Involves personal information of one
or more vulnerable populations

Has a major impact on individuals
(e.g. high stakes)

Is long-term

Involves one or more of the additional
factors (see addition factors above) risk factors (see additional risk factors
L above)

19
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38. Identify any privacy risks, even very unlikely ones, associated with the initiative and
the mitigation strategies that will be implemented.

Please provide details of all such strategies. The
likelihood (low, medium, or high) of this risk ha
would have on individuals if it occurred.

ivacy Officer will help identify the
ning and the degree of impact j

*Risk Likelihood
Levels
Low Little possibility the ri
occur due itig factors cy, safety, or

A possibility that the risk will occur

the privacy, safety, or economic standing
ividuals or the corporation.

Compromise would likely cause significant
and immediate harm to the privacy, safety,
or economic standing of individuals or the
corporation.

20
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If this PIA addresses a co is PIA to the Office of the Information and

Privacy Commissioner a

n or integrated @Wbgram, UNBC must sub
their examinatio vice, and time

25
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8 Accuracy, Correction, and Retention

39.How will you make sure that the personal i ation is accurate and completg?

Intake information is provided and entere
Services) and Student Services

MOIS with either position.
session.

We can set an aler O]

patients file will b

hoever opens a
# alert).

ess in place nal information?

clinic, it will be revie
Medical or

26
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42.Sometimes it's not possible to correct the personal information. FOIPPA requires
that you make a note on the record about the request for correction if you’re not able
to correct the record itself. Describe the process of how you will make a note on the

record.
If we need to edit a encounter note, we add t ate of the edit as a addition to e
(entitled this) and why.

a benefit

e Using a person's employment history to decide whether they can move forward in
a job competition

27

COPY OF RECORD RELEASED JULY 31, 2024 IN RESPONSE TO FOI 24-18




u B UNIVERSITY OF
NORTHERN BRITISH COLUMBIA
Privacy Impact Assessment Form

e Using a person's health information to decide the level and type of care they
receive

[ Yes “INo

45.If yes, do you have an approved informati@h sched@le in place related to p nal
information used to make decisions?

Yes ONo

46.If yes, please include
Follow the College of P i geons guidelines

Our current retenti
visit/encounter

ion of this i ation is ears from last

ow Yy ill eR8ure the information will be kept for a
used to e & decision that directly affects an

28
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9 Personal Information Banks

A personal information bank is a collection g
or searchable by the name of the individua
identifier. A personal information bank
Personal information banks contain pers

e Linked to an identifiable jmglividual

e Organized and capab being

e Normally compid@d for a si urpose \
Wi i i rsonal i nforma&

Yes CNo

by a persona

48.Will you

If yes, ans he following questions, lf ease proceed to the next

29

COPY OF RECORD RELEASED JULY 31, 2024 IN RESPONSE TO FOI 24-18



u B UNIVERSITY OF
NORTHERN BRITISH COLUMBIA
Privacy Impact Assessment Form

51.Description:

As above

52. Authority: @

This personal information is begin und@lthe authority of the Universit
26 (a), (c), and (e) of the Freed Infor d Protection of

ose when setting up a security profile account that come
sessor, Counsellor, Doctor, Data Entry, MOA, Nurse,
s Administrator. See below how we categorise our

(Counsellor)

inator (Counsellor)
Counselling Service Representative (MOA)
Psychiatrist (Doctor)

Decovichintrie Dacidaneca ctiidant fenacialicina etiidant) (Dacidant)

30
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9.2 Method of De-identification/Anonymization/Aggregation for
Personal Information

55.Please explain how Personal Information will J#& de-identified or anonymized and by
whom?

General reporting is for overall usage of theéservices@and the types of presentifg issues
S0 that we can ensure staff/resources arg allgeated to this asea appropriately. This type
of reporting is completed by the Manager of Wellness.

Report generated as a PDF not linked to identifiabletindividual client

9.3__ Audits

56.What d@€es the audit log track? How detailed is the data (€f,, date stamps, time

stamp@flaccess confiibl number, IP addf{€SSieic.)? Does th€ audit log include the
purpos€ief an accegs?
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57.Are the audit logs immutable?

58.Who reads the audit logs, and how loR@\ are (Rgy, kegh”

Overseen by the Manager logs are part of the overall system; reports are kept asilong@a
needed to review and followup Withhusers if'an issue.

59.Who is respansible for OM@ksight of user accegé?

Director appfoves all users to beradded to our instance of MOIS; Manager approves
role for ea€h user once they are added to our instance.

60 N8 there a s€paration of rg8Ronsibility D@weeW those who supervise administration of
tRE system, or security®f tigisystem, and@hose who verify the audit logs (e.g., does
th@lauditor in the oggahization@&ve a role, or is it the security department?
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61.1s the system responsive or passive? For instance, is it possible to put a monitor on
particular individuals (e.g., in a hospital setting, if a celebrity is admitted as a patient,
etc.)? Will access produce an immediate response and not just a log entry for review
months later?

62. Will those foungdpto alise access pvileges be sa#i€tioned in @meaningful (and
visible) way?
YES - includifng stispension of@ecess

33
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10 Conclusions and Approvals

Once the PIA has been approved with orwithout €ondition§; the Privacy Offieer will
collect signatures from the individuals provided below. /A'copy of the PIAwill be
distributed to all signatories for conveniencejor to attach to a requisition offile with'a
contract.

Name of Individual leadingithe Program/Project: Ma@ingMOIS to theCloud

Position;
Acting Director of Wellness with significant input from the,Manager of Wellness

I eonfigm thelinformation mandgement praetices ip this initiative have been documented
as aéeurately as | am awag@and | committ@icommunicating appropriate information
management practices t@all indikiduals parti€ipating in this initiative as appropriate. |
commit to following the documented, practices on this PIA, or arranging a PIA
amendment if | am awake information management practices in this initiative change.

oue oA OB L3

/] 7 v .
Sk %, 002 %

Signaturet

34
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Name of Director or Dean Overseeing the Program/Project:
Trevor Smith

| am accountable for overseeing my staffiinvolved f this initidtive to ensure they adheré
to information management practices présentedin,this PLAC"1 will arrange, for the praject
lead named nge a PIA amendment if

required.

Date: /774/%6 3)&0 A3

Signature:

Name of Chief Information Seeurity Officer David Kubert

| confirmithat this initiative to the best of my'knowledge,as written in the above sections,
has information management practices that satisfagtorily"e@mply with the information
security standardsiof the University‘@fiNorthera British Columbia.

Signature: - Date;__March 06, 2023

Name of Privacy @fficer:‘Christopher Ross
Position: GovernanceOfficerARRM

| confirm that this'ifitiative to the best of my knowledge as written in the above
sectighs, has information"management practices that comply with British Columbia’s
Freedam,of Infarmation and Protection of Privacy Act.

Date: June 21, 2023

Signature:

35
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11 APPENDIX A: DEFINITIONS

Confidentiality

Consent

idual, but sometimes it
is not always a

Core pri
principles

rinciple 1iSted as number three below is often
substitut r “legal authority”.

ccountablility - An organization is responsible for personal
rmation under its control and shall designate an individual
orWlividuals who are accountable for the organization's
ompliance with the following principles.
2. Identifying Purposes - The purposes for which personal
information is collected shall be identified by the organization
3.

at or before the time the information is collected.

Consent - The knowledge and consent of the individual are
required for the collection, use or disclosure of personal
information, except where inappropriate.
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4. Limiting Collection - The collection of personal information
shall be limited to that which is necessary for the purposes
identified by the orgagigation. Information shall be collected by
fair and lawful me

shall not be
for which it i

protected by
the sensitivity of the

ity safeguards approprid
information.

Phon request, an individual shall be
tence, use, and disclosure of his or her

d completeness of the information and have it
ended as appropriate.

Challenging Compliance - An individual shall be able to
ddress a challenge concerning compliance with the above
principles to the designated individual or individuals
accountable for the organization's compliance.

Data (inform ) Mapping the flow and manipulation of information within and
flows across systems or business processes.
Data matching An activity that involves comparing personal data obtained from a

variety of sources, including personal information banks, for the
purpose of making decisions about the individuals to whom the
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data pertains. Included in this definition of data-matching is data
linkage, also known as data profiling.

Personal information  For data to be categorizg@ as personal information (rather than

| identification is thus
ion into personal i

| or inforration relating to
ividual has been involved,

ny identifying nu ol or other particular assigned to the
individual,

o¥views of the individual except where they
idual or about a proposal for a grant, an
rize to be made to another individual by a

titution or a part of a government institution
regulations.

ndence sent to a government institution by the individual
is implicitly or explicitly of a private or confidential nature, and
es to such correspondence that would reveal the contents of
the original correspondence.

the views or opinions of another individual about the individual.

N\

the views or opinions of another individual about a proposal for a
grant, an award or a prize to be made to the individual by an
institution or a part of an institution referred to in paragraph (e),
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but excluding the name of the other individual where it appears
with the views or opinions of the other individual, and,

the name of the individu
information relating tg

here it appears with other personal
individual or where the disclogyre of the

relates"o the services performed, including the terms of
the contract, the name of the individual and the opinions or

p)ews of the individual given in the course of the
performance of those services,

information relating to any discretionary benefit of a
financial nature, including the granting of a license or
permit, conferred on an individual, including the name of
the individual and the exact nature of the benefit, and

e information about an individual deceased for more than
twenty years.
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Privacy Privacy is the claim of individuals, groups or institutions to
determine for themselves when, how and to what extent
information about them isgscommunicated to others.

Privacy officer

e investigation of a priva
organizatiog

rivacy officers ma ponsible for managing changes to
an organizgtion’s:

*@iquiry and complaint processes.

enting unauthorized collection, use and disclosure of an
individual's personal information.

The person responsible for managing and directing the projects of
a public body, with emphasis on coordinating and prioritizing
resources, and managing the risks which emanate from projects
in development or underway. Program managers are
responsible for ensuring that the projects they lead or direct are
compliant with government policies and the law.

Privacy pr [
Program\age

40
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Risk assessment The process of quantifying the impact of implementing a particular
idea, process, system or strategy.

Threat and Risk A risk management pr, threats

ss used to evaluate the securi
Assessment (TRA) associated with inf '
confidentiality.
can help provid

41
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