UNBC %gll‘q/fl-,;’Esl’?TI;lYB%,;-TISH COLUMBIA P riva Cy Imp act AS sessment
McGraw Hill Connect
Form adapted from the BC Government template for Non-

Ministry Public Bodies. June 2014 PIA#17-008 (Office of the University Secretariat to assign)

Why do | need to do a PIA (Privacy Impact Assessment)?
Section 69(5.3) of the Freedom of Information and Protection of Privacy Act (FIPPA) req

been accurately assessed.

Part 1 - General

Name of |
Department: |

| PIA Drafter:
| Email:

! Department
_Manager:

s instructors to conduct online assessments and
B oard. Instructors can use this supplementary online
assignments for grading that can be pushed back to UNBC

2. Scope of this PIA

The intent is to allow a tructors to use McGraw-Hill Connect content as needed to supplement
their existing instruction.

3. Related Privacy Impact Assessments

N/A
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UNBC %ggfggégs%frlw COLUMBIA P riva Cy Imp act AS sessment
McGraw Hill Connect
Form adapted from the BC Government template for Non-

Ministry Public Bodies. June 2014 PIA#17-008 (Office of the University Secretariat to assign)

4. All Elements of Information or Data

2
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UNBC NORTHERN SRITISH COLUMBIA Priva cy ]mp act Assessment
McGraw Hill Connect
Form adapted from the BC Government template for Non-

Ministry Public Bodies. June 2014 PIA#17-008 (0ffice of the University Secretariat to assign)

Part 2 - Protection of Personal Information

In the following questions, delete the descriptive text and replace it

5. Storage or Access outside Canada

McGraw-Hill Connect will be storing and accessing infouation ervers in Reston,

Virginia.

6. Data-linking Initiative*

data linking initiative and you
related to data-linking initiative

personal info
compiled;

or more pu‘bllc No
r more agencies.

ments of a data- N/A
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UNIVERSITY OF "
UNBC NORTHERN BRITISH COLUMBIA P riva Cy Imp act AS sessment
McGraw Hill Connect
Form adapted from the BC Government template for Non-

Ministry Public Bodies. June 2014 PIA#17-008 (Office of the University Secretariat to assign)

7. Common or Integrated Program or Activity*
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programs and activities.

1. This initiative involves a program or activit
services);

es

2. Those services are provided throu
(a) a public body and at least one
collaboratively to provide that servi
(b) one public body working on behalf

~ bodies or agencies;
3. The common or intg
documentation

regulation.

Please check this

» “”

nking initiative” or a “common or
and consultation on this PIA must

icer to“determine how to proceed with this
ages of developing the initiative, program or

Type FIPPA
Authority

1. | Student purchaseS@he textbook which provides a code to N/A -

give the student access to Mc-Graw Hill connect through

Blackboard
2. | From Blackboard the student begins to register for the Mc- | Collection 26(c)

Graw Hill connect account using the code provided in the

textbook.

4
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U B c UNIVERSITY OF
NORTHERN BRITISH COLUMBIA

Privacy Impact Assessment
McGraw Hill Connect

Form adapted from the BC Government template for Non-

Ministry Public Bodies.

June 2014

PIA#17-008 (Office of the University Secretariat to assign)

3.

During registration, through an automated process, UNBC
creates an unique identifier key that does not contain the
personal information about the student.

Protection

301

During registration, the student may use an alias that
protects their personal information from being transferred
to Mc-Graw Hill Connect servers. This alias will be
associated with their unique identifier key instead ofitheir
Blackboard information

Protection

30.1

| McGraw-Hill Connect Service.

Students begin to access McGraw-Hill conteg®in order to
complete supplementary assignments asdlirected 4y the
instructor

bise

32(a)

Students complete assignments and submit theém toghe

Collegtion

\26(c)

After providing a grade fougtfiésassigiments, MCGraw-Hill
connect pushes the gradé backte the tqigle identifier
linked to Blackboard

Disclosure

33.1(;)_

The unique identiffenkey pUShes the data to the correct
student’s gradebo@k ageounts

Pratection

30.1

The instfictarncan view thelgrade in the student’s
Blackboard\gradelipek

Pisclosure

33.1(e)

ifthe insteuctorieeds to, the instrdetor mayUse theinique
identifier keyto track the gradegbagkto Mc-Grawklill
Connect servers to see the raW resultS@f the assignment or

assessment:

Disclosure

[ 33.10e)

9. Risk

Mitigation Table
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UNBC NORTHEAN SAITISH COLUMBIA Priva cy Imp act Assessment
McGraw Hill Connect
Form adapted from the BC Government template for Non-

Ministry Public Bodies. June 2014 PIA#17-008 (Office of the University Secretariat to assign)

1.

— - — S — A "SE —

i

10. Collection Notice

N/A -- > Students will be providedWith the opportugity to alias themselvesiduring the
registration process with McGraw-Hil{l€onnect. @ splash screepwillgemind students that their
data is being transmitted t@'a server thatlis odtside of Canad@and wilkexplain how the security
features will protect thefm. An example is below:

The University of Ndtthern British Columbia recommends that you'Se an alias when registering
with McGraw Hill Conné€to prevent your perform@iiee data within this service from being
directly assogiated withyouwhile'being transmitte@ito Virgimia in the United States of America.
Using an allaswilhrot impactYour ability toreceive ghade§becatiSse McGraw Hill Connect does
not directly senahgradifigiinformation to yourBlockbogrd account. An identifier key masks your
persoralinfesmation when data is tragSferred b@tweenWNBC and McGraw-Hill Connect.

6
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UNIVERSITY OF .
UNBC NORTHERN BRITISH COLUMBIA Priva cy Impact Assessment
McGraw Hill Connect
Form adapted from the BC Government template for Non-

Ministry Public Bodies. June 2014 PIA#17-008 (Office of the University Secretariat to assign)

Part 3 - Security of Personal Information

Please consult with the Information Governance Officer, the Chief Information Officer or the
IT Security Officer when filling out this section if you have any questions.

11. Please describe the physical security measures related to the jnitiative {if applicable).

12. Please describe the technical security measures télated to the initiative (if applicable).

13. Does your department rely on any s@eurity policies*Ifo, indicate here:

14. Please describe any accessfcontrols and/or ways in which ygtrwill limit or restrict unauthorized
changes (such as additions or deletions) to personal information.

15. Please describe how you track Who has@gcess to the personal information.
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UNBC %gg/ffngIzLYB%TISH COLUMBIA Pl‘ivacy ImpaCt Assessment

McGraw Hill Connect

Form adapted from the BC Government template for Non-
Minisiry Public Bodies. June 2014 PIA#17-008 (Office of the University Secretariat to assign)

17.

pdated or
corrected (for physical, procedural or other reasons) please e i annotated. If
personal information will be disclosed to others, how will t i them of the
update, correction or annotation?

Instructor will have to reset the assignment in cases
assignment or assessment. It will be the student’s

Does your initiative use personal informat
individual(s)? If yes, please explain.

Please check this boxif the related Information Sharing Agreement F
(1SA) is attached. If you require assistance completing an ISA, please N/A
contact the Information Governance Officer.
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UNIVERSITY OF .
UNBC NORTHERN BRITISH COLUMBIA Priva cy Impact Assessment
McGraw Hill Connect
Form adapted from the BC Government template for Non-

Ministry Public Bodies. June 2014 PIA#17-008 Office of the University Secretariat to assign)

21. Does the program involve access to personally identifiable information for rese or. statistical
purposes? If yes, please explain.

No

——

! Please check this box if the related Research A
attached. If you require assistance completing an
Information Governance Officer, the UNBC R
Archives.

22. Will a personal information bank (PIB) r le ist th
legislatively required descriptors listed in se

information is required to be published in a publi

No.

Please ensure Parts 6 and 7 are attac ‘ r submitted PIA.

nformation Governance Officer as of
scope of this PIA, the public body will
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UNBC NORTHERN BRITISH COLUMBIA Privacy Impact Assessment
McGraw Hill Connect

Form adapted from the BC Government template for Non-

Ministry Public Bodies. June 2014 PIA#17-008 (Office of the University Secretariat to assign)
Part 7 - Program Area Signatures
Clarence Hofsink o 5 /[ 7
Name of Individual leading the Date ) S
Program/Project
(Normally the individual who
completed the PIA)

wzaf

Heather Smith

Director or Dean Overseeing the Datd 4
Program/Project

Grant Potter 4’41\ 9\%//4'
Contact Responsible for Systems Date”

Maintenance and/or Security

(if applicable)

Adam Cullum ’4'%@ Zg/[ 7
Information Governance Officer Date !

(Privacy Officer)

Oncegthe P a een approved with or W|thout condltlons the Information Governance Officer will collect signatures
from the individu uals indicated above. A'copy will be provnded to all signatories for convenience or to attach to a

\eqmsmon or file with a contract.
Afi nallcopy of this PIA (W|th all sign tures) will be kept on record with the Information Governance Officer.
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