Privacy Impact Assessment for Non-

Ministry Public Bodies
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Microsoft 365: MS Editor and MS Forms

University of Northern British Columbia

Branch or unit: Information Technology Services

Your name and title: Lori Olson- ITS Process Coordinator
Your work phone: 250-960-6730
Your email: Lori.olson@unbc.ca
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Initiative Lead name and | Trevor Fuson

title: Chief Information Officer

Initiative Lead phone: 250-960-5687

Initiative Lead email: Trevor.fuson@unbc.ca

Privacy Officer: Doris Marshall - Greenl

Privacy Officer phone: 250-960-5139

Privacy Officer email: privacy@unbc.ca

General information about the PI

Data linking

0N

Is personal informati onal information

uite of products. It will

Is this initiative a data-li program er FIPPA Section 367

If this PI data-linking program, the privacy Office must submit this PIA to the
Office of th ion and Privacy Commissioner, and be subject to their examination,

Common or integrated program or activity
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Does this initiative involve a program or activity that provides a service (or services)
through a public body and at least one other public body or agency working collaboratively

to provide that service?

Yes |:|
No [

Does this initiative involve a program or activit

through a public body that is working on b
agencies?

Yes |:|

No [

advice, and timelines.

at proyides a service (or services

r more,other public bo or

Related

he initiative?

e MS Forms: will be used as a survey tool to replace Survey Monkey for non-research purposes.
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2.  What s the scope of the PIA?
Your initiative might be part of a larger one or might be rolled out in phases. What part of the

initiative is covered by this PIA?

The scope of this PIA is the implementation of M365 products and services for direct use by UNBC

faculty, staff, students, and other individuals who are a rized to use these products and services.
What is out of scope of this PIA?

The scope of this PIA excludes review and cons

e The content or use of the co
Azure service offerings

e Enterprise impleme

services.

e Physical security and r controls associated wit

ed in your initiative?

you might collect, use, store, disclose or
es large quantities of information or

of personal information in a table below or

Data Element ion r collection, use or disclosure Method of
Collection or
Disclosure

Microseft 36 https. acy.microsoft.com/en- Direct
Accou us/privacystatement#mainmicrosoftaccountmodule

h a Microsoft account, you can sign in to Microsoft
products, as well as those of select Microsoft partners.
Personal data associated with your Microsoft account
includes credentials, name and contact data, payment data,
device and usage data, your contacts, information about your
activities, and your interests and favorites. Signing in to your
Microsoft account enables personalization and consistent
experiences across products and devices, permits you to use
cloud data storage, allows you to make payments using
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payment instruments stored in your Microsoft account, and
enables other features.

There are three types of Microsoft account:

When you create your own Microsoft account tied to your
personal email address, we refer to that account as a
personal Microsoft account.

When you or your organization
your school) create your Micros

as an employer or
ccount tied to your email

Microsoft account tied to
service provid

ted IsMandatory Comments

Defines if an
TRUE account is
enabled
FALSE
FALSE
FALSE
FALSE
Country
¢ TRUE FALSE Abbreviation
cloudUserCe o, FALSE
rtificate
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cloudUserS
MIMECertifi
cate

cn

co

company
countryCode
dLMemReje
ctPerms

deviceTr,

domainFQD
N
domainNetB
ios

employeelD

TRUE

TRUE

TRUE

TRUE
TRUE

TRUE

dL.MemSub TRUE
mitPerms
departm TRU F

TRUE

TRUE

TRUE

TRUE

TRUE

FALSE

FALSE Common
Name
Country

FALSE

> Code

UNBC
Region Code

FA

Department
— populated

accounts
LSE
FALSE
The
customizable
name — the
FALSE preferred
or given
namein
some cases
The full
FALSE location path
within active
directory.
FALSE
FALSE
This is not
FALSE the UNBC
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extensionAtt

TRUE
ributel U

extensionAtt

ribute10 TRUE

extensionAt
ributell

FALSE

TR FALSE

TRUE FALSE
xtensionAtt
ributel4d LSE
FALSE
FALSE
extensionAtt TRUE FALSE
ibute3
extensionAtt
ributed TRUE FALSE
extensionAtt
ributes TRUE FALSE

number —
and is
not
populated by
default
Custom
Attribute
from UNBC-
AD
Custom
ttribute
from UNBC-
AD
Custom
Attribute

AD

Custom
Attribute
from UNBC-
AD

Custom
Attribute
from UNBC-
AD

Custom
Attribute
from UNBC-
AD

Custom
Attribute
from UNBC-
AD

Custom
Attribute
from UNBC-
AD

Custom
Attribute
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from UNBC-

AD

Custom
extensionAtt Attribute
ributeb TRUE FALSE from UNBC-
AD
Custom
Attribute
from UNBC-
AD

ustom

Attribute
from UNBC-
AD
Custom

extensionAtt
TRUE
ribute7 U

extensionAtt
ribute8 TRUE

extensio

TRUE

If populated

by the user

[ ]
Single Initial
Not
populated
This is about
a computer
object, so is
not PII

FALSE City

System

attribute

FALSE

FALSE

FALSE

mailNickna TRUE FALSE

Contact
information
—if
employee
Contact
information

managedBy  TRUE FALSE

manager TRUE FALSE
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—if

employee
member TRUE FALSE
middleName TRUE FALSE
If populated
by user —
mobile TRUE some UNBC
mobiles are

published

msDS-
HABSeniorit
yindex
msDS-
PhoneticDis
playName
msExchA

msExchDele

gatelistLink TRUE FALSE
msExchELCE

xpirySuspen  TRUE FALSE
sionEnd
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msExchELCE
XpirySuspen
sionStart
msExchELC
MailboxFlag
s
msExchEnab
leModeratio
n

msExchExte
nsionCusto
mAttributel

msExchExte

nsionCusto
mAttribut

msExchlLitiga
tionHoldOw

msExchMail
boxAuditEna
ble
msExchMail
boxAuditLog
AgelLimit

TRUE FALSE
TRUE FALSE
TRUE E
Custom
ttribute
TRUE E from UNBC-
AD
Custom

Attribute

LSE
FALS fr

TR FALSE

Custom
Attribute
from UNBC-
AD

TRUE FALSE
TRUE FALSE
TRUE FALSE
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msExchMail

boxGuid TRUE FALSE
msExchMod

eratedByLin TRUE FALSE
k

msExchMod .\ FALSE

erationFlags
msExchRecip
ientDisplayT TRUE
ype

msExchRecip
ientTypeDet TRUE
ails

msExchRem
oteRecipient

FALSE S

FALSE
FALSE
FALSE
msExchSafeS
FALSE
ndersHash
sExchSend
erHintTransl TRUE FALSE
ations
msExchTea
mMailboxEx TRUE FALSE
piration

11
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msExchTea

mMailboxO TRUE FALSE
wners

msExchTea

mMailboxSh

arePointLink TRUE FALSE
edBy

msExchTea
mMailboxSh TRUE
arePointUrl
msExchUser
HoldPolicies TRUE
msOrg-
IsOrganizati o TRUE
onal
msRTCSI

App

RUE FALSE

FAL

FALSE

FALSE
FALSE
Used to
ensure that
FALSE AAD and
ADDS are
in sync
nPremises
UserPrincipa TRUE FALSE
IName
otherFacsimi
leTelephone TRUE FALSE
Number

12
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otherHomeP
hone
otherlpPhon
e

otherMobile

otherPager

otherTeleph
one

pager

physicalDeli
veryOfficeN
ame

postOffi

securityEnab
led
sn

st

TRUE

TRUE

TRUE

TRUE

TRUE

TRUE
TRUE
TRUE

FALSE

FALSE

FALSE

FALSE
FALSE
FALSE

Not
populated
Not
populated
Not
populated
Not
populated
Not
populated

populated

UNBC
address

Contact
information
Used by
both
password
synchronizat
ion
application
and
federation
tools

Surname
UNBC Work
Street
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streetAddre TRUE FALSE UNBC Work
ss Address
targetAddre TRUE FALSE
ss
telephoneAs o) FALSE
sistant
telephoneN TRUE
umber
Photo — if
. they have
thumbnailPh TRUE ut one into
oto
outlook or

OWA.
Title

title
unauthOri

TRUE

ID for the
user

S/MIME
use.rfSIVII TRUE SE Public Key
ertific ifi

Certificate

ome FALSE

Y:\
3.1 Did you list’'personal information in question 3?

Personal information is any recorded information about an identifiable individual, other than

business contact information. Personal information includes information that can be used to

identify an individual through association or reference.

14
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Yes |:|
No [

e Ifyes, gotoPart2

e If no, answer question 4 and submit questions 1 to 4 to your Privacy Officer. You do not

need to complete the rest of the PIA templa

4, ecting personal infor ion?

son

e action in mn 1 is a collection, use or disclosure of

information. Use columns

4 to identify the legal authority you have for the

eth y personal Collection, | FIPPA
ur initiative step use or authority

re explaining it to someone disclosure

Step 1: UNBC ITS'set up accounts using Employee | Collection Section 26

UNBC login credentials

Step 2: User inputs username and password Collection

15
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Use this column to describe the way personal Collection, | FIPPA
information moves through your initiative step use or authority
by step as if you were explaining it to someone disclosure

who does not know about your initiative.

Section 32

flow diag ereorinana dix if hink it will help to
is connected.

individual the information is about,

Step 3: Single sign on gets authentication from

the active directory file system (first name, last

name, and email)

Step 4: Users access M365 apps and saves work

on M365 servers

Optional: Insert a dr

explain how each different p

6.

ept in limited circumstances).

lection notice below. You can also attach

Upon opening For

Permissions

and data that | provide to it.

e Send me sages and notifications.

e Access my profile information such as my name, email address, company name and preferred
language.

e Receive messages and data that team or chat members provide to it in a channel or chat.

e Send messages and notifications in a channel or chat.

e Access information from this team or chat such as team or chat name, channel list and roster
(including team or chat member's names and email addresses) - and use this to contact them.

16
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e Access information from this meeting such as meeting name, schedule, join link, and roster.
e Mute and unmute the incoming audio of this meeting.

PART 3: STORING PERSONAL INFORMATION

If you’re storing personal information outside of Canada, identify the sensitivity of the personal

information and where and how it will be stored.
7. Is any personal information stored outsi

ves [

No [

8. Does your initiative inv nal informatio

9.

e Ifno,gotoPa

10. Where e personal information involved in your initiative?

Microso ms is stored on servers in the United States, and Editor is stored in Canada.

PART 4: ASSESSMENT FOR DISCLOSURES OUTSIDE OF CANADA

17
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Complete this section if you are disclosing sensitive personal information to be stored outside

of Canada. You may need help from your organization’s Privacy Officer. More help is available

in the https://www.oipc.bc.ca/resources/guidance-documents/

11. Is the sensitive personal information stored by a service provider?

Yes |:|
No [

e Ifyes, fill in the table below (add mote.ro ecess nd go to ques

e If no, goto question 12

Microsoft will:

onal data is shared to deliver the
lement these same commitments for

ional service, if any,
sonal data.

12.

Name of cloud infrastructure | Where is the sensitive

and/or platform provider(s) personal information stored

(if applicable) (including backups)?

18
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13.

Does the contract you rely on include privacy-related terms?

Yes |:|
No [

e If yes, describe the contractual measures related to your initiative.

Microsoft will:

e not collect or use student personal dat
school purposes;
not sell or rent student personal data;

Is are in pl 0 preven uthorized access to sensitive personal

rmation?

If you use a Micros ith an account provided by an organization you are affiliated
with, such as your wo ccount, that organization can:

our Microsoft product and product account, including

16. Provide details about how you will track access to sensitive personal information.

19
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17. Describe the privacy risks for disclosure outside of Canada.

Is there any outstanding

risk?

Privacy risk Impact to

individuals privacy risk

If yes, please describe.

of the sensitive considering a

rsonal information

ow, medium, high)

t
likelihood)

R
N
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Outcome of Part 4
The outcome of Part 4 will be a risk-based decision made by the head of the public body on

whether to proceed with the initiative, with consideration of the risks and risk responses,

including consideration of the outstanding risks in tion 17. The public body may

document the decision in an appropriate for
body or by using this PIA template.

PART 5: SECURITY OF PERS

volve digital too s or information systems?

O}rmine whether you need a security

sessment to edsure the initi meets the reasonable security requirements of FIPPA

section 30
18.1 ill yo ve a security assessment to help you ensure the initiative
meets ments of FIPPA section 30?
Yes
No

e If yes, you may want to append the security assessment to this PIA. Go to question 20

e Ifno, goto question 19

21
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19. What technical and physical security do you have in place to protect personal

information?
Describe where the digital records for your initiative are stored (e.g., on your organization’s
LAN, on your computer desktop, etc.) and the technical security measures in place to protect
those records. Technical security measures include segbre passwords, encryption, firewalls, etc.

Physical security measures include restricted accegss to filing cabinets or server locations, locked

doors, security guards, etc.

22
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20nControllingandstracking access
Please check @ach strategy that deScribes how you limit or restrict who can access personal
information and how you keep'traek of who hasaecessed personal information in the past.

Insertlyour own strategies if needed.

Strategy

23
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Strategy

Describe any additional controls:
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PART 6: ACCURACY, CORRECTIONANDRETENFION

In Part 6 you will demonstrate that you will make a reasonable effort to ensure the persenal

information that you have on file is aceurate and complete.

21. How will you make stife thathe personal information i§laccurateaighcomplete?

FIPPA section 28 statés that.a public bodyymust make every reasonableeffort to ensure that

an individual’s personal information is accurate and complete.
HR and Registrars office manages the records of students and staff:

22. Requests\for corregtion

FIRPAgives an individual the right to request correction of errors or omissions to their

personakinformation. You musttave a process in place to respond to these requests.

2241 Do you havé‘a processiin place to correct personal information?

Yes [:I
No [

Sometimes‘it’sinot,possible to correct the personal information. FIPPA requires that you
madkea note.on the record about the request for correction if you’re not able to correct

the recorditself*Will you document the request to correct or annotate the record?

Yes |:|
No [

25
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22.2 If you receive a request for correction from an individual and you know you
disclosed their personal information in the last year, FIPPA requires you to notify the
other public body or third party of the request for correction. Will you ensure that you

conduct these notifications when necessary?

cisions that directly ct

No [ ]
23. Does your initiative use personal inf@rm mak
an individual?
ves [
&rsonal information

No [

e Ifyes,gotoqu

25

If no, skip ahead to

A personal information bank is a collection of personal information that is organized or searchable by
the name of the individual or an identifying number, symbol or other identifier. A personal information
bank can be a simple list of personal information. Personal information banks contain personal
information that is:

26
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e Linked to an identifiable individual
e Organized and capable of being retrieved by a personal identifier
e Normally compiled for a single purpose

25. Will your initiative result in a personal information bank?

Yes |:|
No [

e If yes, please complete the table below.

Describe the type of information in the bank

Name of main organization involved

Any other ministries, agencies, public bedies or organization§involved

Business contacttitle and phone number for person responsible for managing the Personal

Information Bank

PART'S83ADDITIONAL RISKS

Part 8@sks that you reflect onfthe risks to personal information in your initiative and list any

risks that have not already been addressed by the questions in the template.

26. Risk response
Describe any additional‘risks that arise from collecting, using, storing, accessing or disclosing
personal information‘iniyour initiative that have not been addressed by the questions on the

template.

Add new rows'if necessary.

Possible risk Response

27
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Possible risk

Response

PART 9: SIGNATURES

You have completedf@PIA=Submit the PIA*to your Privacy/Officer for review and comment, and

then have the PlAssigned by those,responsible for thefinitiative:

Privacy Office Comments

Privagy Office Signatures

This PlAiis based on a review of the material provided to the Privacy Office as of the date below.

Role Name Electronic signature Date signed
Privacy Officer / Daris Marshall- _ 2 Sept 2022
Privacy Office Greenlaw

Representative

Program Area Signatures

This PIA accurately documents the data elements and information flow at the time of signing. If

there are any changes to the overall initiative, including to the way personal information is
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collected, used, stored or disclosed, the program area will engage with their Privacy Office and

if necessary, complete a PIA update.

Program Area Comments:

Role

Name

Eléctronic signature

Initiative lead

Lori Olson

Program/Department

Manager

Trevor Fuson

Contact Responsible for
Systems Maintenance
and/or Security

Only required if théy have

been involveddin the PIA

David Kubert

Date signed

Sept 2, 2022

9/2/2022

Sepi. 02,2022

Head of public body, or

designate (if required)

29
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