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Why do I need to do a PIA (Privacy Impact Assessment)?

Section 69(5.3) of the Freedom of Information and Protection ofiPrivacy Act (FIPPA) requires the head of a public body to
conduct a privacy impact assessment (PIA) in accordance wi e d/rect/ons of the minister responsible for FIPPA. Public
bodies should contact the Information Governance Officer, internal policies for review sign-off of the PIA.

If you have any questions about this PIA template erally, please contact A Cullum (Information

Governance Officer) at adam.cullum@unbc.ca or (2(9

PN

Part 1 - General

Name of Information Tec gy Serwces ‘
Department: /

PIA Drafter: Evm Sc A ‘

Email: y |.ewn.schret unbc.ca v b @ne: 250-960-5653
Program Mangger: Trevor Fuson : o ‘
Email: trevor'lson@unbc.ca N Phone: | 250-960-5687

In the following questions, delete the deseriptive text and replace it with your own.

1. Description of the Initiative

The current set of communication and'¢ellaboration tools that UNBC is using are becoming
outdated and unsustainableaUpgrades to existing on premise solutions will require considerable
time and human resources detracting from the ability for UNBC Information Technology Services
(“ITS”) togmeet the demands of UNBC students, faculty, and staff. ITS is proposing the adoption
of the Micresoft 365 platform to facilitate collaborative communication technologies and
suppert high'quality and agile academic delivery.

This privaeyiimpactassessment will cover the following products: Office ProPlus, Teams, Sway,
Exchange Online, Sharepoint Online with OneDrive, and Azure Active Directory Fabric Services.

Overview of Microsoft 365

Microsoft 365 consists of:

1. Office ProPlus (desktop and cloud-based traditional Microsoft suite of software);

2. Unified Communications (Exchange email and Teams, which includes audio and video
conferencing, Sway services, Voice over IP, etc.);
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3. Microsoft 365 Saas fabric services (security and compliance management tools that overlay
all application services); and,

4. SharePoint (Web-enabled collaboration services), including OneDrive (similar to DropBox and
Sync.com).

Supporting Microsoft 365 is a web-based adfinistrative interface that allows usersto configure
settings delegated to them by client admihistratorsfin this way,”both administrators and
individual users can utilize privacy and secutity protectionsf@nd preferencessavailabledo them.
For example, administrators can restrict the domainsithat are permitted to'interact with a
service, and the users can furtheflimit this as hecessary. Program areas with\particulocly
sensitive data may add additional safequards. See the informatiomdocumented under the
questions in Part 3 of thisRIA farumore details.

Azure Active Directoty (AAD)

Azure Active Diregtory supports Microseft 365 by providing an identity and access management
service. It combines core direetory services, identitygoveraance and application access
managemeht."Azure Active Direetory is a modern identity management solution spanning on-
premises'@nd cloud, providing the necessary security capabilities for application access control,
federation, identity management, user provisioning,.information protection, standard protocols
support,'‘comprehensive development libraries,\and more:

Azure,Rights Management Service

Azure RightssManagement Service intendsito protect information at the data level using
encryption, user identity, and authorization‘pelicies to help secure files and email in transit
across multiple devices—phones, tablets, and PCs. This service allows the province to encrypt
shared data and apply.policies ondata to limit or allow actions by the recipient of the data.

Exchange Online

Microsoft Exchange @nline is.@an email, calendar and contacts solution delivered as a cloud
service, hasted by Micr@soft. Exchange Online provides end users with a familiar email
experience across PCsythe Web and mobile devices, while giving UNBC IT administrators web-
baseéhtools fanmanaging their online deployment.

Exchange Online Protection (EOP)

Exchange Online Protection is the enterprise-class spam and malware filtering service offered in
conjunction with Exchange Online. EOP can utilize layers of protection features deployed across
a global network of data centres, simplifying the administration of messaging environments;
however, for the purposes of UNBC, EOP will be deployed only through Canadian data centres.

Teams
Teams is an instant messaging client with audio and video chat capabilities. The real-time
communications server software provides the infrastructure for enterprise instant messaging,
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presence, VolP, ad hoc and structured conferences (audio, video and web conferencing) and
public switched telephone network (PSTN) connectivity through a third-party gateway or SIP
trunk.

A feature of Teams is a function called Meeting@Broadcast using a product called Stream. This
component enables M365 users to produce dnd broadéast a meeting on the interdet with up to
10,000 attendees, who can attend from afbrowser.on virtuallylahy device. With'Stream, dsers
can host large virtual meeting such as wehinars, all-handsdneetings, and other ene-teasmany
presentations. Scheduling options allow attendance tabe limited to people'within UNBC.

SharePoint Online

SharePoint Online, part of.the' Mlicrosoft 365 suite for online productivityssolutions, and the
successor to Business Productivity.@nline Services (BPOS), provides a platformifer UNBC to
enhance and extenddhe functionality of existing on-premises SharePaint deployments using a
cloud-based servige. ShareRoint Online'provides a singlé, integrated lacation where people can:
e Collaborate with team members and external parties;

e Find orgahizational resources;

e Look up corporate information; and

* Gleanlbusiness insights for better-informed decisiens.

OneDrive forBusiness'is an integral part of Migrosoft 365 and is provided by Microsoft 365’s
SharePRoint Service. It provides a secureloud sterage location where employees can store,
share, andsync their work filesdOneDrive allows'employees the ability to easily share files
between their different devices.

Mieresoft 365 (M365).is a software-as-a-service (SaaS) product. M365 was selected as the
optimal choice because Microsoft operates datacenters for the services UNBC would like to
utilize that are h@sted in‘Canada.

Provided the appropriate safeguards, authentication, and logging are in place, UNBC will be able
to work with Micreseft to.enable and empower the employees and students to achieve better
outcemes with.a better experience.

2. Scope of this PIA

All faculty, staff, administrators, students will use M365 to manage most of the unstructured
data they generate for as long as that data and its accompanying personal information remains
in the custody and control of the university. Any alumni, researchers, visiting scholars, and
external consultants that are provided access to any office productivity software at UNBC will be
using M365. All faculty, staff, students, alumni, donors, vendors, consultants, and other payees
will have at minimum identity information managed in Azure Active Directory.
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This PIA does not include data management resulting through integration with Blackbaud
Raiser’s Edge NXT.

This PIA covers A3 License Features available as ofdune 2020. The option exists to move to A5
licensing for more security features which will bé'evaluated in future addendums.

3. Related Privacy Impact Assessments

PIA 17-007 for Office 365 was suspended because UNBC could not confirm whetherthis service
was compliant and chose not to‘assuine risk for deploying this serivce. With enough timefand
change to the plan for the délivery of Micfosoft’s services, this newhPIA has been initiated.

4. All Elements of Informdtion or Data

System or Service Data

System orgService Data is inform@ation about, and generated byyan information system or cloud
service, @nd is non-personal in nature. Examples of service data‘inelude: remaining storage
capacity, system health indicators, network traffievelume and bandwidth consumption. All of
these are'examined or used solely for the purpose ofgroviding the cloud service. System data is
distinct fromUNBCcontent and is used.solely forithe purpose of providing, operating and
maintaining the service, or diagn@sing‘and/or treubleshooting in the event of problems or
systemi outages.

Employee Contact Data

Employee Contact Data.is,information.te,identify and differentiate users of the cloud service.

This includes Usér 1R, Organizational ID and basic user contact information (e.g. phone number
or email address). Thisiinformation is used by Microsoft staff in order to troubleshoot service and
access issues,(e.qg. jsmithicannotaccess file A). The majority of Employee Contact Data is
considered either'nofzpersonal information, or business contact information.

UNBC Content Data

Customer content consists of data, information, documents, spreadsheets and other records that
are authored, edited, communicated, maintained and eventually disposed of by the client. For
the purposes of analysis, customer content is assumed to be, or assumed to contain personal
information. Specific content will range in type, volume and sensitivity according to the client
activities in using Microsoft Cloud Services. UNBC Content Data will not be stored in Microsoft
Cloud Services outside of Canadian data centers.
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Elements of User Data that will be synchronized with Microsoft Azure Active Directory

cloudUserCertificate
cloudUserSMIMECertificate

Attribute IsExported | | ndatory | Comments
accountEnabled TRUE TRUE Defines if an account i
accountName TRU F

altRecipient TRUE ALSE

assistant TR ALS

authOrig TRU

c TRUE FALSE Cou

cn Common Name
co Country Code
company UNBC
countryCode Region Code

dLMemRejectPerms

dLMemSubm rms

department

Department — populated from banner
into AD on premise

UNBC filled in on occasion to help
distinguish work accounts

displayName

The customizable name — the preferred
or given name in some cases

distinguishedName TRUE FALSE The full location path within active
directory.
domainF TRUE FALSE
domainNet TRUE FALSE
employeelD TRUE FALSE This is not the UNBC number —and is
not populated by default
extensionAttributel TRUE FALSE Custom Attribute from UNBC-AD
extensionAttribute10 TRUE FALSE Custom Attribute from UNBC-AD
extensionAttribute11 TRUE FALSE Custom Attribute from UNBC-AD
extensionAttribute12 TRUE FALSE Custom Attribute from UNBC-AD
extensionAttributel3 TRUE FALSE Custom Attribute from UNBC-AD
extensionAttribute14 TRUE FALSE Custom Attribute from UNBC-AD
5
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Custom Attribute from UNBC-AD
Custom Attribute from UNBC-AD
Custom Attribute from UNBC-AD
Custom Attribute f UNBC-AD

extensionAttributel5

extensionAttribute2

extensionAttribute3

extensionAttributed4

extensionAttribute5

extensionAttribute6

extensionAttribute7

extensionAttribute8

extensionAttribute9

facsimileTelephoneNumber

givenName

hideDLMembership TRUE

homePhone UE f populated by the user
info

initials Single Initial

ipPhone Not populated

isintuneManagedDevice This is about a computer object, so is
not Pl
City

System attribute

Contact information — if employee

manager UE FALSE Contact information — if employee
member TRUE FALSE
middleName TRUE FALSE

TRUE FALSE If populated by user —some UNBC

mobiles are published

TRUE FALSE

TRUE FALSE

TRUE FALSE
msExchArchiveNam TRUE FALSE
msExchAssistantName TRUE FALSE
msExchAuditAdmin TRUE FALSE
msExchAuditDelegate TRUE FALSE
msExchAuditDelegateAdmin TRUE FALSE
msExchAuditOwner TRUE FALSE
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msExchBlockedSendersHash

msExchBypassAudit

msExchBypassModerationLink

msExchCoManagedByLink

msExchDelegateListLink

msExchELCExpirySuspensionEnd

msExchELCExpirySuspensionStart
msExchELCMailboxFlags
msExchEnableModeration

msExchExtensionCustomAttribute

msExchExtensionCustomAttri

ustom Attri
m Attribute from UNBC-AD
Cus Attribute from UNBC-AD

UE FALSE

TRUE FALSE

TRUE FALSE

TRUE FALSE

TRUE FALSE

TRUE FALSE

TRUE FALSE

msExchResourceSe Properties TRUE FALSE
msExchRetentionComment TRUE FALSE
msExchRetentionURL TRUE FALSE
msExchSafeRecipientsHash TRUE FALSE
msExchSafeSendersHash TRUE FALSE
msExchSenderHintTranslations TRUE FALSE
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msExchTeamMailboxExpiration

msExchTeamMailboxOwners

msExchTeamMailboxSharePointLinkedBy

msExchTeamMailboxSharePointUrl

msExchUserHoldPolicies

msOrg-IsOrganizational

msRTCSIP-ApplicationOptions

msRTCSIP-DeploymentLocator
msRTCSIP-Line
msRTCSIP-OptionFlags
msRTCSIP-OwnerUrn
msRTCSIP-PrimaryUserAd
msRTCSIP-UserEnable
0OFReplyToOriginator
objectSid

Used to ensure that AAD and ADDS are
in sync

Not populated

Not populated

Not populated

Not populated

Not populated
pager UE FALSE Not populated

physicalDeliveryOffice e TRUE FALSE UNBC address
postOfficeBox TRUE FALSE N/A
postalCode TRUE FALSE UNBC Address
preferredLangua TRUE FALSE
proxyAddr TRUE FALSE
publicDelegat TRUE FALSE Contact information
pwdLastSet TRUE FALSE Used by both password synchronization
application and federation tools

registeredOwnerReference TRUE FALSE
reportToOriginator TRUE FALSE
reportToOwner TRUE FALSE
securityEnabled TRUE FALSE
sn TRUE FALSE Surname
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sourceAnchor TRUE TRUE Immutable identifier to maintain
relationship between ADDS and AAD
st UNBC Work Street
streetAddress UNBC Work Address

targetAddress

telephoneAssistant

telephoneNumber
thumbnailPhoto

title
unauthOrig

url

usagelocation Used for license assighment

userCertificate RUE ublic Key Certificate

userPrincipalNam TRUE Contact Information — UPN is the login
ID for the user

S/MIME Public Key Certificate

userSMIMECertificate
wWWHomeP

If persona e to the next page to complete your PIA.
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Part 2 - Protection of Personal Information

In the following questions, delete the descriptivegext and replace it with your own.

5. Storage or Access outside Canada

Microsoft’s Canadian data centers are located in Quebeg(City and Toronto."Acrossiits business;
Microsoft stores Customer Data at rest within\certain major geographic areas\(a “GEQ*). Cdnada
has been defined as a “GEO”, . meaningathat for UNBC’s purposes, all customer ereated cantent
will be resident within Canada.

System data is storeddoth inside andhoutside of Canada anéhis accessible by authenticated
administrators both'inside and outside of Canada. Its uséis controllediand limited to the
provisioning, maintenance, support and ongoing opefation,of cloud serviges. System data does
not containafy personally identifiable information.

UNBC’s Content Data will not be moved or copied to data centers outside Canada without
UNBC'’s explicit permission and technical autherization. This technical authorization is done by a
process called Customer Lockbox, in short in the evedtthat@Microsoft employee needs access
tondata owned BYWUNBC in the course of troubleshooting then UNBC M365 administration will
have to give explicit permission to'that teehnicianin order to review the data/logs. This
permission is‘time based andwill automatically be revoked. A key premise of the model is that
the customer controls andé@owns their content, Microsoft has no standing access to the service
components that UNBC is responsible for (applications configurations, and all application data)
in their cloud Saa$ solution. Customer kockbox functionality applies to the Microsoft 365 server
applications: Exchange, Skype, SharePoint, OneDrive and related services; as well as the Azure
Service Fabric including the'Azure Active Directory and related services.

There aré opportunities amongst open fields for personal information to be present in Employee
Contact Datasuch as the“home phone number” attribute. Attributes which are considered to
contaimpersonally identifiable information will not be stored in Microsoft Cloud Services outside
of Canadian data‘centers.
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6. Data-linking Initiative*

In FIPPA, "data linking" and “data-linking iative” are strictly defined. Answer the

linking initiative and you must comp
data-linking initiatives.

1. Personal information
personal informati
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7. Common or Integrated Program or Activity*

you must comply with requirements
activities.

1. This initiative involves
services);
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8. Personal Information Flow Diagram and/or Personal Information Flow Table

Active Directory attributes are synchronized between on-premises systems and Microsoft Cloud
Services globally, but no personally identifiable in ation is synchronized within Active

365 Services on behalf of UNBC to comm
may contain personally identifiable inform
responsible for understanding t of th

See the appendices A-H cant the da
Microsoft 365. &
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9. Risk Mitigation Table

Risk Mitigation Table --

Risk Mitigation Strategy Likelihgod | Impact
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10. Collection Notice

After first sign in users will be notified of, and must agree to, the following Terms of Use based on their
relationship to UNBC. Consent must be collected before the individual begins using the service or at
the first opportunity to request the consent. Further consent documentation may be neededto
address new services or changes to information mahagement'practices.

Student and Community Member accounts (allindividuals that dofnot have an employmentr
contractual relationship with UNBC) during the first interaction/with this service:

| recognize that The University of Northern British Columbial(UNBC”) is providing me with a
Microsoft 365 account to communicate't@me throughout my admission review process andto
provide tools to support my learningiexperiencelifyl.choose to become astudent at UNBC. The
Microsoft 365 services (“M365“)that' UNBC is providing me are man@ged on a‘cloud service based in
Eastern Canada. While UNBC controls howaM365 manages my data, UNBC does not own the cloud
infrastructure itself and there may be information managemeft decisionsimade outside of UNBC
about this infrastructure and M365 services. In the future dMlicresoft may cheose to change how it
manages the cloudgififfastructure and,M365 services including where my personal information that |
create, and thefpersonal informationcreated about me from other'students and employees, resides.
This may mean my personalinformation in part offifisfull could be transferred outside of Canada.
UNBC will take reasonable measures to ensure that my persenal information remains on Microsoft’s
Canadian servers.hUNBC will'notify me if they discover that my‘personal information has been
disclosethand stored'outside of Canada. By.cempletingimy application to UNBC and using the M365
servicges, | understand and consent toUNBC managingimy personal information through M365 based
on conditiofns of this notice. If | need to know more,information about how my information is
managed through the use of M365 services | can contact the IT Service Desk at 250-960-5321.

Staff, Faculty, Consultants / Contractors, (allindividuals that have an employment or contractual
relationship with UNBC):

The University ofyNorthern British Columbia (“UNBC”) is using Microsoft 365 services (“M365”) to
manage the majority of‘thélinfermation required for the regular activities of the university. In the
process offmanagingiinformation created, used, stored, disclosed and disposed through the M365
services, | understand‘that | must adhere to the UNBC Acceptable Use Policy and the Privacy and
Access to Information Policy. | understand that under these policies | am responsible for the
appropriate use ofM865 to manage information to comply with the laws of British Columbia and
Canada including but not limited to British Columbia’s Freedom of Information and Protection of
Privacy Act. If | have any questions or concerns about how | am expected to manage information
using features of this platform, | will contact privacy@unbc.ca with my questions and | understand
that | may need to be redirected to other departments on campus to support my information
management needs.
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Part 3 - Security of Personal Information

Please consult with the Information Governance Officer, the Chief Information Officer or the
IT Security Officer when filling out this section if you have any questions.

11. Please describe the physical security measures related to the initiative (if applicdble).

. |
.
e
|
|
.
e
I
|
e
e
|
e
I

12. Please describe the technicdl security measures related to the initiative (if applicable).
I
.|
e
e
|
I
|
|
.|
e
.|
e
e
|

17

COPY OF RECORD RELEASED JULY 31, 2024 IN RESPONSE TO FOI 24-18



UNBC UNVERSITY OF o Privacy Impact Assessment
R Microsoft 365

Ministry Public Bodies. June 2014 PIA #20-007 (Office of the University Secretariat to assign)

18
COPY OF RECORD RELEASED JULY 31, 2024 IN RESPONSE TO FOI 24-18



UNBC UNVERSITY OF o Privacy Impact Assessment
R Microsoft 365

Ministry Public Bodies. June 2014 PIA #20-007 (Office of the University Secretariat to assign)

13. Does your department rely on any security policies? If so, indicate here:
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14. Please describe any access controls and/or waysin which you will limit or restrict unauthotized
changes (such as additions or deletions) to personal information.
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15. Please describe how you track who has access to the personal information.

Part 4 —'Accuracy/Correction/Retention of. Personal Information

16. How 'is\ an individual’shinformation updated or corrected? If information is not updated or
corrected (for physical, procedural or other reasons) please explain how it will be annotated. If
personal information,will be\disclosed to others, how will the public body notify them of the
update, correction or annotation?

Azure Activeibirectoffawheréattributes about users are kept, will have the data synchronized
with th@on-prégise active directory at least once a day in the case of normal attributes. |

I This is a fully automated process.

17. Does your initiative use personal information to make decisions that directly affect an
individual(s)? If yes, please explain.

Any decisions made based on the data contained within Microsoft 365 would be the same
decisions that would be made if the data had been stored on premises. The data steward for that
information would be responsible for complying with the Act when managing personal
information.
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18. If you answered “yes” to question 17, please explain the efforts that will be made to ensure that
the personal information is accurate and complete.

The data steward for UNBC Content Data will be re sible for ensuring that information is
accurate and complete. ITS will ensure that any onal ipformation found in Servic
Data is accurate and complete.

isposing of data
te their data in

nitiative involve sy. atic disclo of personal information? If yes, please explain.

related Information Sharing Agreement
u requiire assistance completing an ISA, please N/A
Governance Officer.
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Please check this box if the related Research Agreement (RA) is
attached. If you require assistance completing an RA please contact the N/A
Information Governance Officer, the UNB search Office or UNBC
Archives.

22. Will a personal information bank (PIB) res
required descriptors listed in section 69 (6)
required to be published in a publi

Yes

unstructured data.
to ensure syste

IB tracks: name, type of user,
stem, job title, direct supervisor.

In additio
last logon

ployees, Students, Alumni, Consultants, Post-
Visiting Scholars, and any other types of users

Personal Information y utilize this PIB for the purposes mentioned above. Microsoft
technician i i ccess to this PIB to complete repairs and upgrades on the

database.

Please ensure Parts 6 and 7 are attached to your submitted PIA.
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Part 6 - Information Governance Officer Comments

This PIA is based on a review of the material provided to the Information Governance Officer as of
the date below. If, in future any substantive changes are made to the scope of this PIA, the public
body will have to complete a PIA update and submit for approval.

The purchase of this service occurred without a‘specified purchase agreement forfM365 clotd
services. The purchase of this service was bundlediinto offline offerings that didaét undérgo a
Privacy Impact Assessment at the time because these'werelinternally managed resources.

Without a Privacy Protection Schéduléattached to a contractual agreement with\Microsoft;
Microsoft may not understand‘their legal requirement as a service provider to a'British Columbia
public body to exclusively manage our data in Canada. For examgle in 2017, the Cahadian GEO
was defined as being inside “TorontolON, Quebec City, QC and othenUnited States datacentres”
which accounts for the'capacity to interpret a Canadian GEO as being'managed in part outside of
Canada. Microsoft has sincetadjusted this language to rémove “and other Wnited States
datacentres” ingtheir public facing,documentation about the'Canadian GEQ, but it demonstrates
that UNBC has to be aware that Microsoft can redefine the Canadian GEO again while we depend
on their services to continue operations.

UNBC ITS wilhbe responsible for ensuring that allnew features, upgrades, available services, and
data.infrastructure,eh@anges continue tOhbe managed in Canada by finding and maintaining a
regularicontact within Microsoft that canattest to the company meeting our data residency needs
in‘all of theirinformation managément practiees ofiour data in Canada.

The terms of service functignality’can be used alongside a consent notice during the admission
process.to protect our lack of certaintyaregarding the ongoing management of personal
information inside Canadaalhe unstructuked records created and edited through the ProPlus suite
(the online versions.of Micraseft office applications including Word, Excel, PowerPoint, OneNote,
Access, Publisher and Qutlook)'may contain personal information created or altered by third
parties whichgmay or may:not be subject to circumstances where storage doesn’t meet data
residency requirementsiimthefuture. There isn’t a reasonable means to manage informed
consent from allusers whose information interacts with this service because this system is a set of
tools withiman infrastructure to manage all of UNBC's functions, not provide a specific set of
information‘'management processes to consent to. There would be a difference between the
information typesithat a student reasonably understands and can consent to being managed
inside and outside of Canada (grades management, contact information, application and degree
evaluation information) and what the student wouldn’t possibly predict they would need to
consent to having managed inside or outside of Canada (allegations of plagiarism, allegations of
sexual assault, human resources complaints and case management, Health Services and
Counselling records, disability management information if that disability develops while attending
or working at the university).
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UNBC 222255 v counn Privacy Impact Assessment
R, Microsoft 365

Ministry Public Bodies. June 2014 PIA #20-007 (Office of the University Secretariat to assign)

Due to my comments indicated above, and the lack of a service agreement with a Privacy
Protection Schedule attached that would give UNBC recourse if Microsoft were not to meet our
data residency needs either intentionally or unintentionally, | cannot confirm with confidence that
UNBC's use of the M365 suite will comply with the Act. The approval for the use of this service
will need to escalate to our senior leadership te s whether UNBCis in a

assume this risk based on the contents of this ommendation would b
decision be brought to the Board of Governors f
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UNBC 222255 v counn Privacy Impact Assessment
Microsoft 365

Form adapted from the BC Government template for Non-

Ministry Public Bodies. June 2014 PIA #20-007 (Office of the University Secretariat to assign)

Part 7 - Program Area Signatures

Kevin Schretlen

Name of Individual leading the Signatu
Program/Project

(Normally the individual who
completed the PIA)

Trevor Fuson

Program/Department Ma ror ignature
Project Sponsor
Dave Kubert
j j Date

As Part 6 cannot provide July 24 2020
appro or FIPPA compliance

n Governance Officer ignature Date

Vice President
Administ titutional Risk
Manageme

Signature Date

Once the PIA has been approved with or without conditions, the Information Governance Officer will collect signatures
from the individuals indicated above. A copy will be provided to all signatories for convenience or to attach to a
requisition or file with a contract.

A final copy of this PIA (with all signatures) will be kept on record with the Information Governance Officer.
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Appendix A

Microsoft Authentication Dataflow

NOTE: While there are many possible sites that you can loginto, portal.office.comwill be the site that is
referenced heredAll'sites using the'same credential set wilFhave the same functionality.

DEFINITIONZ Hash —a mathematical algorithm that maps data of arbitrary size to a bit string of a fixed
size and is a @ne-way function, that is, a function which'is practically infeasible to invert. | NN R
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Appendix B

Microsoft Bookings Dataflow

2a,3,4,5

Helli), 4 Exchange

Online

> Bookings Web
Application

e)(i)

i. Query made to Exchange On
Name (does not need to be a real na

LN 1

h.
confirmation will be

a calendar’schedule

alendar item has the following

. Notes added by customer (1h)
5. As the scheduled booking comes closer, optional alerts can be sent out to help reduce no-shows and
remind the client/customer that they are scheduled.
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Appendix C

Data Flow — Exchange Online

Mobile
Device

1(c)(i).(i)

Exchangr Desktop
onlir Applicatic

Web
terface

pted fashion
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Appendix D
Data Flow — Microsoft365 Apps for Enterprise (Office ProPlus

Excel for
/ “w \
2

1(a) OneNote for

/ the we'
1(b)

M365 Apps User

Worc
the we.

Note: Microsoft 365 Applicati i ProPRlus.

Note: Outlook is a
servers, so will

application for basic use

of the full application for basic use
ality of the full application for basic use
the full application for basic use

a SharePoint enabled service)
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Appendix E

Microsoft OneDrive Dataflow

1. Once the form is completed, they submit the booking and are notified that a confirmation will be
sent shortly
a. The Client/Customer receives an email with the booking and a calendar schedule

1, 4(a)(i,ii) : Desktop
OneDrive User lina vlication
Data Owner

v 2b
Interface
~ Exchange

OneDrive 2
Online

Collaborator

n in one of the following ways

4. Asingle file, Ider containing multiple files can be shared with one or more people inside our
outside the organization from a personal OneDrive. The following steps outline the communication
process that happens when this occurs

a. The owner of the file selects share, and enters in the following information
i. If they are inside the organization, then they need only enter the person’s name
ii. If they are outside the organization, they need to enter the persons’ email address
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b. The system, using exchange online, sends an invite link, carbon copying the owner of the
files so that the owner is aware of the share.
c. The recipient of the link can open and modify the documents as they see fit.
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Appendix F

Data Flow — Sharepoint Online

Mobile
Device

1, 3(a)(i,ii)

OneDrive User
Data Owner

OneDrive
Collaborator

onal OneDrive. The following steps outline the
hen this occurs

using exchange online, sends an invite link, carbon copying the owner of
the files’so that the owner is aware of the share.
c. The recipient of the link can open and modify the documents as they see fit.
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Appendix G

Microsoft SharePoint Data Flow

-aptioning
Processing

Engine

i Lcii

lalbldlelf
Stream Content
Creator

Stream Content
Consumer

DEFINITIO line is a collection o int sites, each of which has its own

document

harePoint

sked for an optional description of the video.
tomatically created — the user can choose which language

reation can be disabled per video in the options on the video.
This can be enabled/disabled by the content creator or by anyone who
s “owner” privileges on the video.
d. Content creator sets the viewable permissions on the video
I. Default behaviour is that everyone inside the organization can see the
video — this can be unselected by the content creator (check box)
ii. The content creator can add specific groups and grant permissions to
those groups as groups who can see the video or groups that can be co-
owners of the video, which will allow people within the owners group to
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add additional viewers, or change the description or other data about the
stream video.

iii. If groups are too broad for permissions, individual users can be added to
viewer permission or owner permission.

e. Comments can be enabled or disabled on each video individually as per the
Content Creator or by anyone who has been assigned as an “owner” of the
stream video.

f. Subtitles can be added manually by

er the content creator or by anyone with

i. Publish —it will make
the settings that they

this can be i
UNBC M
they en
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Appendix H

Microsoft Teams Data Flow

harepoin
Online
Personal

S - epoint
ine

arepoin.
Online
Group

document
DEFINITIO i i i § i ts in Azure Active

zure Active Directory, this provisions the
ne requirements.

on all platforms, the full client application available on
bile client versions available on iOS and Android.

interact with Teams largely in two ways, through channels, or chats.

nels (Public)
All data uploaded to a channel, shared documents, wiki pages are stored
on the team’s SharePoint site. They are searchable by the team and are
available to anyone that is part of that team

b. Channels (Private)
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i. All data uploaded to a private channel is housed in a hidden folder within
the same SharePoint site
c. Chats (up to two people)
i. All data uploaded to a chat is kept in a user’s personal SharePoint
repository. This repository is shared with the OneDrive service.
d. Chats (three or more people)
i. All data is uploaded to the user’sSharePoint site who uploaded the
content. For example if som shares a picture of their cat, thatimage
would be available for ev i chat to see, but would b
stored on the person’s i e who,uploaded the i
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Appendix |

[J Office 365

& &
O
QF
N

© 2016 Microsoft Corporation. All rights reserved. This document is provided "as-is." Information and views expressed in this document, including URL and other Internet Web site
references, may change without notice. You bear the risk of using it. Some examples are for illustration only and are fictitious. No real association is intended or inferred. This document does
not provide you with any legal rights to any intellectual property in any Microsoft product. You may copy and use this document for your internal, reference purposes.
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Document Classification: Public
Document Location: http://trust.office365.com
Document Feedback: cxprad@microsoft.com

Introduction

When moving your organization to cloud services, security concerns add another layer of consideration;
one of trust. You have to be able to trust your service provider with processing the data that you provide
to the service provider through your use of the online service, which is “your data.” Security,
compliance, and privacy in Office 365 has two equally important dimensions:

e The first dimension includes Microsoft-managed service-level capabilities that include
technologies, operational procedures, and polici at are enabled by default.
e The second dimension includes customer-m Is that enable you to custo

and verified by highly-skilled, experie
hardware technologies up to date

Microsoft is
enterprise

Logical Layer

Data Layer

Figure 1 - Multiple layers of defense in depth
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A defense-in-depth strategy ensures that security controls are present at various layers of the service
and that, should any one area fail, there are compensating controls to maintain security at all times. The
strategy also includes tactics to detect, prevent, and mitigate security breaches before they happen. This
involves continuous improvements to service-level security features, including:

e Port scanning and remediation

e Perimeter vulnerability scanning

e Operating system security patching
e Network-level distributed denial-of-service (D
e Multi-factor authentication for service acc

nnecessary accounts when an employee
o its expiration. Wherever possible, human

respond quickly to m ity risk. We are also continuously evolving a highly effective system of
erates and deploys solutions to problems identified by the
intervention. This greatly enhances the security and agility of
enetration tests to enable continuous improvement of incident

monitoring s

Customer data is stored in our Office 365 datacenters that are geographically distributed while taking
regional data location considerations into account. Our datacenters are built from the ground up to
protect services and data from harm by natural disaster or unauthorized access. Datacenter access is
restricted 24 hours a day by job function—with only customer application and services access given to
essential personnel. Physical access control uses multiple authentication and security processes,
including badges and smart cards, biometric scanners, on-premises security officers, continuous video
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surveillance, and two-factor authentication. The datacenters are monitored using motion sensors, video
surveillance, and security breach alarms. In case of a natural disaster, security also includes automated
fire prevention and extinguishing systems and seismically braced racks where necessary.

Physical Layer — Network
Perimeter protection is implemented through the use of controlled devices at the network edge and on
points throughout the network. The overarching principle of our network security is to allow only

connections and communications that are necessary to systems to operate, blocking all other
ports, protocols and connections. Access Control Lists

allows the ability to detect intrusions and signs
the Office 365 datacenters are further segmente
servers and storage devices from the

Logical Layer
The logical layer of security i
machines, applications r
those host machines

Automated Ope
Most of the
human inte

cess to the service that is necessary to
hether the access is physical (i.e., to the

ple where this comes to life is a process called “Lockbox’
vated privileges.

4

e accounts with high-entropy passwords
s for a limited amount of time
0 Access to take specific actions based on the role
e The servers in the Office 365 service have a pre-determined set of processes that can be run

using Applocker
e Auditing and review of all access
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Security Development Lifecycle
The Microsoft Security Development Lifecycle (SDL) is a comprehensive security assurance process that
informs every stage of design, development, and deployment of our software and services, including
Office 365. Through design requirements, analysis of attack surface, and threat modeling, the SDL helps
us predict, identify, and mitigate vulnerabilities and threats from before a service is launched through its
entire BitLocker production lifecycle. We continuously update the SDL using the latest data and best
practices to help ensure that new services and software asseciated with Office 365 are highly secure
from day one.

Anti-malware, Patching, and Configuration Ma
The use of anti-malware software is a principal
from malicious software. The software detects a
worms into the service systems. It also quarantin
remediation steps are taken. Anti-ma e softwa
over malicious software.

Our standard baseline config

eans that your data securely shares the

We have designed Office 365 to host

ough data isolation. Data storage and

ng for each tenant is Active Directory and capabilities specifically

2d to help build, e multi-tenant environments. Azure Active Directory isolates

business, Azur d Dynamics CRM Online subscriptions for steps to enroll.

Protection from Security Threats

Threat management strategy for Office 365 is a composite of identifying a potential threats intent,
capability, and probability of successful exploitation of a vulnerability. The controls used to safe guard
against such exploitations are heavily founded upon security standards. By validating the ISO
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27001/27002 and NIST 800-53 controls implemented by Microsoft via the independent audits of these
controls, you are able to assess the effectiveness of the controls deployed by us.

The overall cyber threat landscape has evolved from traditional opportunistic threats to also include
persistent and determined adversaries. We equip you with a defense-in-depth approach to address the
continuum of threats ranging from common “hacktivists” to cyber criminals to nation-state actors.

Our Office 365 security strategy is founded upon a dynami
mindset shift we made to make our defenses more effe

trategy with four pillars of thought. The
and ever evolving is commonly referred to

penetration
The second
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Advanced Threat Protection

Office 365 provides robust email protection against spam, viruses and malware with Exchange Online
Protection (EOP). But as hackers around the globe launch increasingly sophisticated attacks, many
organizations are seeking tools that provide advanced protection. That’s why Exchange Online offers
Advanced Threat Protection (ATP), an email filtering service that provides additional protection against
specific types of advanced threats. ATP for Exchange Online delivers the following benefits:

e Protection against unknown malware and viruses

day EOP employs a robust and layered

messaging system. All messages and at
signature are routed to a special hypervi
performed using a variety of

sis techniques to det
message is released for deliver

helps make Microsoft cloud infrastructure more resilient to
f time needed to protect, detect, and respond to security threats.

ized security into a scalable process that can quickly adapt to security trends
and industry-spe needs. Microsoft engages in regular risk management reviews, and it develops and
maintains a security control framework that meets the latest standards. Internal reviews and external
audits by trusted organizations are incorporated into the Office 365 service life cycle. Close working
relationships with other Microsoft teams result in a comprehensive approach to securing applications in
the cloud.
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Key standards that give you confidence in Microsoft’s security technologies and best practices are
independent audits and verifications of adherence to standards embodied in ISO 27001, SSAE 16 SOC1
Type Il and HIPAA.

Customer Controls for Security
Office 365 combines the familiar Microsoft Office suite with cloud-based versions of our next-generation
communications and collaboration services: Exchange Online, SharePoint Online, and Skype for
Business. Each of these services offers individualized s y features that you can control. The

Along with the encryption technologies in Office
includes encryption features that customers can
a variety of ways to encrypt custome

Rights Management Servi

service descriptions.

Center to manage anti-malware/anti-spam
ation-wide safe and blocked sender lists.

malicious code from bei or retrieved from the service. Office 365 uses an intelligent
instant mess i e service and your networks against malware and spam via IM.

Office 365 servi ure Active Directory is used as the underlying identity platform. This enables your
tenant with strong authentication options granular control over how IT professionals and users can
access and use the service. Office 365 also allows integration with an on-premises Active Directory or
other directory stores and identity systems such as Active Directory Federation Services (ADFS) or third-
party secure token systems (STSs) to enable secure, token-based authentication to services.
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Federated Identity and Single Sign-on

Your administrators can federate on-premises Active Directory or other directory stores with Azure
Active Directory. After federation is configured, all Office 365 users whose identities are based on the
federated domain can use their existing corporate logons to authenticate to Office 365. Federation
enables secure, token-based authentication. This also allows administrators to create additional
authentication mechanisms such as:

e  Multi-factor authentication
e Client-based access control, allowing organiz s to control how users access inform
from specific devices or specific locations
from public computers or from public
e Role-based access control (RBAC), simil

datacenters described earlier in the “Aut

Multi-factor Authe
Multi-factor authenti rld. We provide an

essage, or notification on a

e as Call my mobile phone, but it enables the user to select
heir mobile phone with them.

ured a smartphone app and they receive a notification in
irm the login. Smartphone apps are available for Windows Phone,

s the app and enters the six-digit code from the app into the portal.

Users who or multi-factor authentication are required to configure App Passwords in order
ications, including Outlook, Skype for Business, Word, Excel, PowerPoint, and
OneDrive for Bu

Once your information worker has logged in with multi-factor authentication, they will be able to create
one or more App Passwords for use in Office client applications. An App Password is a 16-character
randomly generated password that can be used with an Office client application as a way of increasing
security in lieu of the second authentication factor.

COPY OF RECORD RELEASED JULY 31, 2024 IN RESPONSE TO FOI 24-18



Document Classification: Public
Document Location: http://trust.office365.com
Document Feedback: cxprad@microsoft.com

For more information, see Multi-Factor Authentication for Office 365.

Privacy by Design
When you entrust your data to Office 365 you remain the sole owner: you retain the rights, title, and
interest in the data you store in Office 365. The data you store in Office 365 is “your data.”

It is with this clarity of principle that we ensure that we maintain your privacy and operate our online
services with certain key principles:

e We use your data only to provide you with

purposes compatible with providing tho
e We do not mine your data for advertisi
e If you ever choose to leave the service, y
o We tell you where your data resi

access, and under what circum
uctive, logged and audited*

ration functionality has a number of privacy controls. One
Online sites are set to “private” by default. A second example is that

controls as well as user-level controls to enable or block communication with external users and
organizations. One example is blocking access to federation in Skype for Business. Similarly,

1 Third-party audits are performed to attest that access is only for appropriate business purposes.
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there are controls throughout the service for the admins and users to ensure privacy of their
content and communications.

Service Compliance
Operating a global cloud infrastructure creates a need to meet compliance obligations and to pass third-
party audits. Auditable requirements come from government and industry mandates, internal policies,
and industry best practices. Continuous compliance refers to our commitment to evolve the Office 365
controls and stay up to date with IT standards and regul

ISO 27001
Office 365 service meets IS

d can provide Statement on Standards for
d Type Il and SOC 2 Type Il reports on how the

d by independ hird pa

our Online Services Secu liance program for the benefit of customers who are not subject
to FISMA requi ts.

losure, and safeguarding of protected health information (PHI), and imposes
ered entities to sign business associate agreements with their vendors that have

governs the use
requirements on c
access to PHI.

EU Model Clauses
Office 365 became the first major business productivity public cloud service provider to sign the
standard contractual clauses created by the European Union (known as the “EU Model Clauses”) with all
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customers. The EU Model Clauses address the international transfer of data. Office 365 is one of very
few cloud services—if not the only cloud service—that has received broad validation from European
data protection authorities (DPAs) regarding its approach to the EU Model Clauses, including from
Bavaria, Denmark, France, Ireland, Luxembourg, Malta, and Spain.

Further, the Article 29 Working Party, a consortium of European data protection authorities, has publicly
stated that our contractual commitments meet the requirements of the EU Model Clauses. Microsoft is
the first cloud services provider to get such an approval frehwthe Article 29 Working Party. You can read
more about this here.

Cloud Security Alliance
Office 365 meets compliance and risk manage
Alliance (CSA) Cloud Control Matrix (CCM). The

unter scenarios in which individuals in your organization handle many kinds
of sensitive info ion during a typical day. Document Fingerprinting makes it easier for you to protect
this information by identifying standard forms that are used throughout your organization.

This data loss prevention capability is being expanded to other aspects of the service like SharePoint
Online in the near future.
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Auditing and Retention Policies

By using Office 365 auditing policies, your users can log events, including viewing, editing, and deleting
content such as email messages, documents, task lists, issues lists, discussion groups, and calendars.
When auditing is enabled as part of an information management policy, administrators can view the
audit data and summarize current usage. Administrators can use these reports to determine how
information is being used within the organization, manage compliance, and investigate areas of concern.

For business, legal, or regulatory reasons, you may have tain e-mail messages sent to and from

to control how long to keep items in users' mai
reached a certain age.

based on:

e Assigning retention poli

s without having to generate additional
iance officers can retrieve content from across

r for preserving and searching for data, because all of
e background.

BAC privileges can use eDiscovery to search for the message or document
and hard-delete . The hard drives used to store the spilled data are never re-purposed or repaired
or otherwise moved out of the physical security of the Office 365 datacenter. They are destroyed if they
are no longer used in the Office 365 infrastructure.

Data Deletion
Customer data privacy is one of our key commitments for the cloud. With Office 365, at contract
termination or expiration, we will provide at least 90 days for your administrators to confirm all data
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migration has been completed, after which point your data will be destroyed to make it commercially
unrecoverable. Further, we provide guidelines to your administrators to personally destroy your data if
that is preferred. Electronic discovery can be performed to verify that none of your data can be
returned.

Summary

Businesses today need productivity services that help usersfget more done from virtually anywhere

application development to physical datacenters

cost.

Importantly, Office 365 applic
protecting data and the flexi
ways that make sense f
partner that truly un
nearly every industry and geogr

, they get a
ies of all sizes across
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