u Bc UNIVERSITY OF
NORTHERN BRITISH COLUMBIA

Office of University Governance

Privacy Impact Assessment
PIA # and Name- ARPM_PIA2310

Legislative Requirement

A PIA needs to be conducted
- For a new initiative for which no PIA has previously be
- Before implementing significant change to an existing
ocation in which sensitive personal informatio
- At the discretion of the person(s) with del

1. Accountability

1.1 Identify Department, Branch, or Program Area involved in the initiative

IT Services, within the portfolio o ent Finance and Administration

\ N

1.2 Identify UNBC role responsible for the Initiative

Manage ture and Operations

1.3 Describe the Governance Model — who is accountable for the program or system.

This initiative falls within the portfolio e VP F e and Administration. The lead for this initiative is the Manager, IT Infrastructure and
Operations. The Dean/Director providi ersigh e CIO

1.4 Timeline for the initiative

Anticipated start date for the initiative, Is this a one-time event?

March 15, 2024
Yes v No
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2. Overview

2.1 Describe the New Program or Service or the Change.

ITS will be using a cloud-based management tool set available from Microsoft called Intune. Intune is a product available from Microsoft that
enhances the ability for organizations of all sizes to support, maintain, and ensure compliance of computers, laptops and other devices under the
charge of that organization.

Intune provides a myriad of new services such as autopilot, auto-update, S

tegration, app stores, self service features, et
better user experience while at the same time providing increased adapt i

Iving user requirements of remot

at will provide a
and the security

2.2 Describe the Purposes, Goals and Objectives.

- Empower ITS to be
- Meet the needs of {

2.3 List any Relevant PIAs

M365 PIA, Azure PIA, Windows 11 F

2.4 List any relevant contracts or software purchases.
Be sure to follow regarding purchasing policies.

UNBC Micosoft Campus Agreement, specifically the academic agreement that is renewed annually.
UNBC has a corporate purchasing agreement with apple where we obtain pre-registered devices in ASM
UNBC has a corporate purchasing agreement (via BCNet) with microserve for DELL computers which will arrive pre-registered in Intune
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2.5 List all interested parties impacted / Involved
(i.e. who are you collecting information from, UNBC roles accessing/using information, 3rd parties with whom you will share information)

in the initiative
able for ITS department and individual units within the ITS group

Interested Party
ITS exempt employees

ITS Staff employees S integration, syste

non-ITS employees ill have devices managed by the Intune

bout the devices that th

Information Security Office (CISO an rity Analysts) advise on co , can audit compliance

students and com
this tool, as such so
amps and login perfo

Students & Community users may use devices that are managed with
ormation may be collected like login time-

ce data of the device.
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3. Collection of Personal Information

3.1 List the data elements or personal information involved in your initiative.

Data Element _ _ Method of FIPPA
name, email, id#, grade Rationale for collection Collection Authorization
omputer Hardware Metadata, ie RAM, CPU, BIOS, [[Collected by the Intune cation and necessary t0 ENSUIE |mru 26(c)
anufacturer, Model, he capabilities and p ng compliance of managed Dire
evices Indirect
NA
ile metadata, i.e. Filename, Created Date, Modified ollected by the Int cation an essary to ensure 26(c)
Date, extension, created by he capabiliti nd pa compli of managed :
evices Indi
A
User metadata, such as UPN, username, email y the e application and necessary to ensure 26(c)
address, group membership, and data about the he ca n tching compliance of m ed
ogin timestamp and device login performance, evices Indirect
pplelD NA
pplication Information. For example ation ol by the Intune application nece {0 ENSUIe |y 26(c)
name, version, publisher. he ca ities and patching col nce of ma Dire
evices Indirect
NA
pple School Manager i collected is llected by the Intune application an essary to ensure 26(c)
imited to serial numb: he capabilities and patching compliance naged Dire
ou can infer CPU, evices Indirect
pecifications) as we mber NA
Direct TBD
Indirect
NA
Direct TBD
Indirect
NA

3.2 Describe how personai information is to be collected.
If you already have a collection notice, attach it as an appendix.

All personal informati

data source from Apple however there is no personal information collected via that linking of systems.
During Enrolme blems with the Autopilot process, diagnostic information will be collected that may include username and device
name. This is limit owned devices. Microsoft Support may access this diagnostic information in the course of troubleshooting on

UNBC’s behalf.

The audit logs for Intune c data about processed taken within the intune platform. For example when a technician is updating an application
publication information abou h technician is doing the work, the target that the work is being done one, category, name, operation type, and
timestamp is all collected to be reviewed.

Ph: 250-960-5850 Page 4 of 18
unbc.ca/governance Updated August 2023

COPY OF RECORD RELEASED JULY 31, 2024 IN RESPONSE TO FOI 24-18



U Bc UNIVERSITY OF
NORTHERN BRITISH COLUMBIA

Office of University Governance

4. Use of Personal Information

4.1 List all users of Pl and Describe how personal information is to be used.

. . FIPPA
User (UNBC Roles e.g Governance officer) ] uthorization
ITS Staff oubleshooting purposes, to verify user account 32(8)
e. Information may be used for verification of action,
inaction, or used to infor| > igger an action as needed for regular
emergent work as requij
Staff from the Office of the Chief Information fused to help with i and information w Il as sec 32(a)
Security Officer auditing
TBD
TBD
TBD
TBD
TBD

4.2 Describe the record management of Personal information involved in the initiative.

Does the initiative invo ing personal information to'make a Does the initiative have a retention schedule regarding personal
decision about an indi nformation used to make decisions?

VNo

Ye Yes 4 No

If the initiative involves
describe how you will ens
an individual.

ersonal information to make a decision about an individual, but does not have a record retention schedule,
e information will be kept for a minimum of one year after it's used to make a decision that directly affects

N/A
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5. Research/ Health System Use of Personal Information

5.1 Will data collected through this initiative be used for research or health system use?

. Yes No

If "Yes" answer the following questions, if*

5.2 Explain and provide details of data state (aggregate, de-identified,anonymized eic.)

5.3 If data will it be disclosed as part of Health System Use, provide details on the method of disclosure, as
well as where and how personal information will be stored by 3rd party

5.4 If data will it be disclosed as part of Research/ Open Data, provide details on the method of disclosure, as
well as where and how personal information will be stored by 3rd party.
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6. Storage of Personal Information

6.1 Does the initiative involve digital tools, databases, or information systems?

Yes No

If yes, contact UNBC Information Security to determine wheth
assessment.

he initiative requires a security and threat risk

6.2 As part of this initiative, will Personal information be store outside of Canada?

- \V A

6.3 Describe how information will be stored during this initiative (i.e., cloud storage, SaaS, etc).

This information will be stored on Mic it Servers located dwide based on Microsoft§ automa stems. (SaaS

When apple devices are registered ple and Microsoft share a about the device using the Apple B e Enrolment Program (DEP), the Apple
MDM Push Certificate (APNS), t pple anager tool (ASM), and the Apple e Purchase P (VPP). Specific accounts are
created on the Microsoft and Apple systems toienable this integration for device re 1

e Part Number, Model, and Order Number, and the
ation mentioned earlier in section 6.3

chool Manage des the Serial Number of the Device
his information is shared directly with the Intune platform via the in

Information collected in
date added to the syst
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7. Disclosure of Personal Information

7.1 Does the initiative involve disclosing information to 3rd parties (i.e. non-unbc employees?

Yes . No

If "Yes" answer the following questions, if “

7.2 Provide details on the disclosure,including to whom, purpose, method of disclosure, and how
personal information will be stored by 3rd party.

UNBC IT Services may engage Microsoft Support technicians to add
will Microsoft employees seek access to the information within the UNE

There will be no other disclosure to other parties

llected, or ame

Within UNBC, ITS will not disclose information fou

7.3 If disclosing information to anyone outside of Canada, Provide details regarding to whom purpose

, method of disclosure,and how personal information will be stored by 3rd party.
The access by the 3rd party will be incidentalas part o hnical troubleshooting and resolution process. Microsoft will not store personal
information abautisystems managed wijthin the system, but may collect troubleshooting logs and pertinent information to address the issue
presented.
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8. Accuracy and Correction of Personal Information

8.1 How will you make sure that the personal information collected is accurate and complete?

The information collected by Intune is collected directly from the computers, there is no intervening process or translation. The system will
automatically update information as it is collected.

ITS does not change, manage or update personal information manually, ratheg
record repository for personal information and is referenced regularly by au

S relies on UNBC’s ERP (Ellucian Banner) as the authoritative
ated scripts to apply the appropriate updates.

\ § /
8.2 Do you have a process in place to correct personal information?
V
Yes ' A \

A

8.3 If yes, please describe your process below?

Automatically done by

en updated by the appropriate record holder (HR or Registra

8.4 Describe the process of how you will make a note on the record, if you’re not able to correct the record

itself.
N/A

8.5 If you receive a request for correction from an individual and you know you disclosed their personal
information in the last year, how will you ensure that you conduct these notifications when necessary?
UNBC does not disclos

ation outside the Intune/Azure system so no notifications are required.
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9. Personal Information Bank

A personal information bank is a collection of personal information that is organized or searchable by
the name of the individual or an identifying number, symbol, or other identifier. A personal information
bank can be a simple list of personal information.

Personal information banks contain personal information thatis:

- linked to an identifiable individual
- organized and capable of being retrieved by a personal identifier
- normally compiled for a single purpose

9.1 Will your initiative result in a personal information bank?
B v '
Yes No

If "Yes", answer the following qu
section.

tions, i please proceed e ne

9.2 Describe the business purpose for the information bank (i.e., account management of clients/ students).

9.3 If aggreqgate reports are generated from the information bank, explain how Personal Information will be

de-identified or anonymized
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9.4 Describe the category of users and the information to which the user will have access

Category of Users (i.e., system admin,

Information accessed (i.e. contact info, grades, fee etc.)
clerk, etc.) -

9.5 Identify the UNBC role(s) responsible for managing user accounts and audit user access.

9.6 Describe the prc s for auditing user access.
How detailed is the data (e.g., date stz time stamps, IP address, etc.)? Does the audit log include the purpose of an access?
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9.7 Is there a separation of responsibility between those who supervise administration of the system, or
security of the system, and those who verify the audit logs

Yes No

9.8 Are the audit logs immutable?

9.9 Is the system responsive or passive?

Is it possible to put a monitor on particular individuals? Will access produce an immediate response/notification or a log entry for revie\
v

9.10 How will those found to abuse access privileges be sanctioned ?
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10. Common or Integrated Program or Activity

n FOIPPA, “common or integrated program or activity” is strictly defined. Answer the following questions to determine
whether your initiative qualifies as “a common or integrated program or activity” under the Act. If you answer “yes” to all
3 of these questions, you must comply with requirements under the Act for common or integrated programs and
activities.

|:|Yes 0]

:|Yes No

f this
Privac mmi

, UNB ust submit this PIA to the Office of the Information and
ion, a e, and timelines.
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11. Privacy and Security Safeguards

11.1 Describe administrative safeguards(i.e. policy documents, procedures, or training).

11.2 Describe physical safeguards(i.e. locked, filing cabinets, locked doors, or restricted areas).

11.3 Describe the controls in place to prevent unauthorized access to personal information(i.e. role-based
access to software, access logs).

11.4 Describe technical safeguards(i.e. firewalls, encryption, or intrusion prevention systems).
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13. Collection Notice

All collection notices must include the:

- Purpose for the collection

- Legal authority for the collection

- Contact information for an employee of UNBC who can answe

e individual’s questions about the collection.

The employee responsible for responding to data collection ¢

stions should be able to explain why the
information is being collected and how it will be used, retain i

d, and dis€losed.

The contact method should suit the collection methoo mple, i i ough an
online form, you could include an email contact.

13.1 Privacy notice
Be sure to include all 3 required parts of the notice

UNBC IT Services uses Microsoft Intune to continue to meetithe ever present needs to provide a well managed, up to date, and secure computing
ecosystem at UNBC. This system enables robustdmanagement.capabilities for devices on campus an@,off campus. Inaddition, this tool will help ITS
and UNBC ensure that devices that are lost, or stolenican be properly.managed according to the classification of the device. Additionally this system
will empower ITS to be able to respond to cyber securityiincidents on enrolled devices regardless$iof the location'of,the device.

UNBC ITS takes precautions to protectthe data collected by the system in the course of itsfuse. The type of data collect'by the system is metadata,
or data-about-data. For example, thisfsystem will collect information about the device that you are using including some information about the files
on the device. This information willdbe used toxensure that the device you are using isc€ompliant with the'seeurity and patching expectations outlined
by the CISO and the OCIO of BC.

Should you have questionsfabout this, you can contact the Manager of Infrastructure and Opetations at ManagerITIO@unbc.ca

13.2 Location of Privacy Notice

If the notice is to be posted on the website please include url of webpage.

This notice will'be previded as part of the purchase anda@cquisition, process!
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14. Signing and Approval

ndividual leading the Program/Project: Kevin Schretlen

Position: Manager, IT Infrastructure and Operations

| confirm the information management practices in this initiativ
commit to communicating appropriate information manage
initiative. | commit to following the documented practices
information management practices in this initiative chan

Signature:

ve been documented as accurately as | am aware. |
practices to all individuals participati

in this
| am aware

Date

they adhere to information
ad named above to contact the

March 15, 2024

Date:

March 15, 2024

Privacy Offic he Program/Project: Christopher Ross

confirm that this i
information managem
Freedom of Information

best of my knowledge as written in the above sections, has
ractices that comply with British Columbia’s
d Protection of Privacy Act.

March 18, 2024
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15. Reference Tools

personal information"means recorded information about an identifiable individual,including,

(a) information relating to the race, national or ethnic origin, colour, religion, age, sex,sexual orientation or marital
or family status of the individual,

(b) information relating to the education or the medical, psychiatric,psychological,criminal or employment history
of the individual or information relating to financial transactions in which the individual has been involved,

(c) any identifying number, symbol or other particular assigne
(d) the address, telephone number, fingerprints or blood t
(e) the personal opinions or views of the individual exc

the individual,
f the individual,

(f) correspondence sent to an institution by the indi i ici xplicitly of a pri
nature,and replies to that correspondence that wou the original corr
(h) the individual’s name where it appears with other on relating to theﬁvi
disclosure of the name would reveal other personal in the individual.

Privacy Impact Risk assessment:

Impact
Severity, of outcome of identifie@risk oceurs
. Insignificant Minor Significant Severe
3 1 3 5
(8}
o ‘
§ almost certain
- 5 Medium 5
L
23 Likely
o = 4 Mediu
®©
2 o
O
o - Moderate
B 3 Medium 9 High 12
'8
e Unlikely
Y 2 Medium 6 Medium 8 High 10
f
Rare
1 Low 3 Medium 4 Medium 5
Risk Rating *Risk Levels Description Actions Required
. . . Review of safeguards to
1-4 Minimal Unhke_ly that assoc!ated risk would be done at PIA review
result in harm to privacy date
) Unlikely that associated risk would annually review existing
59 Moderate result in significant harm to privacy safeguards required
Routine monitoring of
10-16 Elevated Likely _that associated |j|sk would date} processing or
result in harm to the privacy additional safeguards
required
Associated Risk would likely cause Must not proceed as
17-25 Unacceptable significant and immediate harm to existing safeguards and
the privacy controls are insufficient
Return to Risk Matirix
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