UNIVERSITY OF
UNBC NORTHERN BRITISH COLUMBIA Priva cy Impact Assessment

Monday.com Project Management
ﬁ%:ﬁ%ﬁﬁﬂ'ﬁ; 35,?%3:1"”’2’" template or Nor- PIA# 18-014 (Office of the University Secretariat to assign)

Why do | need to do a PIA (Privacy Impact Assessment)?
Section 69(5.3) of the Freedom of Information and Protection of Privacy Act (FIPPA) requires the head of a public body to
conduct a privacy impact assessment (PIA) in accordance with the directions of the minister responsible for FIPPA. Public
bodies should contact the Information Governance Officer to détermine internal policies for review and sign-off of the
PIA. If you have any questions about this PIA template or FIPPA generally, please contact Adam Cullum (Information

accurately assessed.

Part 1- General

Name of
Department:

_PIA Drafter:
Email:

Department

integrated project management system for use across the University of
The em will allow the University of Northern British Columbia to
ic Priorities. The Integrated Planning team will use Monday.com to
n all stakeholders participating. The Software as a Service (SAAS)
fully customizable platform to track project timelines, assign tasks, track
riers in the completion of the Strategic Priorities, Academic Action plan and

2. Scope of this PIA

All employees of the University of Northern British Columbia are involved in Integrated University
Planning, and any employee may need to utilize this software. The Integrated Planning team will
be responsible for monitoring the use of the service and ensuring it complies with the Cloud Service
Information Management Guidelines (see Appendix 1).
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Monday.com Project Management
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3. Related Privacy Impact Assessments

N/A

4. All Elements of Information or Data

Business contact information, internal proj
general correspondence, performance rep
program evaluations can be included in Mo
be institutionally approved and/or informed
Monday.com

please continue to the ne e to co

e Informati vernance Officer for review.
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Monday.com Project Management
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Part 2 - Protection of Personal Information

In the following questions, delete the descriptive text and replace it with your own.

5. Storage or Access outside Canada

Monday.com uses third party services provider.
around the world. All UNBC staff will use
Management Guidelines attached to Appen

6. Data-linking Initiative*

and you must

initiati\_les.
yes
I
yes
no
N/A
linking initiativé IR |
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Monday.com Project Management
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7. Common or Integrated Program or Activity*

In FIPPA, “common or integrated program or_ activity” is strictly defined. Answer the
following questions to determine whether our initiative qualifies as “a common or
integrated program or activity” under the estions, |
you must comply with requirements un
_activities.

1. This initiative involves a progra
services);

estions above. N/A

g initiative” or a “common or integrated
onsultation on this PIA must take place with
rivacy Commissioner (OIPC) as well. Contact the
rmine how to proceed with this notification and
ing the initiative, program or activity.

Information Flow Table

completion . Project Boards contain capacity to visualize workload and tasks in progress
over time.

| Information Flow Table : o s e
Description/Purpose Type FIPPA
Authority

4
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Form adapted from the BC Government template for Non-
Ministry Public Bodies. June 2014

UNIVERSITY OF
NORTHERN BRITISH COLUMBIA

Privacy Impact Assessment

Monday.com Project Management
PIA# 18-014 (Office of the University Secretariat to assign)

Mo years after project completion. All
records onstrating the development of UNBC as an
institution'@re forwarded to the Northern BC Archives and

Special Collections for archival preservation

1. | 7he project manager signs into the Monday.com service Protection 30, 30.1
and reads the Cloud Service Information Management
Guidelines.
2. | The project manager creates a board associa Protection
integrated priorities in Monday.com. A b
to show all of the current and proposed
projects associated with the universi
and to set access controls on the proje
within Monday.com
3. ollection
4. Use 32,33.1(a.1),
Disclostire 33.1(b),
33.1(1)(e)
5. es tasks and asses er further |WUse / 32,33.1(a.1),
pleted on each tas Disclosure 33.1(b)
33.1(1)(e)
d to Disclosure 33.1(a.1),
33.1(b)
33.1(1)(e)
letes project audits to Protection 30, 30.1
project team
oject deliverables, appropriate
nt, board management, and
8. nager deletes completed projects within Disposition 31
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9. Risk Mitigation Table

Please identify any privacy risks, even very unlikelyfones, associated with the initiative and the
mitigation strategies that will be implemented. Bléase provide details of all such strategies. Also,
please identify the likelihood (low, medium, or liigh) of thi§¥isk happening and the dedrée of impact
it would have on individuals if it occurred.

Examples can be removed and additional lines added\as neéded.

Risk Mitigation Table (MON %umli SEAEERAN ARk, Y 468 |
Mltlgatlon Strategy

_ Risk | Likélihood [fmpact

6
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10. Collection Notice

Consent Notices will be made as necessary for the initi
and may be provided as supplementary attachment
General use of Monday.com will comply with the
attached in Appendix 1.

tives related to the Academic Action Plan
action items on Monday.com Project Boards.
iee Information Manageme
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UNBC NORTHERN BRITISH COLUMBIA P riva Cy Impact AS S e S S m ent

Monday.com Project Management
ﬁ%;‘gﬁﬁﬁfdﬁ 35,,?%81';"18”’ remplate for Nor PIA# 18-014 (Office of the University Secretariat to assign)

Part 3 - Security of Personal Information

Please consult with the Information Governance Officer, the Chief Information Officer or the
IT Security Officer when filling out this section if you$have any questions.

11. Please describe the physical security measuresffelated tdthe initiative (if applicablé).

12. Please describe the teghhical securitymeasures related to the init@tive (if applicable).

8
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13. Does your department rely on any security pelicies? If so, indicate here:

14. Please describe any access controls and/oriWwaysin which you will lifhit.or restrictunauthorized
changes (such as additions @b deletians) to personal information¢

15. Please descfibe how you track who has access to the personal infermation.

Part 4 - Aceuracy/Correction/Retention of Personal Information

16. How is an individual’s infgkmation updated or corrected? If information is not updated or
corrected (for physicaljprocedural or other reasons) please explain how it will be annotated. If
personal information willhbe disclosed to others, how will the public body notify them of the
update, correctionior,annotation?

The Integkated Plahning team is responsible for correcting or annotating any information that
needs to bedpdatedi@n Monday.com. In cases where other employees or external individuals have
access to Boardsyjt will be the Integrated Planning team that ensures updates and corrections
have been made By those individuals as needed.

17. Does your initiative use personal information to make decisions that directly affect an
individual(s)? If yes, please explain.

In limited circumstances, yes
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Privacy Impact Assessment

Monday.com Project Management
ﬁ%gﬁﬁ%ﬁﬂﬁ. 355%81':’"8’“ remplate for Nor- PIA# 18-014 (Office of the University Secretariat to assign)

18. If you answered “yes” to question 17, please explain the efforts that will be made to ensure
that the personal information is accurate and complete.

If identifiable individuals are involved in an issue bei

ddressed, the project manager will work

impacting those individuals are made. In mos ormation will be previo
information.

19. If you answered “yes” to question 17, do you hav etention an
schedule that will ensure that personal info for at least one

making a decision directly affect

Project records will be kept j

years after a \

erson ormation? If yes, please explain.

n Sharing Agreement
mpleting an ISA, please N/A

e program involve access
ses? If yes, plea lain.

rsonally identifiable information for research or statistical

related Research Agreement (RA) is attached. |
ire assistance completing an RA please contact the N/A
ernance Officer, the UNBC Research Office or UNBC

22. Will a personal information bank (PIB) result from this initiative? If yes, please list the legislatively
required descriptors listed in section 69 (6) of FIPPA. Under this same section, this information is
required to be published in a public directory.

No.

10
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Please ensure Parts 6 and 7 are attached to your submitted PIA.

Part 6 - Comments, Conditions & Concerns

Monday.com is an internationally cloud hoste
department will monitor the use ofithis,service
Information Management Guidélines a

1
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Part 7 - Program Area Signatures

Sheena Smith =& 1705
Name of Individual leading the Signature Pate \
Program/Project

(Normally the individual who

completed the PIA)

Seamber 7.0/8

Bernadette Patenaude

Department Head Dafe

N/A N/A

Contact Responsible for Systems Signatune Date
Maintenanceand/or Securjty

(if applicable)

Adaly Cullurh gepf 7/20 (%
Information Governance Offices Date /
(PrivacyiOfficer)

2 D i,

Once the PIA has beemapproved With or without conditions, the information Governance Officer will collect signatures
from the individu'l- a; Is indic'a?ed' ﬁbgve. A copy will be provided to all signatories for convenience or to attach to a

requisition or file with a contract. 1

A final copyiofithis PTA(with all signatures) will be kept on record with the Information Governance Officer.

12
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GUIDELINES

INTEGRATED UNIVERSITY PLANNING

UNB

UNIVERSITY OF
NORTHERN BRITISH COLUMBIA

Cloud Services Information Management Guidelines

Monday.com

(e Rttt 5 B ke T v i L R F P L e T i o LIl W a P s St Lt I A ST

G O PO e R

The guidelines below are to assist in determining the inform
cloud based service, without receiving documented and i

DO NOT INCLUDE:
o Employment, occupational or educational h
employees.

e Excerpts from or complete
personnel evaluations

n not to be included in Monday.com, a
ed consent first.

Not Appropriate

jr satisfaction with

ppropriate entry into a
ave documented

om students to have their
upational histories stored in

informed cons
educational and/
this cloud service.

“The student volunteers from [department] are
conducting a satisfaction survey with their peers”is a
more appropriate alternative to enter into the cloud
service.

‘[Name of employee] did not meet expectations
when generating this report”is not an appropriate
note to enter into a cloud service.

“Please address the following additional items in this
report; [list of areas to address]” OR “Please
schedule a review meeting to review the posted
report” would be appropriate notes.

August 22, 2018
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MAYBE INCLUDE

Information that would reveal advice or recommendations developed by or for a public body or a
minister can only be put onto any cloud service if that information is ready to be released to the
public.

Appropriate Not Appropriate

“The [committee name] recommends and is
ed to developing [concept or practices in the
interest]”" is low risk advice if there a

“Human Resources recommends we reorganize
the [department] for greater efficiency” would not
be an appropriate piece of advice to put onto a
cloud service.

CAN INCLUDE

The following information can be

, committee, council or similar body that has been established to
ake reports or recommendations to a public body,

¢ information that has been cited publicly as the basis for making a decision or formulating a policy

If you have any questions about appropriate information management using cloud services, please
contact the Information Governance Officer with your questions.

August 22, 2018
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Examples:

Appropriate

Not Appropriate

“Begin planning for change to [course/program]
being proposed to college council’ is not
appropriate for cloud service because the
approval hasn'’t reached full Senate or the Board.

Complete the requirements approved in motion
[motion number] to set up [course/program]”is
appropriate because that motion received
Senate/Board for approval.

Please Print, Sign and Return this form to the Director of Integrated Planning before

continuing work in Monday.com

Name:

Signature:

August 22, 2018
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