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PIA#: (assigned by Privacy Office)

Here are a few examples of situations where you should consider a PIA:
*You collect, use or disclose new personal information that you did not collect, use or disclose before.
* You give access to personal information to new parties.
* You implement a new service delivery or manageme
personal information.
You implement a new or different electronic recor
adding portable devices with wireless network conn
* You enter into an agreement with a new bu
information in your custody or control.
* You create a new organization that will collect, u

A PIA is likely

Does thelproject involve a new
or ch@mged way of handling
onal informatigg?
Dges j
not required

\Iease fill out PART A to determine your need for a full PIA.

chnology that stores, transmits, or retrieves

A 4
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PART A

1. Introduction

Answer the who, what, where, when, why and how of,
including:

General Description

This scan will run over our i
them.

e New Program or Service or the Change

Purposes, Goals and Objectives — The nessus scanner will give us the
necessary insight into our internal networks to detect and remediate
vulnerabilities before they can be compromised.

ii. List of All Stakeholders Impacted / Involved
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Stakeholder Role
Dave Kubert CISO

Trevor Fuson Clo

Kevin Schretlen Infrastructure

iiii. The Need

The Nessus scanner is necessary for vulnerablfities in our servers, an

Term/Acronym Definition
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| 2. Personal Information Flow Diagram and Explanation

If you are collecting, using, storing, sharing, disclosing
proceed with the Part B and C of this document.

If not, please sign and send this determination

privacy@unbc.ca

major part of the PIA process is to m
and Protection of Privacy Act (FOI

initiative.

In the table below, com
collection, use, or dis

make a tran
information

e identify each sourc [ 0 access and its business owner. Also indicate
you have contacted t

Data Element atio or collection, use or disclosure Method of
Collection or
Disclosure

Individual’s register and correctly identify individual. Direct

Indivi Pho Required for notifying individual of test result. Direct

Number

4
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Data Element | Rationale for collection, use or disclosure Method of Collection or Disclosure

personal information about
inadvertently receive or c
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However, if you take any other action, including storing the information or using it in your own work, under
FOIPPA you have collected personal information without authorization and that is considered a privacy

| am not collecting, using, storing, sharing, disclo
information for this initiative.

Staff Name Annette Doyle

Signature___

breach.
, or deleting any personal ‘

Date

A

A'document.
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PART B

| 3. Collection, Use and Disclosure of Personal Information

Personal Information is being collected under the i the University Act and Se

a) Collection

As you work through the description

Collect only the informatio
you need to do your wor|

Purpose for
26 A public

rmation may be coll
sonal information only

(ii)the commissioner under section 42 (1) (i), or

(iii)another enactment,

Collection is only permitted through knowledgeable implied or express consent.
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b) Consent

Whenever possible, position your collection notice so that people read it or hear it before they are asked
for their information. For example, you can include a collection notice as part of the preamble to an online
form or read it over the phone before you begin asking for igfigrmation. If it's not possible to put your
collection notice at the top, position it where people have best possible chance of hearing or reading it
before giving their information so that they understan
When you collect information from people, you mus,
e Your purpose for collecting personal infg,
e Your legal authority under FOIPPA or o
e Contact information for a person in the p
collecting personal information, how it's u
information
You can edit the following sample
We are collecting your personal i
your information, please cont
We are collecting your pers

nswer questio
le can update or

it your initiative.
If you have questi
nJ.

ation indirectly,
er public body and not from the individual who o he information
al information for lafsenforcement

ber 26, 2021 and those amendments affect this section.

Who will be rmation and for what purpose??

(a)for the purpose
(see section 34),

hich that information was obtained or compiled, or for a use consistent with that purpose
(b)if the individual the information is about has identified the information and has consented, in the prescribed
manner, to the use, or

(c)for a purpose for which that information may be disclosed to that public body under sections 33 to 36.
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d) Disclosure

To whom will you be disclosing personal information?

Will it be disclosed to anyone outside of Canada?

Disclosure of personal information
33 A public body may disclose personal information
section 33.1, 33.2 or 33.3

ts control only

i. Health System Use

collect, sto se and disclose is
e a decision that affects an
cte include verifying the

individual. W. 0 make sure personf@Pinformation is accurate and ¢
the person it is about prior to recordiqg it.

ou to correct any of their personal

f you cannot correct the record itself, you must make
. If you've disclosed the personal information to
ast year, you must also notify them of any

a not@on the record (
any other public
corrections you m

33. A public body may disclose personal information referred to in section 33 inside or
outside Canada as follows:

in accordance with Part 2;

if the information or disclosure is of a type described in section 22 (4) (e), (f),

(h). (i) or (j):

if the individual the information is about has identified the information and

consented, in the prescribed manner, to its disclosure inside or outside Canada, as applicable;
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Is personal information stored by a service provider?
If you are using a cloud solution, there may be multiple cloud service providers involved in your initiative.
Cloud solutions are typically considered to be made up of ack’ of infrastructure (laaS), platform

(PaaS) and/or software (SaaS) that might be operated b same or different cloud service providers.

Provide details on the disclosure, including whe
personal information being disclosed outside of

Describe the contractual terms in plac i at type of contract y
racting a cloud-based service s

Common or Integrated Program or Activity

10
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PIA#: (assigned by Privacy Office)

In FOIPPA, “common or integrated program or activity” is strictly defined. Answer the following questions
to determine whether your initiative qualifies as “a common or integrated program or activity” under the
Act. If you answer “yes” to all 3 of these questions, you must comply with requirements under the Act for
common or integrated programs and activities.

Does this initiative involve a program or activity that provj
and at least one other public body or agency working

a service (or services) through a public body
borativgly to provide that service?

Does this initiative involve a program or activity t
that is working on behalf of one or more other p

The common or integrated program/activity is con
requirements set out in the Regulation

proceed with this
program or actiy

If this P
the Offi

ust submit this PIA to
and be subject to their

uction for Personal Information

al information is retained for at least one year after being used so that the

s a reasonable opportunity to obtain access to that personal information.

Do you use pe | information in your initiative to make a decision about an individual? Examples of
i ation to make decisions include but are not limited to:

e Using a person's date of birth or income to decide whether a person qualifies for a benefit

e Using a person's employment history to decide whether they can move forward in a job
competition

e Using a person's health information to decide the level and type of care they receive

11
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Keeping information for one year after it is used to make a decision that affects an individual is a
minimum requirement under FOIPPA.

You may have other operational or administrative requirements that dictate how long records must be
kept and when they must be disposed of. It's important to maintain the records in your initiative according
to an approved records schedule.

Answer here or state N/A:

If you answered yes above, please describe ret
one-year requirement under the Act. Please cont
Records Management if you require assistance.

ly where retenti xcee

Answer here or state N/A:

ized or searéhable by the
nal information bank
onal information that

shorganizations involved.

llected under the authority of the University Act and
ormation and Protection of Privacy Act (FOIPPA).

ies of folders be created in this initiative that organizes information by
r, symbol, or other particular identifier of each individual involved.

If yes, will the re s or information collected about the individual contain similar types of
personal information. If yes, | will contact the Privacy Officer to ensure that | am identifying
that this is a Personal Information Bank (PIB) and identifying the legislatively required
descriptors listed in section 69 (6) of FOIPPA.

h) Method of De-identification/Anonymization/Aggregation for Personal Information

12
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Please explain how Personal Information will be de-identified or anonymized and by whom?

i) Users of Personal Information

Please list all users of Pl including third parties

j) Audits

e What does the audit log track? How detaj
control number, IP address, etc.)? Doe
Are the audit logs immutable?

Who reads the audit logs, and how long a
Who is responsible for oversi

e Is the system resp
individuals (e.g. 4

Request for Person n from Persons to Whom It Relates
How will personal requ be managed?

**Please not

Individuals d ormal FOI request to access their own personal information held by
UNBC.

People, organiza and governments outside of your initiative should not be able to access the
personal informatioff you collect, use, store or disclose. You need to make sure that the personal
information is safely secured in both physical and technical environments.

13
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Does your initiative involve digital tools, databases information systems? IF yes please
discuss with ITS whether you also require a security and threat risk assessment

A digital tool, database or information system maygd@ave personal information exposed or
otherwise vulnerable to security threats. Securij§#ssessgaents are used on informatigfy

systems and other digital tools to assess and@@cumeni#security risks, risk ratings gid
planned risk responses.

a) Security Safeguards

¢ Administrative.Safequards

e Technical Safeguards

e Physical Safeguards
This question is to identify how you reduce the risk that you store personal information in a computer
system or physical location where unauthorized access can happen.

Technical records are records that are stored electronically, including but not limited to

records stored:

14
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In a database

e On a LAN (local area network)

e On a hard drive

e On a mobile device or laptop
Technical security includes any digital or electrgic system set up to keep your records
secure, including:

e Using UNBC firewalls

e Encrypting personal information before it is€l@red or @sferred

e Relying on how your cloud service provider prQiectsfifformatiqalin the cloud

e Using passwords to protect digital files 2@ laptORS

If your records are not stored on UNBC servers, usgithis queS@@Irio list technical secily on (Rgisystem
where records are stored.
Physical records include but are ngilimitet 4@

e Paper records

e Film or video

e Photographs

e Audio recordingg

e Maps

Physical securijygiSiaR¥thing you dogi@keep physical records safe an@isecure, including:
e Lockifi@'filing cabinets and ro®ms
e Haillg security guggds that patrol the buildjig
e Resitliicting access t@lfooms or buildings whghe Yai@maation is stored
e Usingialarm systemg8yin the building or roomWihere infOf@tion is stored

ISSuURRLYsical regardssate not kept in UNB@IRuildingsWiiif standard UNBC security, use this question to
lis@ithe pYSigal security in the buildinggind rog@is in whi@h records are kept. IF there re not physical
recOids ya@CamERip this section.

e Identify any outside partners or companies involved that may have access to the
personal information

e Website Domain Ownership (if applicable)

15
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Factor

Nature of personal
information

financial
information

Relationships

Identified and limited
group of affected
individuals

16
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Risk Rating Overview

Factor

Containment efforts

but sufficient time
passed between th

been acce

Foreseeal
from the b

Social/relational
harm

Loss of trust in the
public body

Loss of public body
assets

Loss of public body
contracts or business
Financial exposure to
public body including
class

action lawsuits

<K X X

Please identify any privacy risks, even very unlikely ones, associated with the initiative and the mitigation
strategies that will be implemented. Please provide details of all such strategies. The Privacy Officer will
help identify the likelihood (low, medium, or high) of this risk happening and the degree of impact it would
have on individuals if it occurred.

17
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Please explain the risks in detail using the associated CSA Model Code (Appendix B).

EXAMPLE

Risk # 1

Data that is no longer

Cause: Data is not being deleted from the IT platform in a timely manner once
it is no longer needed.

needed is at risk of
being breached
because it is being
retained in the IT

Probability:

Low

platform longer than
necessary.

Related CSA

Impact:

High

Principle:

Safeguards

data once it

Risk # 1

Related C
inciple:

robability:

Risk #

Related CSA
Principle: Probability:
Impact:
18
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Mitigation:

Risk # 3

Related CSA
Principle:

management

Signature: Date:

Director or Dean Overseeing the Program/Project:

| am accountable for overseeing my staff involved in this initiative to ensure they adhere to information
management practices presented in this PIA. | will arrange for the project lead named above to contact
the Privacy Officer to arrange a PIA amendment if required.

19
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Signature: Date:

Chief Information Security Officer

Signature:

Governance Officer:

| confirm that this initiative to the best of my knowl
information management practices th i
Protection of Privacy Act.

Signature:

20
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Confidentiality

Consent

public sector, consent is not always a req ent for the collection of personal

information — having | authority to ¢ t personal information is.
privac i In March 19 andards Association (CSA) developed a

national, sets basic principles for safeguarding personal

0 basic principles for all organizations that collect

under its control and shall designate an individual or individuals who are
countable for the organization's compliance with the following principles.
Identifying Purposes - The purposes for which personal information is
ollected shall be identified by the organization at or before the time the
formation is collected.
3. Consent - The knowledge and consent of the individual are required for the
collection, use or disclosure of personal information, except where
4,

inappropriate.

Limiting Collection - The collection of personal information shall be limited
to that which is necessary for the purposes identified by the organization.
Information shall be collected by fair and lawful means.

5. Limiting Use, Disclosure and Retention - Personal information shall not be
used or disclosed for purposes other than those for which it is collected,
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except with the consent of the individual or as required by law. Personal
information shall be retained only as long as necessary for the fulfillment of
the stated purposes.

6. Accuracy - Personal informiation shall be as accurate, complete and up-to-
date as is necessary f e purpose for which it is used.

designated individual or individuals a table for the organization's

compliance.

ion of information within and across systems or

paring personal data obtained from a variety of
ding personal information banks, for the purpose of making
the individuals to whom the data pertains. Included in this
atching is data linkage, also known as data profiling.

Personal information
n, in general), it must have details sufficient to identify an individual.
idual identification is thus the threshold for transforming general

mation into personal information and where rights, protections, and
requirements associated with the proper handling of personal information are
triggered.

Without restricting the generality of the foregoing, personal information may
include, for example:

¢ information relating to the race, national or ethnic origin, colour,
religion, age or marital status of the individual,

¢ information relating to the education or the medical, criminal or
employment history of the individual or information relating to financial
transactions in which the individual has been involved,

22
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¢ any identifying number, symbol or other particular assigned to the
individual,

e the address, fingerprints or blood type of the individual.

the personal opinion views of the individual except where they are

n some jurisdictions, p
an individual who is or

the name of the individual on a document prepared by the individual in
the course of employment, and,

e personal opinions or views of the individual given in the course of
employment.

information about an individual who is or was performing services
under contract for a government institution that relates to the services
performed, including the terms of the contract, the name of the
individual and the opinions or views of the individual given in the
course of the performance of those services,

¢ information relating to any discretionary benefit of a financial nature,
including the granting of a license or permit, conferred on an individual,
including the name of the individual and the exact nature of the benefit,
and

e information about an individual deceased for more than twenty years.
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Privacy Privacy is the claim of individuals, groups or institutions to determine for
themselves when, how and to what extent information about them is
communicated to others.

Privacy officer

manager
phasis on coordinating and prioritizing resources, and managing
emanate from projects in development or underway. Program
onsible for ensuring that the projects they lead or direct are
ernment policies and the law.

Risk assessment
ess, system or strategy.

Threat A risk management process used to evaluate the security threats associated
Assessm with information technology projects, including potential system vulnerabilities
and impacts on data integrity and confidentiality. TRAs, when completed in
conjunction with a PIA, can help provide recommendations to lower information
and privacy risks to acceptable levels.

24
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APPENDIX B
CSA MODEL CODES

The 10 Privacy Pringiples

O

(4

@ Provide Recourse. [fyou
receive a complaint about how
an individual's personal
information has been handled,
direct it to the Privacy,
Compliance and Training
Branch immediately, via the
breach reporting line: 7-7000,
option 3. Learn more from link
provided below.

Provide
Recourse

Identif
Purpose

eRight of Access and Correction.
Individuals have a right to
access their own personal
information, or have that
information corrected. Be
aware of the FOI process, and
direct any requests to
Information Access Operations
immediately. More information
provided at link below.

Right of
Access and
Correction

L L

2}

%

Ensure Accuracy.

You must make a

reasonable effort to

ensure personal

information collected

is accurate and complete

if it will be used to make
adecision affecting the
individual it is about. Find out
more about this requiremes
atthe link below.

Privacy
ciples

r

.

onsent

-«

Limit Usc¢
Disclosure,
Retention

A\

Be Open and (5)

nsparent

. Be Open and Transp:
Routinely release an
that can be regularly,
to the public. Proactil
disclose any records
be of interest to the p

Be

Accountable sonak ¢

R
Se

For more information on the | cy principles and resources, visi

25

COPY OF RECORD RELEASED JULY 31, 2024 IN RESPONSE TO FOI 24-18

o Identify Purpose. Must identify in

witing: the purpose for which you

about the
fess an exception
link below for

gans to use or disclose
al information for
Hary purposes. Consent
written and explicit.
¢ some specific
ces where consent is
Uired. See the link below.

nao

o Limit Use, Disclosure.

You may use or disclose personal
information for the purposes
identified when it was collected,
or another reason authorized by
FOIPPA. For new uses, get
consent. More infermation
provide at the link below.

Limit Retention. Personal
information used to make a
decision about an individ ual
must be retained for at least one
year. Information must be
destroyed in accordance with
any applicable records retention
schedules. Find your Records.
Officer at the link below.

e Reasonable Security. Must make

reasonable security arrangements
to protect personal information.
Measures should be appropriate
and proportional to the
sensitivity of the information.
Consideration should be given

to physical, technical and
procedural measures. Find your
MISO at the link below.
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APPENDIX C
SAMPLE PRIVACY AND CONSENT NOTICE

WE NEED TO COLLECT INFORMATION FROM YQU

UNBC Continuing Studies needs to collect informationfrom you to:

Enroll you

Confirm sponsorship arrangements

Process your payment

Generate a class list for ingtructors

Ensure that grades andcertificates are assigned to the correct student
6. Assist our partners ifi verifying certificate validity

v wWwNe

WE HAVE PERMISSION'TO DO THIS

The University of Northern British'*Columbia collects, uses, shares,discloses, maintains and when
applicable deletesgand destroys Persenal Information provided on thisyform according to the Freedom of
Information and Protection of Privacy-Act [RSBC 1996 c. 165].

HOW WE WILL USE AND SHARE YOUR INFORMATION

Continuing Studies must directly disclose some informatiomen this form and your course completion
status to yout sponsor, including your employer if you are sponsored, through your job. Continuing
Studies may needito share the informationon this form with @anyone repairing or maintaining electronic
systemsiinvolved in‘this Continuing Studies ‘course.

UNBC Continuing,Studies is the trainifig agency.chosento\deliver the Wildlife Dangerous Tree Assessor
courses©On behalf‘of the Wildlife Dangerous Tree Committee of BC (WDTC). Under the terms of our
agreement with the WDTC, Caontinuing'Studies provides a list of current assessors upon request. Under
the terms of this agreement UNBC also'provides a list of current Fire assessors to BC Wildfire Services
(BCWS), twice a year to stipport certificate'erification. Personal information on this form will be shared
confidentially with members of the WDTC. Cettificate status, certificate number and copies of certificates
may be shared upon request by contractors and employers for the purpose of confirming qualifications.
You have the right to revokeyconsent te the collection, use, retention, and disclosure of personal
information atf@ny,time, but doing so will result in consequences including, but not limited to, forfeiting
registration in‘the,course.

HOW WE\WILL PROTECT YOUR INFORMATION

UNBC is obligated to protect your personal information and has various processes in place to ensure it is
secure.

HOW LONG WE WILL KEEP YOUR INFORMATION

The Freedom of Infermation and Protection of Privacy Act allows us to keep your Personal Information for
at least one year after collection and when its period of usefulness is over we will securely delete or
destroy it. In the case of the Wildlife Dangerous Tree Assessor Certificate Program, hardcopy materials
are kept for the life of the Certificate, which is four years, before being destroyed.

WHAT TO DO IF THE INFORMATION WE HAVE COLLECTED FROM YOU IS INCORRECT, OR YOU
HAVE QUESTIONS?

26
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Please contact UNBC Continuing Studies at: 250-960-5980 OR cstudies@unbc.ca

If you still have questions or concerns, please contact: Doris Marshall-Greenlaw, Governance Officer for
Access, Privacy and Records Management at 250-960-5139 OR privacy@unbc.ca

By registering for this course, you indicate you have read, understand, and agree to the privacy
statement. You also understand that you have the option k questions about any part of this
statement before registering.
Signature:

27
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