UNBC NORTHERN BRITISH COLUMBIA Priva cy Im pact Assessment
Nextcloud
Form adapted from the BC Government template for Non-

Ministry Public Bodies. June 2014 PIA#20-011 (Office of the University Secretariat to assign)

Why do | need to do a PIA (Privacy Impact Assessment)?

Section 69(5.3) of the Freedom of Information and Protection of Privacy Act (FIPPA) requires the head of a public body to
conduct a privacy impact assessment (PIA) in accordance with the directions of the minister responsible for FIPPA. Public
bodies should contact the Information Governance Officer termine internal policies for review and sign-off of the
PIA. If you have any questions about this PIA template erally, please contact Ada llum (Information

Public bodies still need to complete Par; f the PI t it along with the si

Governance Officer even if it is thoughtathat ormation is involved. This ensu
accurately assessed.
Part 1 - General \
Name of nvironm ommunity Health rv Network (“ECHO Network”)
Department: _
PIA Drafter: ' DianaKutzner

a new platform to manage the storage of their records and
offers an industry-leading, on-premises content collaboration
y combining the convenience and ease of use of consumer-grade

The use of N ud will replace the functions that the ECHO network was using Igloo.com to
manage.

2. Scope of this PIA

This PIA covers the implementation of Nextcloud on UNBC servers and the use of their first party
services that ECHO will utilize to meet their administrative and collaborative needs.
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3. Related Privacy Impact Assessments

PIA 17-006 Igloo SAAS provides a comparative use case for Nextcloud.

4. All Elements of Information or Data

it Parts 1, 6, and 7 to thednfo ion Gove Officer for review.
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Part 2 - Protection of Personal Information

In the following questions, delete the descriptive textand replace it with your own.

5. Storage or Access outside Canada

Nextcloud is an “on-premise cloud”. Whil
Nextcloud File service from anywhere in the f all informati
UNBC servers dedicated to the Nextcloud File 1 S lab server on

from around the world will acces, guidelines manage
ensure that researchers have receiv riate consent to have their
platform.

6. Data-linking Initiative*

ictly defined»Answer the following
a “data-linking initiative” under

no

no

no

N/A
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Form adapted from the BC Government template for Non-

7. Common or Integrated Program or Activity*

In FIPPA, “common or integrated program or
following questions to determine whether
integrated program or activity” under the
you must comply with requirements und
activities.

ctivity” is strictly defined. Answer the
ur initiative qualifies as “a common or

1. This initiative involves a program
services);

2.

estions above.

N/A

rivacy Commissioner (OIPC) as well.

Type

g initiative” or a “common or integrated
nsultation on this PIA must take place with
Contact the
mine how to proceed with this notification and

FIPPA
Authority

Researchers'who have been given access to Nextcloud by Collection /
the ECHO Network Research Manager (“administrator”) to Use
collaborate, share and store project information.

26(c), 32(a)

2. | Researchers will access and directly or indirectly comment Disclosure/
or interact with each other researcher’s content. Collection/Use

26(c), 32(a),
33.1(1)(e),
33.2(a)
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3. | Once the project is complete and closed, the administrator | Storage, 30.1,
will remove each researcher’s access to Nextcloud and Disclosure 33.2(c),
export a copy of the information to a data repository 33.1(1)(e)

outside of Nextcloud while keeping the origin@PCopy within

Nextcloud to aggregate for secondary usegd¥'statistigdl and

reporting data. The cloud system will remaain accéssible to I
both of the Principle Investigators led@ding tRga@roject at

UNBC (Dr. Margot Parkes; Dr. Henry Hakder).

4. | The ECHO Network ResearchaManager Wil export the data Use 32(a)
to a UNBC shared drive folder andigeneraté an aggregate
report from the contributi@hs of all o th@wesearchers and
present the report #ECHO Negbwork. 1

9. Risk Mitigatiofn Table

Risk Mit - ation Table _—

Risk Mitigation Strategy. Likelihood = Impact

1.
.
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10. Collection Notice

To manage consent for the international adéess tOia@NextClo@server, a termslof servicelpage
will require researchers to agree to the following gtidelinesddefore they can accessiandéeontribute
to the content belonging to the ECHO Netwo'ik

Guidelines to using echo.unbc.gis:éaykilesharing/repository platformias partof the
ECHO Network project

The ECHO Network file share,(by Nextcloud) will be used to establish a‘cellaborative environment
where researchers can share information and report on their findings. Nextcloud incorporates
calendars, file sharing, user directQries, search engines, and taskimanagement functions to maintain
consistent processes tn'developing theypresentation of their researchfindings to everyone involved in
managing a reséarch project.

UNBC is respansible for administering the environment and will manage access and use of
Nextcloud’s funetiens for the Environment, Community, Mealth Observatory (ECHO) Network during
the ECHO,Network-research project.

This doeument provides guidelines@round the use of Nextcloud by the ECHO Network community and
how collection, use, storage, diselosurgand disposition of personal information is managed in order to
ensure campliance with Canadian privacyyprotection legislation and a respectful collaborative
environment.

This document should be used alongside the platform, and its application be informed by, the
overarching principles of thedECHONetwork (see also ECHO Principles Document) and the ECHO
Network AuthershipsRrotocol.

Personal infermation

Nextcloud will require you'to provide some personal information including: Your name, position, and
the institution with"which you are affiliated. Other information shared on Nextcloud may include
agendas, meeting notes and outcomes, tasks, meeting schedules, statistics, email addresses,
correspondence, project summaries, project related financial information, photos, and comments on
documents or other work made available in the platform.

While Nextcloud allows us to store information on UNBC servers, the information you provide may be
accessed by international research partners in the process of collaboration. If you are providing any
identifiable personal information of third parties whether directly identifiable or through part of a
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mosaic of statistical information, you are responsible for ensuring that your research ethics board is
aware of the potential for international access to this information. You are responsible for documenting
the informed consent of participants to manage their identifiable information on this platform.

Guidelines for sharing information on Nextcloud

o Please note that when posting research relat
aggregated that information to a level wher
having documentation of the participants’ in

Research findings that are not rea

earch Manager so access can be

nt management forms as they require them and
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Part 3 - Security of Personal Information

Please consult with the Information Governance Officer, the Chief Information Officer or the
IT Security Officer when filling out this section if you have any questions.

11. Please describe the physical security measures'related t6 the initiative (if applicablé).

12. Please describe the technical security measures related to the initiative (if'applicable).

13. Does your department rely on any security policies? If so, indicate here:

14. Please describe any access controls and/or ways in which you will limit or restrict unauthorized
changes (such as additions or deletions) to personal information.
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15. Please describethow you track'who has access to the'personalinformation.

Part 4 - Accuracy/Correction/Retention of Personal Information

16. How is an individual’s information updated or corrected? If information is not updated or
corrected (for physical, procedural or other reasons) please explain how it will be annotated. If
personal information will be disclosed to others, how will the public body notify them of the
update, correction or annotation?
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Users have access to update their own information. Users will be responsible for correcting or
updating the information of any individual that user identifies within the services managed in
Nextcloud

17. Does your initiative use personal information to e decisions that directly affect a

individual(s)? If yes, please explain.

No. By only using the service, no decisions
researcher may use the service in a way tha

18. If you answered “yes”
that the personal inf

19. If you ans
schedule
making a

hat personal infor
affecting an indivi

hat all information is extracted from the
network decommissions or before the last day
e occurs first. Researchers will be asked to

Part 5 - Fu rli

20. Does the ini e involve systematic disclosures of personal information? If yes, please explain.

No.
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Please check this box if the related Information Sharing Agreement
(1SA) is attached. If you require assistance completing an ISA, please N/A
contact the Information Governance Officer. ,

21. Does the program involve access to personallyddentifiablé information for researchdor statistical
purposes? If yes, please explain.

No.
Please check this box if therelated Research Agreement (RA).is attached. ) 4
If you require assistancey completing an RA please contact the N/A
Information Governance Officer, the UNBC Research Office or UNBC |‘
Archives.

22. Will a personal information bank (PIB) result from thi$ initiative? If yes, please list the legislatively
required des€riptors listed in section 69 (6) of FIPPA. Under this,same section, this information is
required to be published in a public directory.

No.

PIeas\surmN\d 7 are attach%ouwec\.

Part 6 - Comments, Conditions & Cencerns

This PIA is based onga reviewhof the material provided to the Information Governance Officer as of
the date below. If, in‘future anypsubstantive changes are made to the scope of this PIA, the public
body will have to complete a PIA\update and submit for approval.

The ECHO Network Research Mlanager will be responsible for ensuring that individual researchers
have been,informed on the appropriate use of Nextcloud as a resource for the ECHO Network
research project. Onee informed, individual researchers will be responsible for the proper use of
Nextcloud forcollaboration and sharing with the ECHO Network.
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Part 7 - Program Area Signatures

Diana Kutzner Agreed a r email chain August 26 2020
Name of Individual leading the Signat D
Program/Project

(Normally the individual who

completed the PIA) !

Margot Parkes Agr per email chain ugust 27 2020
te

Manager Overseeing the Signature
Program/Project

Matt McLean Agreed as per emai in August 17 2020
Date

er email chain August 28 2020
Sig re Date

Once the PIA has been appro ithout conditions, the Information Governance Officer will collect signatures
from the indivi indicate . opy will be provided to all signatories for convenience or to attach to a
requisition or file with a contract.

A final (with all signatures) will be kept on record with the Information Governance Officer.
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Adam Cullum

From: Adam Cullum

Sent: Friday, August 28, 2020 5:43 AM

To: Margot Parkes

Cc: Scott Emmons; Matt McLean; Diana Kutzner
Subject: RE: Draft PIA of Nextcloud for your Review

Thank you Margot! I'll have the email chains compiled into the P
try to have that done today but Monday at the latest.

Adam Cullum, BA, CRA (Certified Records Analyst)
Information Governance Officer

Office of the University Secretariat

Room ADMN 2021

University of Northern British Columbia

3333 University Way

Prince George, BC V2N 479

Telephone: 250 960 5139

ckage and we can consider this approved to use. I'll

**please remember to dispose o il when the c nts of the email

ipient(s) and may contain
is prohibited. If you are not the intended recipient,

sharing platform Adam.
| have chatted about
Best,

Margot

From: Adam Cullum <A .Cullum@unbc.ca>

Date: Wednesday, August 26, 2020 at 4:34 PM

To: Diana Kutzner <Diana.Kutzner@unbc.ca>

Cc: Scott Emmons <Scott.Emmons@unbc.ca>, Margot Parkes <Margot.Parkes@unbc.ca>, Matt McLean
<Matt.McLean@unbc.ca>

Subject: RE: Draft PIA of Nextcloud for your Review

Awesome! | just need Margot’s go ahead in writing and then and we are set to consider it signed.

1
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Adam Cullum, BA, CRA (Certified Records Analyst)
Information Governance Officer

Office of the University Secretariat

Room ADMN 2021

University of Northern British Columbia

3333 University Way

Prince George, BC V2N 479

Telephone: 250 960 5139

**please remember to dispose of this email when the contents of the email have been resolved.**

CONFIDENTIALITY NOTICE: This e-mail message, including any attachment,
confidential and privileged information. Any unauthorized review, use, di
please contact the sender by reply e-mail and destroy all copies of th

or the sole,use of the intended recipient(s) an,
sure or di ution is prohibited. If you are n

y contain
intended recipient,

From: Diana Kutzner <Diana.Kutzner@unbc.c
Sent: Wednesday, August 26, 2020 4:33

Cc: Scott Emmons <Scott.Emmons .ca>; . an
<Matt.McLean@unbc.ca>
Subject: RE: Draft PIA of Nex

thank you. | think we’re ready to proceed ©.

ess as easy as possible f

um <Adam.Cullum@
ust 21, 2020 12:57 P

From: Adam
Sent: Friday,
To: Diana Kutz

Subject: RE: Draft PIA of Nextc
Importance: High

Cc: Scott Emmons <Scott.Emmons@unbc.ca>; Margot Parkes <Margot.Parkes@unbc.ca>

Subject: RE: Draft PIA of Nextcloud for your Review

Forgot the attachment... it’s a Friday.

From: Adam Cullum
Sent: Friday, August 21, 2020 12:55 PM

2
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To: Diana Kutzner <Diana.Kutzner@unbc.ca>; Matt McLean <Matt.McLean@unbc.ca>
Cc: Scott Emmons <Scott.Emmons@unbc.ca>; Margot Parkes <Margot.Parkes@unbc.ca>
Subject: RE: Draft PIA of Nextcloud for your Review

Hi Diana and Matt,

Based on your feedback, I've adjusted the PIA for NextCloud. With international access to this platform, the terms of
service page with the guidelines as we have agreed upon will be a required component to ensure that both the
researcher’s informed consent, and the researcher’s responsibility to manage informed consent for storing data on this
platform, are in place.

In addition to the copyediting that Diana suggested througho nts. See the
language in Question 5, and the adjusted language in Questi
international access. | changed the product title in the gui
represent the current name of the product. In Question
into the response, and | removed the claim regarding re

with the variables that Matt pointed out.

e PIA, Lhave made a few other adjus

Let me know if there are any further cha i i i If you approve of the
PIA as written, please respond back t i i is i his comments were
in place. | just need Diana to confir i fortable with the

Office of the Universi
Room ADMN 2021

University of Norther
3333 University Way

the conten the 'email have been resolved.**

From: Diana Kutzner <Diana.Kut
Sent: Thursday, Aug

Cc: Scott Emm .ca>; Margot Parkes <Margot.Parkes@unbc.ca>
Subject: RE: Draft ud for your Review

Thank you Adam for dr up this draft and Matt for your prompt review!

I've reviewed the draft PIA and added several comments. One key question that arises is the ability of researchers/ECHO
Members outside of Canada to access the files. I'm wondering if there is further flexibility on this due to the Networks
reach to New Zealand, Australia and Hawaii.

Looking forward to your thoughts on this.
Diana

3
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From: Matt McLean

Sent: Monday, August 17, 2020 4:59 PM

To: Adam Cullum ; Diana Kutzner ; Margot Parkes
Cc: Scott Emmons

Subject: Re: Draft PIA of Nextcloud for your Review

Hello,

This looks good to me. | did leave a couple of commen
people using it). But | don't think that affects this PIA i
have the same limits. Though if the data in here is ly
handling encrypted data for end users.

Matt McLean, BSc \
Senior Lab Instructor

GIS Lab

University of Northern Briti lumbia

Phone: 250-316-01
Email: matt.mclean

From: Ad

Sent: Augl y :
To: Diana

Cc: Scott Em

Subject: Draft|PIA of Nextcloud for your Revie

Please find the draft Privacy Imp sses t (“PIA”) for Nextcloud to support the information management needs of
the ECHO Network. I{Di n review to ensure that | have covered everything we have discussed accurately
and that the questio ered accurately, then after making any necessary edits we can move to “sign”
and approve th ervice. I've included Scott even though he isn’t a signatory in case he has feedback that

anyone else has

Under pandemic meas PIAs aren’t signed with wet signature. We would create an email chain containing comments
from each of the signatories’(Diana as project lead, Margot as overseer, Matt as the systems person and myself for
privacy compliance) that would demonstrate we all understand and approve of the contents of the PIA based on our
roles in the decision. At that point, | PDF compile our email discussion with this document and it is considered signed
and you are ready to use it.

Let me know if you have any questions, concerns or feedback. | appreciate the opportunity to review Nextcloud with you
and learn more about how you will be using it.
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Adam Cullum, BA, CRA (Certified Records Analyst)
Information Governance Officer

Office of the University Secretariat

Room ADMN 2021

University of Northern British Columbia

3333 University Way

Prince George, BC V2N 479

Telephone: 250 960 5139

**Please remember to dispose of this email when the contents of the email have been resolved.**

CONFIDENTIALITY NOTICE: This e-mail message, including any attachments, is
confidential and privileged information. Any unauthorized review, use, discl
please contact the sender by reply e-mail and destroy all copies of the orj

e sole use of the intended recipient(s) and may contain
or distribution is prohibited. If you are not t ended recipient,
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