UNBC NORTHERN BRITISH COLUMBIA Privacy Impact Assessment
OnCall Health -Virtual Care

Form adapted from the BC Government template for Non-
Ministry Public Bodies. June 2014 PIA# 20-006 (Office of the University Secretariat to assign)

Why do | need to do a PIA (Privacy Impact Assessment)?

Section 69(5.3) of the Freedom of Information and Protection of Privacy Act (FIPPA) requires the head of a public body to
conduct a privacy impact assessment (PIA) in accordance with the directions of the minister responsible for FIPPA. Public
bodies should contact the Information Governance Officer termine internal policies for review and sign-off of the
PIA. If you have any questions about this PIA template erally, please contact Ada llum (Information

Public bodies still need to complete Par; f the PIA"and submit it along with the si
ormation is involved. This ensu

Department:

PIA Drafter:

Governance Officer even if it is thoughtathat
accurately assessed.
Part 1 - General
Name of ellness ices
\ Shelley McKenzie

Email: cKenzie@unbc.ca

Department McKenzie

|
Phone: | 25177 |
|

" Phone: | 25177

ext and replace it with your own.

are platform. OnCall Health delivers a secure, Canadian compliant
s UNBC employees and Northern Health Authority contractors
the ability iveting services remotely/virtually. This was precipitated by COVID-19 but

collection o I tes, etc... UNBC will not be utilizing that functionality. MOIS will remain
our primary E RM for health & wellbeing.

In light of COVID-19, student wellness staff had to find ways to continue seeing patients/clients in a
virtual way. Immediately, we moved to telephone appointments but there is a strong need for video
sessions as well, especially when assessing a client/patient’s mental health.

Northern Health practitioners are using doxy.me as their virtual platform for patient appointments,
but that is not endorsed by UNBC. Zoom is also not a secure method of delivering this service.
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OnCall Health provides a higher level of security through its options of encrypted video, encounter-
based messaging, and file sharing on any device.

2. Scope of this PIA

For use of student & employee health & wellbei
wellness check-ins, and case management.

em that contains the sensitive and
conditions and chart notes will

1d emiail address. Date and time of the
dded to the “notes for patient” may be

this can be facilitated and stored through OnCall, but only that
provider w iewing it.

ot
=
£
I
(@)
=
)
o)
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If no personal information volved, please submit Parts 1, 6, and 7 to the Information Governance Officer for review.
You will receive support completing the remaining steps of the PIA.
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Part 2 - Protection of Personal Information
In the following questions, delete the descriptive text and replace it with your own.

5. Storage or Access outside Canada

None. Servers are privately hosted and located on
cloud.

6. Data-linking Initiative*

tive” are strictl
e qualifies

2.| The purpose
rsonal inf NO
er (1) two or more public NO
d one or more agencies.
three questions, please contact the
rmation Governance Office iscuss the requirements of a data- N/A

linking initiative.
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7. Common or Integrated Program or Activity*

In FIPPA, “common or integrated program or
following questions to determine whether
integrated program or activity” under the
you must comply with requirements und
activities.

ctivity” is strictly defined. Answer the
ur initiative qualifies as “a common or

1. This initiative involves a program
services);

estions above. N/A

g initiative” or a “common or integrated
nsultation on this PIA must take place with
rivacy Commissioner (OIPC) as well. Contact the
mine how to proceed with this notification and

FIPPA
Authority

entre staff inform students that -- N/A
will be delivered through the OnCall platform.

2. | Students will acknowledge the use of OnCall and have the Collection / 26(d)
opportunity to ask for an alternative method of receiving Consent
care after an informed discussion.

UNBC Wellness Centre will have the admin account Use & 32(b),
managed by the Director of Health and Wellbeing and the Disclosure 33.1(1)(b),
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Student Services Representative - Wellness. This admin 33.1(1)(e),
account can control which practitioners have access to 33.1(1)(e.1),
which student information to limit access and prgvide direct 33.1(1)(p.2)

service as needed. Practitioners accept studeafs from a
virtual waiting room, which is locked downd®@ uniquegD
matching between the student and practiioner. |

3. | Student goes into OnCall and provideSigheir Wi email gf@ | Collection 334(c) and
name. They can provide other informati@n if theywafif'to, | 87(a)
however, Wellness Centre stgff will infor@them th@t they
are not required to put more inf@mationNAto the service to
receive support. !

Students meet withiwthe OnCallvideoconferencing Use & 32(b),
environment wighWeelIness Centrestaff. No personal Disclosure 33.1(1)(b),
information idpecord@ehin features ©n Oncall. All p€Esonal 33.1(1)(e),
information,is kept withi@10IS and Clockwork, 33.1(1)(e.1),

33.1(1)(p.2)

9. Risk Mitigation Table

Pleasedidentify any privacy risks, gveneky unlikely ones, associated with the initiative and the
mMidigatidw Steditegies that will béfmplementeéd. Pléase provide details of all such strategies. Also,
pléa@séidentify the likelihooddleWnmedium, orgiigh) of this risk happening and the degree of impact
it weli/d have on individudl§’if it o6glcred.

Risk Mitigation Table ]

Risk

Mitigation Strategy Likelihood Impact
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10. Collection Notice

Student will be asked to sigfi@n alternativiéiform for OnCall. Whide physieal distancing¥measures are in
place, a date/time stamyded &@ail printed ass@memo demonsii@ting that'the student agrees to the
updated statement will'be a suit@hble alternative. Combine 40tiishe agreemengiand the consent form
into a PDF and plge@ithie combined¥ille.in the student’s chart.

On the sectionf@f the existingUNBC Wellness CentgggClient Informationjferm the following section:

The UNBC Wellness Centre Record

An électronic record“efithe data collected While you arébeing provided services by members of the
Wellness Team €an.be accessed by thé'Wellness\Teamy Your Wellness Centre record is stored on our
electranic database(s). These recofds will be keptifer sixteen years after your final visit. If you require
copies of your records, you willddeedtoycollect themwithin sixteen years of your final visit.

will be replaced with the foll@wing languageés

The UNBC Wellness Centke Record

An electronic regerd of the data colleeted while you are being provided services by members of the
Wellness Team'can be‘acéessed by the Wellness Team. Your Wellness Centre record is stored on our
electronic@atabasefs). These records will be kept for sixteen years after your final visit. If you require
copies of yoUghecordSisou will need to collect them within sixteen years of your final visit.

The Wellness Centiéalso utilizes OnCall Health videoconferencing services to provide a means to
conduct appointments when in-person appointments are not possible. The OnCall Health tool is
provided by a third party service provider that is not managed by UNBC. You will need to provide your
name and email address to OnCall to use this services. You are responsible for contacting OnCall
Health to terminate your account when you no longer require the use of this service. Review OnCall’s
privacy policy before agreeing to this statement.
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UNBC Wellness Centre staff will provide assistance reviewing the OnCall privacy policy as needed.
OnCall Health also provides a consent form before customers use their service which can be referenced
from within their privacy policy (See Appendix A).

Part 3 - Security of Personal Information

Please consult with the Information Governance Officer, the Chief Information Qfficer or thé
IT Security Officer when filling out this section.if you have any questions.

11. Please describe the physical security measures'related to the initiative (if applicable).

12. Please describe the technical security measures relatedito the initiative (if applicable).
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13. Does your department rely on any security policies?'If so, indicate here:

14. Please describe any access controls and/of'ways inwhich youmill limit or restrict unauthorized
changes (such as additions or deletions) to personal information.

15. Please describe how you track who has access to the personal information.

Part 4 - Accuracy/Correction/Retention of Personal Information
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16. How is an individual’s information updated or corrected? If information is not updated or
corrected (for physical, procedural or other reasons) please explain how it will be annotated. If
personal information will be disclosed to others, how will the public body notify them of the
update, correction or annotation?

ersonal information is deleted when no longer
a user closes their account.

20. Does the i tic disclosures of personal information? If yes, please explain.
No
Please this'box if the related Information Sharing Agreement
(ISA) is at d. If you require assistance completing an ISA, please N/A

contact the Information Governance Officer.

21. Does the program involve access to personally identifiable information for research or statistical
purposes? If yes, please explain.
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Form adapted from the BC Government template for Non-

No — If OnCall Health gets asked for research or statistical purposes, it will never use personal nor
personal health information, which is traceable to any individual; rather, it will fully anonymize
information, meaning the risk of this information being traced back to a given individual is reduced
to the greatest extent possible.

Please check this box if the related Res
If you require assistance completi
Information Governance Officer,
Archives.

22. Will a personal information b
required descriptors listed i

the legislatively
information is

No

Please ensure Part

o the Information Governance Officer as of
are made to the scope of this PIA, the public

ellness Centre will
o include it’s administrative

harting management functionalities.
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Part 7 - Program Area Signatures

Shelley McKenzie 21-Apr-2020

Name of Individual leading the Signatur Dat
Program/Project

(Normally the individual who

completed the PIA)

Shelley McKenzie

Director or Dean Overseeing the r ate
Program/Project

Signature ’ § ‘ Date

Dave Kubert
Contact Responsi

Maintenance
(if applicable)

Agree ms as per email 27-Apr-2020
Adam Cullu chain
ficer ignatur Date

from the individuals ind A copy will be provided to all signatories for convenience or to attach to a
quisition or file with a contract.

Once the PIA has been app ve\%tons the Information Governance Officer will collect signatures
dab

A final copy ignatures) will be kept on record with the Information Governance Officer.
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