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Why do | need to do a PIA?

Section 69(5.3) of the Freedom of Information and Protection of Privacy Act (F
to conduct a privacy impact assessment (PIA) in accordance with the directi
Public bodies should contact the Privacy Officer to determine internal pglici
have any questions about this PIA template or FOIPPA generally, pl
shelley.mckenzie@unbc.ca or (250) 960-6310 or visit http:

ad of a public body
esponsible for FOIPPA.
ign-off of the PIA. If you
enzie (Privacy Officer) at

What if my initiative does not include personal inf
Public bodies still need to complete Part 1 of the PI
office(r) even if it is thought that no personal information
assessed.

Part 1 - General

Name of
Department:

PIA Drafter:

Email: Phone: | 250-960-6304

Program
Manager:

.hahschen@unbc.c ' Phone: | 250-960-6301
stions, deletethe descriptive text and replace it with your own.

ITS and the Office of the Registrar will be the major administrative stakeholders in this project,

who will develop and utilize Banner Self-Service functionality to enhance the graduation
application experience.
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2. Scope of this PIA

t name, additional
ail, address, phone number,
ster of completion, date of

Parts 1, 6, and 7 to your privacy office(r). They will guide you
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Part 2 - Protection of Personal Information

In the following questions, delete the descriptive text and repl

5. Storage or Access outside Canada

company

In FOIPPA, "data li
following questions

Officer to discuss th

uirements of a data-linking initiative.
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7. Common or Integrated Program or Activity*

integrated program or activity” under the Act. If
questions, you must comply with requirements u
programs and activities.

1. This initiative involves a program or a
services);

collaboratively to provide
(b) one public body waorki

3. The common or

documentatj yes

and Privacy Commissioner (OIPC) as well.
to proceed with this notification and
ping the initiative, program or activity.
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8. Personal Information Flow Diagram and/or Personal Information Flo

Online Application for Graduation: Personal Information Flow Diagram

Student applies to graduate
using the Self Service forms

A

Phase 3 Roll Out

Student is advised of
confirmed graduation status
via email

Student is sent an
application
confirmation email

Student

A

Data collected is
stored in Banner

Public Body
(UNBC)

Public Body
Service Provider
(Moneris)

FOIPPA

Personal Information Flow Table
Authority

Type

Collection

provider Collection

dy se

gyment is r@geived by Public

Disclosure &

Use
nfirmation Disclosure
f the Registrar Use
6. | Student is eith nfir, or denied for graduation Disclosure

COPY OF RECORD RELEASI:SD JULY 31, 2024 IN RESPONSE TO FOI 24-18



NORTHERN BRITISH COLUMBIA

UNB UNIVERSITY OF Privacy Impact Assessment

[Online Application for

Form adapted from the BC Government template for Non- Gra du a tio n]

Ministry Public Bodies. June 2014

PIA#14-005 (Privacy Officer to complete)

9. Risk Mitigation Table

Risk Mitigation Table _

Mitigation Strategy v Likelihood | Impact

Risk

10. Collection Notice

The f@fowingYsithe p@posed wording fOF each cat@gory @ collection:

1.

In a@dition to internall@dmimi@icative uses, student information may also be used in
stgift confidence ifiklniversity régearch and planning. Certain student information is
provided on agonfid€Atial basis toWartner Institutions, to Statistics Canada as
governed by th&@@gnadiSitatistics Act, and the BC Government. The internal use of
student records, aR@hithe ofiligatory reporting of student data to external bodies,
respects thie®alisoeiute Confidentiality of student information.

Stu@lents av@advised that the use of information provided on this Application for
Graddation fogim, and other information placed in a student record, complies with
the BC Freedom™ef Information and Protection of Privacy Act, and with the policies
and proceduges of the University of Northern British Columbia.

Office of the Registrar; University of Northern British Columbia; 3333 University Way
Prince George BC, V2N 4Z9; 250-960-6300 or (fax) 250-960-6330; registrar-

info@unbc.ca
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Part 3 - Security of Personal Information

If this PIA involves an information system, or if it is otherwiseydeenied necessary to do so,
please consult with the Privacy Officer, CIO or IT Security Officer when filling out this section.

11. Please describe the physical security measures relatedto thejinitiative (if applicable).

12. Please describe the technicalisecurity measures related tafthe initiative (if applicable).

13. Does your departmentyrely onany security policies? If so, indicate here:

14. Please describe any access controls and/or ways in which you will limit or restrict unauthorized
changes (such as additions or deletions) to personal information.
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15. Please describe how you track who has access to the personal information.

Part 4 - Accuracy/Correction/Reténtion of Personal Information

16. How is an individual’s information updated ©or corrected? Af information is not updated or
corrected (for physical, procedural or other reasons) pleasé explain how it'will be annotated. If
personal information will be disclosed to others, how will the public body notify them of the
update, correction or annotation?

Students have agcess to tpdat@their own informatioriiand deSigiated staff has access to modify a
record on behdifagfthestudent. These staff mambers inelud@positions that deal directly with
students (i.e. front@eunter@dvising, awards, eteh Howeler, positions, such as advising, will also
be upderting Std@lent ¥@eords based on qu@rting progesses.

If en@rs are caught by staff efforts dre made,to contact¥the student to confirm the information.
Data\eleaning pro€edures, thosegshat can be€@nfirmed without student feedback, are changed..

Confidentidl'lists of student Sgatus are@sequired for the graduation process, but all effort is taken to
only in€élude pertinent informatiQl, Rep@fs are pulled for Departments for tracking purposes, but
the stéitlents are notifiéahefiuse in t@e contmunications from the Office of the Registrar and
Gofvocation Office, as Well as onthégpplication itself.

17. Does your initiative'use personal information to make decisions that directly affect an
individual(s)? If yes, please explain.

Students will not be able to graduate unless they complete and pay for the online application to
graduate. The information they give is critical to their successful Convocation. This process will
initiate an official degree audit to be performed by the Office of the Registrar staff. Therefore, this
system will be used to make a decision about if a student will be graduating from UNBC in the year
applied for.
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18.

some of this information, that will directly impact the informatio
Convocation related materials.

If you answered “yes” to question 17, please explain i ure

Students will log into the Self Service in order on,
and this log in requires a student ID and pass

A confirmation email will be sent to t
of the application.

disclosures of personal information? If yes, please explain.

Office of the Registr lar exchange of personal information from students (both
collection and disclosu provide services to students. These are internal administrative
processes which related to*graduation, such as the creation of the Convocation program, reports,
and lists generated of graduating students. Personal information is also disclosed to the External
Relations, Alumni Relations, Development, and academic Departments as it relates to their
functions, specific reporting, communication pieces, and tracking.
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purposes? If yes, please explain.
Access to personal information for research, statisti

University's policies and procedures relating to

Except from Collection Notification:
In addition to internal administrative student ipformation may

g. ain student j

is initiative? If yes, please list the
FOIPPA. Under this same section, this

title and locatio
Convocation
(b) a description:
The current gradua
(c) authority:
The Office of the Registrar, collects this data with the application of graduation, but may also
obtain this information through other completed forms and staff communications to students.
(d) purpose to gather and disclose:
The initial purpose of the data collection is to confirm a desire to graduate, trigger an audit
process which will confirm requirements for credentials are met, and then to acknowledge

ted in the Convocation computer files (G:/Drive)

ull name, credential(s) and hometown are included in the document.
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student as a record of graduation.
(e) to whom it is disclosed:

The program information is disclosed to the graduates, th

ceremony, internal departments who use the data for r,

archives.

Please ensure Parts 6 and 7 are attached to your submitte

Part 6 — Privacy Officer Comments

This PIA is based on a review of the
If, in future any substantive changes,are
complete a PIA Update and 0 Pri

he Privacy Qfficer
cope of thisPIA, ublic bo

Privacy Officer/Privacy Office Signature Date
Representative
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Part 7 - Program Area Signatures

tober 30, 2014

Troy lanschen Signature
(Registrar)

Date

Kevin Stewart Signatu e
(Enterprise Applications Manager)
Shelley McKenzie ign e Date

(Manager Access/Privacy/Rec

Please send a copy of th espective signatur; enzie for comment, review, approval & filing.

n record with the Privacy Office.
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