UNBC xggfﬁgégs%insrf COLUMBIA PrivaCy ImpaCt Assessment

Online Library Fine Payment - Innovative Interfaces
Form adapted from the BC Government template for Non- Ecommerce and Pay p al Pay ﬂ ow Llnk
Ministry Public Bodies. June 2014 PI A #1 6 _007

Why do | need to do a PIA?
Section 69(5.3) of the Freedom of Information and Protection of Privacy Act (FOIPPA) ra
to conduct a privacy impact assessment (PIA) in accordance with the directions
Public bodies should contact the Information Governance Officer to determi
of the PIA. If you have any questions about this PIA template or FOIP

assessed.

Part 1 - General

Name of
Department:

_PIA Drafter:
~Email:

_Program Manager:

Email:

circulation desk for th ment of fines and fees.

2. Scope of this PIA

The PIA is for the incorporation of Paypal’s Payflow link gateway and the merchant account with
the library catalogue software.

|
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e Patron’s name and account nu

3. Related Privacy Impact Assessments
N/A
4. All Elements of Information or Data
mber

e Patron Campus Login Credentials

e Fines and fees associated with the p

e Details on the levied fines: book re
transaction descriptions

e Information required f

ive, please continue to

- — R P Tt AT N ——— e = ——

e to complete your PIA.

Information Governa
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Part 2 - Protection of Personal Information

In the following questions, delete the descriptive text and replace i

5. Storage or Access outside Canada
The library catalogue information is stored locally.

Payflow Link and the Merchant account are external

linking initiative.
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7. Common or Integrated Program or Activity*

_programs and activities.

1. This initiative involves a program or activity
services);

2. Those services are provided throug

(b) one public body worki
bodies or agencies;

3. The common or inte
documentation

regulation. @

Please check this
program or activit

king initiative” or a “common or
and consultation on this PIA must

etermine how to proceed with this

the Information Gover:
1 ges of developing the initiative, program or

on andconsultation

13

Description/Purpt e R Typ FOIPPA

Authority
1. | client opts in for optional online payment program of library | Collection 26(d)
fines and agrees to collection statement placed on it. Client
enters all billing information required to pay fines
2. | client receives email notification of fines assessed or checks | Disclosure 33.1(b)
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e e : —
; online account ]
|3. | Client logs into online catalogue using university credentlals Use 32(cp > '
| and selects fines/fees to pay in the/r My Account 3344i.1) !
| 4. l Upon selection of fines/fees mformat/on about those fines isdV Disclosfire 33.1(i.1) |

sent to Payflow Link service (gateway to the merchant
| account) According to Innovative Interfaces Incorporaifd
| the only information sent is the fine amount (or aggféqated
| | fine amount in paying multiple fines at once) and®he |
! '* patron’s record number.

;'

I

5 l Sierra system provides Payflow L/nk with mformatlon ! D/sc/osure 33 iy 1 ) }

' necessary for processing a cred/t card payment ;
6 S/erra system receives conf/rmatlon that the paunedPhas Collegtion 26(c)

| been made and the fine is upddt@e. as paid in theSgatron ;

| | account. [ '

9. Risk Mitigation Table

Please identify any piNacy risksyassociated with the initiative and thie, mitigation strategies that
will be implemented\\Pléase pr@yide details of Qlf"8meh_strategies.” Also, please identify the
likelihood (lgummediumpor Righ) of this risk happeniflg anddfdegree of impact it would have on
individuals if Qectlied.

Examples cambe removed and addition@l lines added as heeded.

T e e L y DO . T B LT AT e TR B 4, e e { AT T S Ty
- ; " h ] ¥ .
| PRI, AT TR D e n o e L R T T BRSSP LR e S =N || e w-ﬁ

| Mitigation Strategy ! legllhood lmpact
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10. Terms of Service

Terms of Service for the Use of Online Fine Payment Services

You may pay library fines and fees using the following methods!

o By credit card through your online patron accoun
o At the circulation desk in the library by credit
o At the UNBC cashier’s office by cash, credit

| understand that | need to provide
payment and that my address g

6
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Part 3 - Security of Personal Information

If this PIA involves an information system, or if it is otherwise deemed‘ecessary/to do so,
please consult with the Information Governance Officer, CIO of 'IT Security Officer when
filling out this section.

11. Please describe the physical security measures related to the initiative (if applicable).

12. Please describe the technical security measuresselated to the injtiative (if applicable).

13. Does your departmefitirely ondny security policies? If so, indicate'here:

14. Please describ@anylaccess controls and/or ways in which'you will limit or restrict unauthorized
changes{such as‘@additionsior deletions) te personal infermation.

15.Pleasedescribe how you track whe has accessto the personal information.

Part4 - Accuracy/€orrection/Retention of Personal Information

16. How is an individual’§yinformation updated or corrected? If information is not updated or
corrected (for physical, pfocedural or other reasons) please explain how it will be annotated. If
personal information will be disclosed to others, how will the public body notify them of the
update, correction or annotation?

Information is updated to Sierra automatically via a sync with Banner.

For community members, all information is inputted manually by circulation staff.
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Banner updates: Banner updates the following fields in the patron record:
number, patron type, address, phone number, email address, home librar:

ID

block fields, fines are generally automatically applied but can b
waived.

17. Does your initiative use personal information to make degisi affect an
individual(s)? If yes, please explain.

Yes — students cannot graduate without paying

18. If you answered “yes” to question 17, plea
that the personal information is accurate an

ure

. Doesgthe initiative involve systema isclosures of personal information? If yes, please explain.

Please check th related Information Sharing Agreement !
(ISA) is attached. require assistance completing an ISA, please
~contact the Information Governance Officer. [

21. Does the program involve access to personally identifiable information for research or statistical
purposes? If yes, please explain.

No
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Please check this box if the related Research Agreement (i

legislatively required descriptors listed in section 69
information is required to be published in a publi

Please ensure Parts 6 and 7 are attached to y ubmitted PIA.

@Q&\?‘
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Part 6 - Information Governance Officer Comments
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Part 7 - Program Area Signatures

James MacDonald

L)‘”\L 22, R0l

Name of Individual leading the Date

Program/Project

(Normally the individual who

completed the PIA)

Allan Wilson Qu ZZ/ 20§6

Dare)

Date

Program/Department Manager or
Project Sponsor

James MacDonald
Contact Responsible for Systems

Maintenance and/or Security
(if applicable)

Uure 22 /p0it

Date

Adam Cullum
Information Governance Officer

& s & ‘z;ﬂ v
by " Please send a copy of this PIA with the [Sispectlve signatures to Adam Cullum for comment, review, approval & filing.
*‘: Afi nal copy of this PIA (w1th all mgnatures) wilPbe kept on record with the Information Governance Officer.

S T

L . =y e e g
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