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Why do | need to do a PIA?
Section 69(5.3) of the Freedom of Information and Protection of Privacy Act (FOIPPA) re
to conduct a privacy impact assessment (PIA) in accordance with the directions of the

ir privacy
accurately
assessed.

Part 1 - General

Name of
Department:

PIA Drafter: | SarahE

Email: Pho 250-960-5535

ne: | 250-960-5535

ext replace it with your own.

at UNBC as an alternative to in-person training sessions
ing KnowledgeWare’s training program will allow UNBC to

2. Scope of this PIA

The use of KnowledgeWare’s online training and completion tracking system will require some
personal data including the test taker’s potential failure to acquire WHMIS training that could be
used as part of a personnel evaluation to be transmitted between UNBC and KnowledgeWare’s
servers. Minimal additional personal data needs to be transferred to allow participants to register
and UNBC will receive notification of successful WHMIS training which is available to disclose to

1
COPY OF RECORD RELEASED JULY 31, 2024 IN RESPONSE TO FOI 24-18




U B c UNIVERSITY OF
NORTHERN BRITISH COLUMBIA

Privacy Impact Assessment
Online WHMIS Training 2015 by KnowledgeWare
Form adapted from the BC Government template for Non-

Ministry Public Bodies. June 2014 PIA# 16-001 (Office of the University Secretariat to assign)

the public upon request as per section 33.1(a.1) of the Freedom of Informa
Privacy Act.

otection of

3. Related Privacy Impact Assessments

NA

4. All Elements of Information or Data

Information that will be available to the service will incldde the train
employee/student numbers, UNBC email addres il grade for the r

If personal information is involved in your initiative, please c

if no personal information is involved, please sub arts 1, 6

through the completion of your PIA.

training.

g
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rt 2 - Protection of Personal Information

In the following questions, delete the descriptive text and replace it with

5. Storage or Access outside Canada

participant’s WHMIS training outside of Canada. Curr,
Toronto, Canada, with commercial backups at

(the owner)
and one programmer will sign a co access the

data when necessary.

6. Data-linking Initiative*

In FOIPPA,
following
initiative”

personal informati
compiled;

NA

o all three questions, please contact the
iscuss the requirements of a data-linking initiative.

“University Secretary

3
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7. Common or integrated Program or Activity*

In FOIPPA, “common or integrated program or activity” is stri
following questions to determine whether your initiative
integrated program or activity” under the Act. If you a
questions, you must comply with requirements under the
programs and activities.

1. This initiative involves a program or activity
services);

2. Those services are provided through:

bodies or agencies;

3. The common or inte

regulation.

Please check this
program or activi

ing initiative” or a “common or
and consultation on this PIA must
ivacy Commissioner (OIPC) as well.

ormation FlowDiagr nd/or Personal Information Flow Table

4
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ype FOIPPA

Authority
Collection 26(c)
Collection 26(c)
training, the Disclosure 33.1(a.1)

at he or she passed the
course an pri t a personalized certificate of
completion

4. | safety, Security an ergency Management department Disclosure & 32(a), 33.1
receives instant reports of which employees and students Use (e.1)(i), 33.1(l)
have completed their training. These results are separated
between employee and student groups. The information is
entered into an excel spreadsheet and is used to inform
UNBC which students and employees can work with
hazardous chemicals.

b
COPY OF RECORD RELEASED JULY 31, 2024 IN RESPONSE TO FOI 24-18



U B c UNIVERSITY OF
NORTHERN BRITISH COLUMBIA

Privacy Impact Assessment
Online WHMIS Training 2015 by KnowledgeWare

F dapted the BC G t templat Non- , , , .
M‘},’,’,.';,‘,’y‘}’,’uz,,-{’f;;"d,-;i June %‘;Z‘W" emplaie for Non PIA# 16-001 (Office of the University Secretariat to assign)
5. | If an error is made during registration and the completion Collectiofl 28,029

report information does not correspond with the actual
employee or student information, corrections are made by
the UNBC administrator or the program.

6. | knowledgeWare disposes of the information one year after \Disp@sition 31
the applicant takes the WHMIS test.

7. | UNBC disposes of test information after the WHMS Dispasitfon 31
certificate has expired. Currently WHMIS certificates are
valid for three years.

9. Risk Mitigation Table
Information that can be compromiseds

e Affiliation with UNBC
o UNBC number
o WHMIS tedining score and status

Ffﬂﬁfmtdﬁv\\ \ SN RLET B

Risk Mitigation Sfgtegy) Wy, | Likelihood | Impact |
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10. Collection Notice
University of Northern British Columbia
Safety, Security and Emergency Management Dep ent

Consent for the Disclosure of Personal Inf
Regarding Student Use of Knowled
WHMIS Online 2015

are

® Tracking students/em
is required by the

nd discloses information between
of the Freedom of Information and
ity for WHMIS training and completion

your information be

KnowledgeWare
11763 Darby St, Maple Ridge, BC V2X 5G1
Phone: 800-893-9333
Email: info@kccsoft.com
Website: www.kccsoft.com

7
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Part 3 - Security of Personal Information

If this PIA involves an information system, or if it is otherwise degmedinecessary to do so,
please consult with the UNBC University Secretary, the Chief Informationi@fficegjor the IT
Security Officer when filling out this section.

11. Please describe the physical security measures related to the initiative (if applicable).

12. Please describe the technical security measures related®o the initiativeyfif applicable).

13. Does your departmefit rely' @h@ny security policies? If so, indicatelhere:

14. Pleasefdestribe anyaccess controls andfer waysjin which you will limit or restrict unauthorized
changes (such\@s additions or deletiofis) to personalinfarmation.

15. Please describe how you track who'has access to the personal information.

Part 4 - Accuracy/Coreection/Retention of Personal Information

16. How is an individual’s information updated or corrected? If information is not updated or
corrected (for physical, procedural or other reasons) please explain how it will be annotated. If
personal information will be disclosed to others, how will the public body notify them of the
update, correction or annotation?
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Safety, Security and Emergency Management personnel will help correct errors
administrative interface.

17. Does your initiative use personal information to make decisions that
individual(s)? If yes, please explain.

The initiative is for the purpose of providing training. Evidenc
for work assignment or discipline.

18. If you answered “yes” to question 17, please explain

llation KNWM back-ups will

ormation? If yes, please explain.

19. If you answered “yes” to question 17, do you h

d mation Sharing Agreement
ire assist completing an ISA, please

pe ally identifiable information for research or statistical

Please check this box if the related Research Agreement (RA) is
attached If you require assistance completing an RA please contact the

9
COPY OF RECORD RELEASED JULY 31, 2024 IN RESPONSE TO FOI 24-18



U Bc UNIVERSITY OF
NORTHERN BRITISH COLUMBIA

Privacy Impact Assessment

Online WHMIS Training 2015 by KnowledgeWare
Form adapted he BC G ! Non- N . )
A;},’;T;,,y",f’,fi,if’;;"dﬁej_ ,u,,e%?zlmem remplate for Nor PIA# 16-001 (Office of the University Secretariat to assign)

22. Will a personal information bank (PIB) result from this initiative? |
legislatively required descriptors listed in section 69 (6) of FOIPPA. Unde
information is required to be published in a public directory.

e list the
tion, this

A Personal Information Bank will result from the use of Online W,

an individual requesting their own
rties must be treated as if the student

revised if there are any changes to the training
information are being disclosed to
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Part 7 - Program Area Signatures

Sarah Elliott NI \b( O6[ IS
Name of Individual leading the Signature Date '
Program/Project

(Normally the individual who

completed the PIA)

Sarah Elliott

Program/Department Manager or
Project Sponsor

N/A
Contact Responsible for

Maintenance and/or Secu
(if applicable)

\
Da

Signature '!!

N\

N/A
Date

N/A

or designate
Information

Governance Officer)

Please send a copy 0

A final copy of this PIA (w | signatures) will be kept on record with the Information Governance Office.

Zole/O6/]S

Date

Signature i

the respective signatures to Adam Cullum, Information Governance Officer for

comment, review, approval & filing.

COPY OF RECORD
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