UNBC %ggfﬁg/?LYB%I;TISH COLUMBIA Priva Cy lmpaCt ASS essment
o » RightLabs CampusRight

Ministry Public Bodies. June 2014 PIA#18-022 (Office of the University Secretariat to assign)

Why do | need to do a PIA (Privacy Impact Assessment)?
Section 69(5.3) of the Freedom of Information and Protection of Privacy Act (FIPPA) requike a public body to
for FIPPA. Public

PIA. If you have any questions about this PIA template or FIPPA general am Cullum (Information
Governance Officer) at adam.cullum@unbc.ca or (250) 960-5139 or visi

accurately assessed.

Part 1 - General

Department:
PIA Drafter:

Email:

irs) \

@unbc.ca \ Phon 250-960-5449

Name of ‘ Student Life
|
|

Department
Manager:

Email: Phone: | 250-960-5631

riptive t nd replace it with your own.

omation. With CampusRi can enjoy the most flexible university specific web forms
arket. Data jon, ti j

evaluation. The solutior\®ill not integrate with UNBC’s Student Integration System (Banner).
3. Related Privacy Impact Assessments

N/A.
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o » RightLabs CampusRight

Ministry Public Bodies. June 2014 PIA#18-022 (Office of the University Secretariat to assign)

4. All Elements of Information or Data

First name, last name, UNBC email address, personal preferences, locati
with events), accessibility needs, student card information?, a
information, institutional information.
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Part 2 - Protection of Personal Information

In the following questions, delete the descriptive text and replace i

5. Storage or Access outside Canada

RightLabs corporate officers are located in Edmonton, Alb, . (Ask pecific location of
the Amazon Web Services servers).

6. Data-linking Initiative*

1. Personal informa

personal inf
compiled;
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7. Common or Integrated Program or Activity*

integrated program or activity” under the Act. If you answe
you must comply with requirements under the Act for
activities.

1. This initiative involves a program or activityfthat
services);

es

2. Those services are provided throu
(a) a public body and at least one
collaboratively to provide that servi
(b) one public body working on behalf
bodies or agencies;

3. The common or inte

regulation.

Please check this
N/A

itiative” or a “common or integrated
ion on this PIA must take place with

Type FIPPA
Authority

1. | Note: We'll nee ee d demo to get these details. Contact | Collection 26(c)

Contracts departmént (Evelyn Evens and/or Leslie Burke) for

assistance. I’m sure we have to make it clear that we are

not necessarily using their service, but we’ll get a general

idea of whether this program would work and/or if we have

to do (or would benefit from doing) an RFP.
2. Disclosure 33.1(7)
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UNBC NORTHERIN SRITISH COLUMBIA Privacy [mp act Assessment
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Form adapted from the BC Government template for Non-

Ministry Public Bodies. June 2014 PIA#18-022 (Office of the University Secretariat to assign)
3. Disclosuf & 332(c) and
Use 32(a)

9. Risk Mitigation Table

Please identify any privacy risks, even very unlikely ones, aéSociatedfwith thefnitiative and the
mitigation strategies that will be implemented. Please pa@¥ide detailSN@f.all&¥ch strategies. Also,
please identify the likelihood (low, medium, or high) of #¥s riskahappening@nd the degreedfimpact
it would have on individuals if it occurred.

Examples can be removed and additional linesi@dded asyneeded.

Risk Mitigation Table _—

Risk | MitigationStrategy Likelihood | Impact

10. Collection Notice (Need toxcomplete section 8 before filling in).

If your initiative is coll@eting personal information directly from individuals you must ensure that
all individuals involved areéytold the following:

1. The purpose for which the information is being collected

2. The legal authority for collecting it, and

3. The title, business address and business telephone number of an officer or employee
who can answer questions about the collection.
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Please include your proposed wording for a collection & consent notice and
for individuals to read before collection takes place. You can also attach a
your form where the collection notice would be located.
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Part 3 - Security of Personal Information

Please consult with the Information Governance Officer, the Chief Information Officer or the
IT Security Officer when filling out this section if you have any questions.

11. Please describe the physical security measures related to thenitiativedif applicable).

12. Please describe the technical security measures rélated to the initiative (if applicable).
(Ask for technical security protcols).
13. Does your department rely on any security policies? If soj indicate here:

14. Please describe any access controlsand/orways in which youaill limit or restrict unauthorized
changes (such as additions'or deletions) to personal information:

15. Please describe how.you track Who has access to the personal inférmation.

Need magelimfermotien fromRightLabs.

Part 4 - Accuracy/Correction/Retentionof Personal Information

16. How is an“individual’s informationjupdated or corrected? If information is not updated or
corrected (for physical, procedural or‘other reasons) please explain how it will be annotated. If
personal informationgwill be disclosed to others, how will the public body notify them of the
update, correction or ahnotation?

The Student Life Coardinatorwill be responsible for updating and correcting any personal
information that a student identifies as incorrect. (Unless students can update their own data with
ease?) if information mustbe disclosed to others for purposes under the Act, the Student Life
Coordinator will inform the student at the time the disclosure occurs.

17. Does your initiative use personal information to make decisions that directly affect an
individual(s)? If yes, please explain.

Yes, it is an event management tool.
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UNBC %gg/EFTgII?LYB%I;TISH COLUMBIA Priva Cy lmpaCt ASS essment
o » RightLabs CampusRight

Ministry Public Bodies. June 2014 PIA#18-022 (Office of the University Secretariat to assign)

18. If you answered “yes” to question 17, please explain the efforts that will be
that the personal information is accurate and complete.

Students will be inputting information themselves and will be inform
Coordinator will provide support if the student has any issues.

19. If you answered “yes” to question 17, do you have a recor

RightLabs will hold information on their serve . nal

Part 5 - Further Information

20. Does the initiative involve syste

oth collection

N/A

d Research Agreement (RA) is attached.
nce completing an RA please contact the N/A
Officer, the UNBC Research Office or UNBC

If you requ as.
Information Go an
Archives.

22. Will a personal information bank (PIB) result from this initiative? If yes, please list the legislatively
required descriptors listed in section 69 (6) of FIPPA. Under this same section, this information is
required to be published in a public directory.

No.
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Please ensure Parts 6 and 7 are attached to your submitted PIA.

Part 6 - Comments, Conditions & Concerns

Gov nce Officer as of

to the sc this %

This PIA is based on a review of the material provided to t
the date below. If, in future any substantive changes ar,
body will have to complete a PIA update and submit for appro
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Part 7 - Program Area Signatures

Dakota Den Duyf
Name of Individual leading the a
Program/Project

(Normally the individual who
completed the PIA)

Amelia Kaiser (Interim)
Manager, Student Affairs Signat

N/A

Contact Responsible for Syste

Maintenance and/or Securit
(if applicable)

Adam Cullum
Information Gov nce Officer Signature Date
(Privacy Officer)
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