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Initiative Lead name and | Andreas Hirt, Assistant Professor

title:

Initiative Lead phone: 250 640 8570

Initiative Lead email: andreas.hirt@unbc.ca

Privacy Officer: Kellie Howitt, Senior Govesnance Officer

Privacy Officer phone: 250-960-5240

Privacy Officer email: kellie.howitt@unb

General information about the PI

Data linking

Is personal informati i d with onal information

or which the personal

? NA

Yes |:|
™ Kl
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1.

Does this initiative involve a program or activity that provides a service (or services)
through a public body that is working on behalf of one or more other public bodies or

agencies?

Office of the Information and Privacy Co
advice, and timelines.

Related PIAs, if any: NA

out your work will

other stakeholders are.

provided by i or completing tasks assigned by the instructor. It contains no personal

information.
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2.  What s the scope of the PIA?

Your initiative might be part of a larger one or might be rolled out in phases. What part of the

initiative is covered by this PIA? What is out of scope of this PIA?

The scope is only for teaching purposes. The user for business purposes is not permitted, and is
completely out of scope of this PIA.

3. What are the data or information e

access as part of your initiative. If
datasets, you can list categories

in an appendix.

Data Element Method of
Collection or

Disclosure

Fictitious Direct
company S
informatio

Direct
entries. Information
titious account number,

Receivables
Ledger

dger to bookkeep fictitious vendors Direct
ods and services) and enter specialized
, orders, and quotes. Information includes
endors (e.g., name, address, contact info,
options, taxes, etc) and fictitious purchases journal
tries (e.g., vendor, invoice no, date, order no, items
em #, quantity, unit, item description, price, tax, early
payment terms, etc).

Payables Ledger | Specialized ledger to bookkeep fictitious customers Direct
(consumers of goods and services) and enter

specialized sales, orders, and quotes. Information
includes fictitious customers (e.g., name, address,
contact info, ship-address, options, taxes, etc) and
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fictitious sales journal entries (e.g., customer, shipping
address, invoice no, date, order no, items (item #,
quantity, unit, item description, price, tax, early payment
terms, etc).

Inventory Inventory & services to be purchased and sold, as well Direct
as inventory adjustments. Inventory includes fictitious
inventory items (e.g., item no, deggription, quantities,
units, pricing, linked accounts and fictitious

is intentionally fictitious and provided

personal information are at risk of collecting personal

could result in an information incident.

NO PERSONAL INFORMATION IS BEING COLLECTED, THEREFORE, PARTS 2 — 8 DO NOT NEED
TO BE COMPLETED.
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PART 2: COLLECTION, USE AND DISCLOSURE

This section will help you identify the legal authority for collecting, using and disclosing personal
information, and confirm that all personal information elements are necessary for the purpose

of the initiative.

5. Collection, use and disclosure
Use column 2 to identify whether the action i
personal information. Use columns 3 and 4

collection, use or disclosure.

Use this column to describe Collection,

information moves thro use or

by step as if you we discl e

who does not know about initiative.

Optional: Insert a drawin flow diagr ere or in an appendix if you think it will help to

explain how each di connected.

ersonal information directly from an individual the information is about,

FIPPA requi provide a collection notice (except in limited circumstances).

Review the sample collection notice and write your collection notice below. You can also attach

the notice as an appendix.
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PART 3: STORING PERSONAL INFORMATION

If you’re storing personal information outside of Canada, identify the sensitivity of the personal

information and where and how it will be stored.

7. Is any personal information stored outside of Canada?

Yes |:|
No [

8. Does your initiative involve sensitiv:

Yes |:|
No [

e Ifyes, goto

e Ifno,gotog

9.

mation being disclosed ide of Canada under

no, go to Part

, 80 to question 1(&\ E

personal information involved in your initiative?

MENT FOR DISCLOSURES OUTSIDE OF CANADA

Complete th tion'if you are disclosing sensitive personal information to be stored outside

of Canada. You may need help from your organization’s Privacy Officer. More help is available

in the https://www.oipc.bc.ca/resources/guidance-documents/

11. Is the sensitive personal information stored by a service provider?
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No [

o Ifyes, fill in the table below (add more rows if necessary) and go to question 13

e If no, goto question 12

Name of service provider Name of cloud infrastructure | Where is the sensitive
and/or platform provi personal information stored
(if applicable) (including backups)?@
12. Provide details on the di ure, i ing to whom it is d and'\where the

sensitive personal j

13.

stored. \
include privac&?

ted to your initiative.

thorized access to sensitive personal

16. Provide details ab ho u will track access to sensitive personal information.
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17. Describe the privacy risks for disclosure outside of Canada.

Privacy risk

Impact to

individuals

of the sensitive

rsonal information

ow, medium, high)

privacy risk

considering

t
likelihood)

b

Is there any outstanding
risk?

If yes, please describe.

$

&
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Outcome of Part 4
The outcome of Part 4 will be a risk-based decision made by the head of the public body on

whether to proceed with the initiative, with consideration of the risks and risk responses,

including consideration of the outstanding risks in tion 17. The public body may

document the decision in an appropriate for
body or by using this PIA template.

PART 5: SECURITY OF PERS

volve digital too s or information systems?

OArmine whether you need a security

sessment to edsure the initi meets the reasonable security requirements of FIPPA

section 30
18.1 ill yo ve a security assessment to help you ensure the initiative
meets ments of FIPPA section 30?
Yes
No

e If yes, you may want to append the security assessment to this PIA. Go to question 20

e Ifno, goto question 19

10
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19. What technical and physical security do you have in place to protect personal
information?

Describe where the digital records for your initiative are stored (e.g., on your organization’s

LAN, on your computer desktop, etc.) and the technical security measures in place to protect

those records. Technical security measures include s e passwords, encryption, firewalls, etc.

Physical security measures include restricted acc cabinets or server locations, locked

doors, security guards, etc.

If you have completed a security assessment, to the PIA.

20. Controlling and tra g acc

Please check each st at describ w you limit orgestrict w n access personal

information and how you ke ck of who has acce nal information in the past.

Insert your strategies if nee

Strategy

personal information

RRECTION AND RETENTION

In Part 6 i nstrate that you will make a reasonable effort to ensure the personal

information th u have on file is accurate and complete.

21. How will you make sure that the personal information is accurate and complete?

FIPPA section 28 states that a public body must make every reasonable effort to ensure that

an individual’s personal information is accurate and complete.

11
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22. Requests for correction
FIPPA gives an individual the right to request correction of errors or omissions to their

personal information. You must have a process in place to respond to these requests.

22.1 Do you have a process in place to correct personal information?

Yes |:|
No [ ]

you know you

ation in the last year, quires you to notify the

hird party of the r correction. Will you ensure that you

ations when necess

N\

information to make decisions that directly affect

12
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24. Do you have an information schedule in place related to personal information
used to make a decision?

FIPPA requires that public bodies keep personal information for a minimum of one year after

it is used to make a decision. In addition, the Information Management Act requires that you

dispose of government information only in accordance with an approved information

schedule.

Yes |:|
No [ ]

rmation will be kept for a mi um of

simple list of
tis:

tet ble below.

on in the bank

Name of mai anization involved

Any other ministries, agencies, public bodies or organizations involved

13
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Business contact title and phone number for person responsible for managing the Personal

Information Bank

PART 8: ADDITIONAL RISKS

Part 8 asks that you reflect on the risks to person ormation in your initiative and lis

risks that have not already been addressed by

26. Risk response

Describe any additional risks that arise from collecting,
personal information in your i tive t ot been addres

template.

Add new rows if negessary:.

Possible ri Response
PART 9: SIGNA4UR
You have completed a Sub e PIA to your Privacy Officer for review and comment, and

then have t se responsible for the initiative.

Privacy
The departme as indicated no personal information will be collected, therefore Parts 2 — 8
do not need to be completed. If there are changes to how the department uses this software in

the future, this PIA will need to be revised.

14

COPY OF RECORD RELEASED JULY 31, 2024 IN RESPONSE TO FOI 24-18



Signatures

Program/Project Lead: _Andreas Hirt

Position: Assistant Professor, Computer Science Department

| am not collecting, using, storing, sharing, disclosing, or deleting any personal
information for this initiative. | commit to following the documented practices on this PIA,
or arranging a PIA amendment if | am awarefinformation management practice§'in this
initiative change.

signare: NN Dte: NIV 22, 2022

Director or Dean Overseing the Program/Project: Deberah Raberts

Position: Dean, Eaculty of Sciénce and Engin€ering

| am accountable.for overseeing my employees igvolved in this initiative to ensure they
adhere to information management practices presented in‘this PIA. | will arrange for the
project lead named above to contact the Privacy Officer to arrange a PIA amendment if
required.

Signature: _— Pate: Nov. 23, 2022

Name of Chief Information Security Officer? Dave Kubert

Signature: Date: Nov. 23, 2022

Name of Privaey,Officeri,. Kellie Howitt
Positidh: Sehior Governance Officer

| confirm thatthis initiative to the best of my knowledge as written in Part 1, has
information mahagement practices that comply with British Columbia’s Freedom of

Information andProtection of Privacy Act and does not require a full PIA.

15
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