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PIA# (Privacy Officer to complete)

Why do | need to do a PIA?
Section 69(5.3) of the Freedom of Information and Protection
to conduct a privacy impact assessment (PIA) in accordan
Public bodies should contact the Privacy Officer to det

have any questions about this PIA template or FOI‘g

rivacy Act (FOIPPA) requires the head of a public body

shelley.mckenzie@unbc.ca or (250) 960-6310 or visit :

What if my initiative does not include pe information? .
Public bodies still need to complete P of the ubmit it along wi ignatures pages to their privacy
office(r) even if it is thought that erson formation is involved. This € es that itiative has been accurately

assessed. I

Part 1 - General

Name of Information Tec?nology Services _\
Department: || k

|
PIA Drafter: __ Kevin‘wart ‘ x
Emailg jdtewart@unb‘ v Phone: | 250-960-5636
Progra?n_Mana&er:_,_GregCondonl \ ‘
Email: y —WGreg.condo‘—ch.ca _‘i Phone: | 250-960-5289

In the following questionS;delete the descriptive text and replace it with your own.

1. Description of the Initiative

UNBC currefitlygtises two methods of access for students and employees depending on the services
they need to'aecess. Onelmethod makes use of the student/employee ID and an associated 6 digit
PIN. Theyotheruses a UNBC supplied username and a user defined password. 6 digit PIN’s are
relatively“easy to ‘ctack making them not the best choice for security and having two sets of
credentials causes endless confusion for first year students. In an effort to make it easier for
students and employees while improving our security we are moving to using Active Directory
credentials for accessing online services at UNBC. Students will get information on their account
and how to activate it on admission and employees will be given this information on their first day
of work.
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2. Scope of this PIA

. This PIA covers the implementation of a single' credential for Banner Self-Service

referred to as SSO for Banner Self-Service.

3. Related Privacy Impact Assessments
NA
4. All Elements of Informati

ent or employe ] of their UNBC supplied
username, their st@dent oyee ID and a unique | ifi them to activate their

o the next page to complete your PIA.

7 to your privacy office(r). They will guide you

V atic involved, ple

through the pletion of your PIA.

N3
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Part 2 - Protection of Personal Information

In the following questions, delete the descriptivé text andyreplace it with your own.

5. Storage or Access outside Canada

Data for this initiative is stored in secured databases ingUNBC’s own secured data center. Ohly
UNBC authorized IT personnel haveyaccess to the data center.

6. Data-linking Initiative*

In FOIPPA, "data linking" and “data-linking initiative’fare strictly defined.” Answer the
following questions to \determine ‘Whether your _hitiative qualifies as a “data-linking
initiative” under the Act."Ilfyyou answer “yes” to all 3'questions, youbinitiative may be a
data linking initiative and you must comply with specific requirements under the Act
related to data-linking initiatives.

1. Personal information from one databaseiisilinked or combined with

. . yes
personal information from another database;
| 2. The purpose for the linkage is different'from those for which the
personal information in_gach database was originally obtained or no
compiled;
3. The data linking isfoccurring between either (1) two or more public no

bodies or (2) one or more public bodies and one or more agencies.

If you have answered “yes” to all three questions, please contact the Privacy
Officer to discuss the requirements of a data-linking initiative.
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7. Common or Integrated Program or Activity*

questions, you must comply with requi
programs and activities.

1. This initiative involves a
services);

2. Those services

mon or integrated
three questions above.

Contact the Privacy i determine how to proceed with this notification and
consultation in the earl

Personal Infcrmation Flow Table

Descriptio FOIPPA
Authority

1. | Based on information in our ERP an email or paper letter is
sent to student or employee notifying them of the their user
account and giving directions on how to activate their
account
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2. Student/Employee goes to a UNBC website to activate their
account. Information needed is their student/employee
number, their username and a UNBC providéd unique
identifier. |

& —_— v A A

3. Student/employee provides a non-UNBC emailaddress fof
potential use in case of a lost or forgotten\password,, séts |
their password and gains access to a subset.of UNBConline
services.

9. Risk Mitigation Table

Please identify anydpFiva@cisks associaged with the iniii@tive and th@lnitigation strategies that
will be implemented. Pled§é provide details of alldStchlstrategies. lso, please identify the
likelihood (lquismedium, or higlaef this risk happenifig and Mi@&degree of impact it would have on
individualgif it occurred.

Examples ‘can be removed and additional lines added'as.needed.

Risl Mitigaticn Table __

Risk Mitigation Strategy Likelihood | Impact

.
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10. Collection Notice
Sample of notice going out to usefs:

Dear Sample User,
Username: sampleu

User ID: 230029991
Activation PIN: 95941500

UNBC is changing the process by which you’ll rec@ver your username'op password if you forget either
of them. We are providing a new Password Self Servicetéol.which will allow you to manage and
recover your aceount information without needing tQ visit the'Setvice Desk. This will require you, this
one time, to add a'téeevery cmail address tOyyour account.
To confirm§oeur password and set yourgecovery information, go to the UNBC Login Centre and click
the Password(Self Service link. Oncgfthere, youthave two\options:
1. VIfgou know your password, simply sign inwith the Username listed above.
2. Ifyou do not know yout'password, click the Activate Account link and follow the instructions
after signing in withfyour Username, User ID (employee number), and Activation PIN listed
above.

In both cases, you mustfollow theprocess all the way through to ensure we have a recovery email
address on file for you.

After this one-tfime-activation yow’ll be able to use your Username and Password to access the
Password Self Service tool, and‘ean easily recover your Password if you forget it.

If you have'any concetns, or believe you’ve received this message in error, please contact the Service
Desk at 250-96025321 or'support@unbc.ca.

Thank you,
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Part 3 - Security of Personal Information

If this PIA involves an information system, ordf it is otherwise deemed necessary to do so,
please consult with the Privacy Officer, CIO orIT Secufity Officer when filling olt this section.

11. Please describe the physical security measures related,to the initiative (if applicable)s

12. Please describe the technical security measures related to the initiative (if'applicable).

13. Does your départment rely on any security policies? If so, indicate here:

14. Please describe any access controls and/or waysiin which your will limit or restrict unauthorized
¢hanges (such as'additions or deletions)ito personal information.

15. Please describe how you track whoyhas access to the personal information.

Part 4 - Accuracy/Correction/Retention of Personal Information

16. How ishan individual’s information updated or corrected? If information is not updated or
corrected (for physical, procedural or other reasons) please explain how it will be annotated. If
personal informationywill be disclosed to others, how will the public body notify them of the
update, correction or annotation?

Recovery email information can be corrected our updated by the user logging into UNBC'’s
password management tool. Corrections to email or physical addresses that are stored in our ERP
need to be done through the appropriate channels of either the Registrar’s office, Human
Resources office or Alumni Relations office.
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17. Does your initiative use personal information to make decisions that directly affect an
individual(s)? If yes, please explain.

No.
18. If you answered “yes” to question 17, pleas i fforts that will be mad ensure

ersonal information? If yes, please explain.

atic disclo S

lated Information Sharing Agreement
assistance completing an ISA, please

ift
(ISA) is attached. I
contact j

21. Does the programiinvolve access to personally identifiable information for research or statistical
purposes? explain.

No.

Please check this box if the related Research Agreement (RA) is
attached. If you require assistance completing an RA please contact the
Privacy Officer, the UNBC Research Office or UNBC Archives.
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22. Will a personal information bank (PIB) result from this initiative? If yes, please list the
legislatively required descriptors listed in section ) of FOIPPA. Under this same section, this
information is required to be published in a pu
No

A personal information bank means a ¢
retrievable by the name of an individual or
assigned to an individual.
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Part 6 - Privacy Officer Comments

This PIA is based on a review of the material provided to the Privacy Officer as of the date below. If, in future any
substantive changes are made to the scope of this PIA, the public body will'have to complete a PIA Update dnd submit it to
Privacy Officer.

These comments also reflect the discussions of a representative group including: ITS, HR (and faculty HR), Office of the
Registrar and Development (Alumni Relations).

ITS has determined, and there seems to be general understanding that, SSO represents a needed andpositive
improvement in security and service.

SSO does not involve the colle€tion, by UNBG, of new or different persanal infasmation. It isinstead, intended
to be an improved and mofe secure method of‘aceessing informatigh currently collected and stored - in part
by eliminating the d-o-b PIN reset,"and also by reducing the number.of passwords andyogin options to one
username and passwiord - (with improved complexity requirements?)

The main concern identified, is the way in which the infésmation needed to make the transition, or to set up an
account, will be delivered to employees and students: All informiation needed will be delivered in a single email
(generated automatically whefn'a new student or employee is “€reated”in banner), and the information
providedwill allow an‘individual to set up or aceess an accolint without an additional verification step. If this
information is delivered to the wrong person, andifithat person chooses to do something with the information,
they woulddquite easily have full access to whatever infermation is available in the account linked to that login
information.

The concern’is minimized for existing studentsiand existing employees as we have an existing email connection
with these individuals. Répnew employees the concern is still minimal, in part because the volume is
reasonable, and also becauseiemail cammunication would in all likelihood be established with an individual
through the hiring,process.

The risk with,respect'to Alumni (where again, we will likely have an established email communication) is more
a relationship risk than@security risk. That is, an interruption or new barrier to access presented by a change in
process. Coordination between the Help Desk, Alumni Relations and ITS to ensure smooth transition and ease
of access for Alumniiisito be discussed at a separate meeting.
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Part 7 - Program Area Signatures

Program/Department Manager

Privacy Officer/Privacy Office
Representative

Head of Public B
(at UNBC, this i

designate
e Privacy Officer)

Signature

Please se lley McKenzie for comment, review, approval & filing.

signhatures ept on record with the Privacy Office.
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