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Why do I need to do a PIA (Privacy Impact Assessment)?

Section 69(5.3) of the Freedom of Information and Protection of Privacy Act (FIPPA) requires the head of a public body to
conduct a privacy impact assessment (PIA) in accordance with directions of the minister responsible for FIPPA. Public
bodies should contact the Information Governance Officer etermine internal policies for review,and sign-off of the
PIA. If you have any questions about this PIA templat ullum (Information

Public bodies still need to complete Pa Information
Governance Officer even if it is thoug ionisi i hat the initiative has been
accurately assessed.

Part 1 - General
Name of
_Department:
PIA Drafter:

| patrons of the Geoffrey R. Weller library for conducting room reservations

and requestin ointments with librarians.
3. Related Privacy Impact Assessments

PIA #17-011 Springshare LibAnswers.
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4. All Elements of Information or Data

Name of patron, UNBC email address, # of people in a room, subject of support needs, hours of
operation, scheduled booking times (room and dur

If personal information is involved in your initiative, please
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Part 2 - Protection of Personal Information

In the following questions, delete the descriptive text and replace it with your own.

5. Storage or Access outside Canada
Data is stored within Canada with active a

6. Data-linking Initiative*

In FIPPA, "data linking" a
questions to determin

er (1) two or more public

. no
d one or more agencies.
ions, please contact the
o discuss the requirements of a data- N/A
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7. Common or Integrated Program or Activity*

In FIPPA, “common or integrated program or, activity” is strictly defined. Answer the
following questions to determine whethe ur initiative qualifies as “a common or |

activities.

1. This initiative involves a progra
services);

ing initiative” or a “common or integrated
consultation on this PIA must take place with
Privacy Commissioner (OIPC) as well. Contact the
ermine how to proceed with this notification and

| Type FIPPA
Authority
1. | Student aetesses a link from the library website that brings | Collection 26(c)
them to the LibCal website to login using their UNBC
credentials to the service.
2. | Once logged in, the student selects whether they need a Collection 26(c)
room booking or an appointment with a librarian.
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——

l‘3 | For a room bookmg, the student’s name and email address Collection 26(c)
will populate from active directory using CAS. The student
will enter the number of people in the room, andelect an

|

I

available date/time. !
oo > |
F

4. | The Supervisor — Circulation Services accé§ses theom Use/DisclosurgdV32(a), 33.1(e),
I booking information as needed to projide CUst@mer servig@ 33.e’1)
{

|
i | to patrons
|
|

| 5. | For an appointment with a libgarian, the student s mame Collection 26(c)
| and email address will pogulatefgam, acti@directory using
| CAS. The student will provige the subjectipaatter of the |

—_— _—_.L -

| request for support, |
NS _ S _ N,
6. | The Access Servi€eésbibrarian usesieoking informatigfifto Use/Disclosure | 32(a), 33 1(e), |

: prepare supp@rts forthe student as needed. ' l 33.1(e.1 )
7. | studenteiilieeceive conf/rmatlon that the booking or Use ‘ 32(a) |

I appoifitment has been completed. Resources will be made

avallable for the st@iélent to use the servige@sequested

| 8. All /dent/ftab/e personal mformat/on is scrubbed afterbeing Protection/ 30 31
backloggethfes@ne month and réplaced with\h@shed Disposition
content.

9. RiskMitigation Table

Pleasedidentify any prilacy risks, evegwery unlikely ones, associated with the initiative and the
mitigation strategies thatWill be implemented. Please provide details of all such strategies. Also,
please identify the likelihood\lew, medium, or high) of this risk happening and the degree of impact
it would have on individlgls if i@ecurred.

Examples cambe remoiiedxand additional lines added as needed.
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10. Collection Notice
The library contacts section of the website Will includeth@following statement:
Use of Springshare Services:

Emails and SMS messadjes séatyto library addresses indicateghby an asténisks Will be processed
through the library§ticketing seftware LibAnswers. Libgary ré@m bookings'aagscheduling
appointments with Yibrarians will belprocessed using bCal. TheSelservices are hosted by a
third-party company (Spkingshare LLC.) in TorontogOmtario. Springsh@ise’s privacy policies are
available hewey The librarytakes precautions to fifotect the,personal data you provide in order
for us g@'address your questions and assist in your library résearch. By using this service, you
are cOpsenting to the transfer of your infafmation to LibAnswegs or LibCal when you make an
information requesti@nd accept any risk t@your@hivacy associated with disclosing your
personahioformatin to a third party servicel UNBEdoesinot guarantee the security of your
informationlWilien you are using fhikd party semices. Your questions and our answers will be
usedland.stored by the univeddity forthcee yers to allow aggregate analysis of trends and to
eafionce cstomer suppoilto regular Useks. If You have questions or concerns please contact
the University Librariapfet heather.empey@unbc.ca or 250 960 6612.

Emails will provide adeoter URL linking to this statement. All staff will also direct students and
community members tO\this statementybefore advising students and community members to use
this service.

LibCal’s semwice will inclile a custom message when students make requests for access to support
from librafigrs withithesfellowing message:

Thislookingdservice is provided by Springshare and information you enter when booking an
appointment With a librarian is not directly controlled by UNBC. The Geoffrey R. Weller library
does notW@isk you to input any additional identifying personal information such as student
number in ofder to book an appointment. Please put in enough information to allow a librarian
to support you, but do not input any information that is proprietary or confidential into this
booking service. By using this service you accept any risk to your privacy associated with
disclosing your personal information to a third party service. If you have questions or concerns,
please contact the University Librarian at heather.empey@unbc.ca or 250 960 6612.
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Part 3 - urity of Personal Information

Please consult with the Information Governance Officer, the Chief Information Officer or the
IT Security Officer when filling out this section if yowhave any questions.

11, Please describe the physical security measures related#o the initiative (if applicable).

12. Please describe the technical securityimeasuresrelated to the initiative (if applicable).

13. Does your/department rely on any security palicies? If so, indicate,here:

14. Please describe any access control§and/enways imwhich you will limit or restrict unauthorized
changesf{suchas’additions or déletions) to'personaliinformation.

15. Please describe how you trackMho has access to the personal information.

Part 4 - Accura orrection/Retention of Personal Information

16. How is an individual’s information updated or corrected? If information is not updated or
corrected (for physical, procedural or other reasons) please explain how it will be annotated. If
personal information will be disclosed to others, how will the public body notify them of the
update, correction or annotation?

Information taken from active directory will need to be changed there. The student is responsible
for ensuring the accuracy of any information they enter into the system.

COPY OF RECORD RELEASHD JULY 31, 2024 IN RESPONSE TO FOI 24-18



UNBC %ggE:é;LYB%’I:TISH COLUMBIA Privacy ImpaCt Assessment
Springshare LibCal

Form adapted from the BC Government template for Non-
Ministry Public Bodies. June 2014

PIA#18-020 (Office of the University Secretariat to assign)

17.

18.

19.

Does your initiative use personal information to make decisions that directly affect an
individual(s)? If yes, please explain.

No.

If you answered “yes” to question 17, pl he effofts that will be

that the personal information is accurate te.

N/A

If you answered “yes” to quésti ve a records ret and/or disposition
schedule that will ensur i i ar after it is used in

In the LibCal ser of the request after one

month. LibCal

conduct res

Please check this box if the related Research Agreement (RA) is attached.

If you require assistance completing an RA please contact the N/A
Information Governance Officer, the UNBC Research Office or UNBC

Archives.
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22. Will a personal information bank (PIB) result from this initiative? If yes, please list the legislatively
required descriptors listed in section 69 (6) of FIPPA. Under this same section, this information is
required to be published in a public directory.

No.
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Part 7 - Program Ar ignatur

Annelise Dowd N oy 7/ / IJ}

Name of Individual leading the Sig Date
Program/Project

(Normally the individual who

completed the PIA)

Moy 7//?

Heather Empey
Director or Dean Overseeingthe Date
Program/Project

A .
GectFrod f)cljoA /(/ ) /
Svettine M NovL/ |
Contact Responsible for Systems Date

Maintenan¢e and/or Secugity
(if applicable)

Adam Cutllum

f
Information Governance Officer ignature Date /
(Privaey Officer)

Once the PIA has been approvle‘g)&ittwithout conditions, the Information Governance Officer will collect signatures
from the indilidualSlindicated'above. A copy will be provided to all signatories for convenience or to attach to a
requisition or file with a contract.

A final copy. of thiSIRIA (with all signatures) will be kept on record with the Information Governance Officer.
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