UNIVERSITY OF
UNBC NORTHERN BRITISH COLUMBIA Priva Cy lmp act Assessment
StarRez Portal X and StarRez Web
Form adapted from the BC Government template for Non-

Ministry Public Bodies. June 2014 PIA# (Office of the University Secretariat to assign)

Why do | need to do a PIA (Privacy Impact Assessment)?

Section 69(5.3) of the Freedom of Information and Protection of Privacy Act (FIPPA) requires the head of'a public body to

ible for FIPPA.

Public bodies still need to complete Part 1 of the PIA an
Governance Officer even if it is thought that no person
been accurately assessed.

Part 1 - General

Name of UNBC Housin
Department:

PIA Drafter:

Email:

Department
Manager:

Email:

d by the initiative or software. |If areas are purposefully out of

3. Related Privacy Impact Assessments

This section will identify if any other PIAs have been completed or are in the processes of being
conducted that are related to this PIA. The Information Governance Officer may need to complete
this question.

COPY OF RECORD RELEASElD JULY 31, 2024 IN RESPONSE TO FOI 24-18



UNBC %ggfﬁgéZYB%TT/SH COLUMBIA Privacy Imp act Assessment
StarRez Portal X and StarRez Web

Form adapted from the BC Government template for Non- P I A #

Ministry Public Bodies. June 2014 (Office of the University Secretariat to assign)

4. All Elements of Information or Data

If personal information is involved in your initiative, please conti ge to complete yo A.
If no personal information is involved, please submit Part o the Information Governanee O for re .
You will receive support completing the remaining steps of t 4
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Part 2 - Protection of Personal Information

In the following questions, delete the descriptive text and replace i

5. Storage or Access outside Canada

stored.

6. Data-linking Initiative*

e for which the
lly obtained or yes/no

either (1) two or more public
and one or more agencies.
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7. Common or Integrated Program or Activity*

following questions to determine whether your initiative
integrated program or activity” under the Act. If you a
questions, you must comply with requirements under t
programs and activities.

1. This initiative involves a program or activity
services);

i (or y o
2. Those services are provided through:
(a) a public body and at least one o icbody or agency working
collaboratively to provide that service ye
(b) one public body working on behalf o i
d i en

bodies or agencies;

3. The common or integ
documentation tha
regulation.

Please check this b
program or activity

yes/no

” "

ing initiative” or a “common or
and consultation on this PIA must
rivacy Commissioner (OIPC) as well.
termine how to proceed with this
es of developing the initiative, program or

a r Personal Information Flow Table

that shows how your initiative, program or IT solution will
personal information (see examples below). Your diagram and/or
authorities for the collection, use, and disclosure of personal

ed. Both a flow diagram and a table must be included if the PIA is
related to a common or integrated program or activity or a data-linking initiative.

For ease of reference, the collection, use, and disclosure authorities in FIPPA can be found in the
appendices. If you do not know what the relevant authorities are, please contact the Information
Governance Officer.

COPY OF RECORD RELEASéD JULY 31, 2024 IN RESPONSE TO FOI 24-18



U Bc UNIVERSITY OF
NORTHERN BRITISH COLUMBIA

Form adapted from the BC Government template for Non-
Ministry Public Bodies. June 2014

Privacy Impact Assessment

StarRez Portal X and StarRez Web

PIA# (Office of the University Secretariat to assign)

involved in the initiative.

Example:

Personal Information Flow Diagram (Example: Public body receives requests fro

Citizen sends an email
requesting service from the
public body

Citizen

The service requested is
sentto the client

Email is received by an
analyst
[Collection - 26(c)]

Public Body

Public Body
Service
Provider

-32(a)]

Internet

Personal Information Flow iable

Information regarding the
izens reguest is posted on the
public body’s website
[Disclosure — 33.1(a.1)]

iformation flows in your initiative

row and place these steps in
dditional lines as needed until you

, and disposition of the information. The
e type and FIPPA authority columns.

Description/Purpose Type FIPPA
Authority
Email recei ro ient requesting service Collection 26(c)
2. | Waitlist managed in system under Portal Disclosure 33.1(7)
3. | pemographic information from importer S3 for Disclosure & 33.2(c) and
demographic reporting Use 32(a)
Uses development to not change information
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Add dashboards broken down by categories, personal to
share vs published (which everyone can see). Share is
optional and only the creator can edit. Publish is produced
and cannot be edited or deleted except by the creator. Share
you can create a version of for customization but it makes a
duplicate and doesn’t edit the original. Report Panel all
reports to appear on the dashboard. Duplicate and publish
allows user to change the dashboard and keep the @Fig
dashboard for everyone else.

Rooms management: Divides by location,
room and room space. Assign a student to a
location, building, floor, room a
student spaces). Not all room sp
students (i.e bathroom) (cg

become suite ass
placed. Under occ

naging booking, room
View button opens up the booking
to show stay andibilli ails. Also links to change log.
Edit button allows t changes to the booking. Drag and
drop to change booking for someone who hasn’t checked in
with confirmation screen.

Bulk room configuration allows you to associate the room
with particular lifestyle choices of students like green
community, all female suites, academic intensive, (forgot
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fourth one). Tools - > Advanced Tools - > Portal.

Application = Reserved = In Room 2 History ... Reserved
- Cancelled. (Entry Statuses)

Entry Entry Status (If in room it is active) or a Booking Entry
Status (activity is dependent on individual booking. If no i,

workflow steps. Assign workflo
Movement allows you to tegag

. With custom
it further

t from the portal. Portal options
are external facing include web description, active date,
amount charge per entry, associated charge item in the
database, web image location URL, web comments field.
*** Anyone can post events to the portal prior to approval
*** Can attachments, attendees, notes, resources, and
tasks,
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Evaluation of event comes in after the event.

Tasks can be created, with description, start date, due date,
complete date, type of task, status of completion, priorities,
set reminder, assigned to, comments. Tasks appear as a,

to.

Generate reports
documents to be

te reported, status,
on portal, occupant name,
occupant consen entry’of room, location of
maintenance need, rity, account code, start/end date,
technician, repair description, complete. Close room space
if the space is unlivable. Can make custom fields. Can charge
for damages. Can add attachments administratively. Job
Actions can break down maintenance job into actions. Can
generate maintenance reports. On portal side: My job
(room) Shared job (shared space in suite). Must click on

COPY OF RECORD RELEASI§D JULY 31, 2024 IN RESPONSE TO FOI 24-18



U Bc UNIVERSITY OF
NORTHERN BRITISH COLUMBIA

Form adapted from the BC Government template for Non-
Ministry Public Bodies. June 2014

Privacy Impact Assessment

StarRez Portal X and StarRez Web

PIA# (Office of the University Secretariat to assign)

room to select it. Date reported and status cannot be
edited. Student select category, and item and desecription.
Options to allow student to edit their job, email on job
change, read only after job completed, options to not show
comments field. (To play with these). In StarRez Web, it
shows who in the StarRez Portal did the maintenance
request and room space in details. Occupant hyperlin

the entry (student detail page).

description, personal involved, c
subtype. Edit further: room leeati

reported by (name, e
person?) Option fQ&i

contributions/interaconsn: date, report number,
description, type, subtype, who is attached to. Edit further
and ribbon fields (same as other student life)

Custom Fields: Admin = System = Custom Field
Select field type: String (textbox), String Long (long textbox),
Date, Date/Time, Boolean, Integer, Money. Description
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alphabetical.

(what to call it). Code is useless, Comments (what is the field
for) Custom field order, group, section (how to organize the
custom fields. Can put security on sections of custom fields
only. Group are subcategories in fields. Field order is the
order they appear within a field/group. Left at 0 it is

ARG

\/&\

K

S

9. Risk Mitigation Table

Please identify any privacy risks, even very unlikely ones, associated with the initiative and the
mitigation strategies that will be implemented. Please provide details of all such strategies. Also,
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please identify the likelihood (low, medium, or high) of this risk happenin@”and theddegree of
impact it would have on individuals if it occurred.

Examples can be removed and additional lines added as needed.

Risk Mitigation Table _

Risk Mitigation Strategy 4 2 | Likelihood  Impact

1.

10. Collection Notice

If yoliF initiativeds colleeting personal iformation digect/Wfrom individuals you must ensure that
all iladividuals inW@lved are told thefolloWing :

1. Th@purpose for whi@h the inform@iion is being collected

285The legal auth@sity for@ellecting it,"and

3. The title, businesSladdresstand business telephone number of an officer or employee
who cameahkswer questions about the collection.

Pletse include yafis prop@sed wording for a collection & consent notice and where it will be located
for individuals to ré@elbefor@collection takes place. You can also attach a screen shot or a copy of
your form where the CaQllectioMhotice would be located.

COPY OF RECORD RELEASHD JULY 31, 2024 IN RESPONSE TO FOI 24-18



UNIVERSITY OF
UNBC NORTHERN BRITISH COLUMBIA Priva Cy Imp act Assessment
StarRez Portal X and StarRez Web
Form adapted from the BC Government template for Non-

Ministry Public Bodies. June 2014 PIA# (Office of the University Secretariat to assign)

Part 3 - Security of Personal Information

Please consult with the Information Governance Officer, the Chief Information Officer or the
IT Security Officer when filling out this section if you have any questions.

11. Please describe the physical security measures related to the initiative{if applicable).
For example: locked cabinets, securely stored laptops, or k€Y card accessyto the building.
12. Please describe the technical security measures related to the initiative (if applicable)¢

For example: use of firewalls, document encrypgion, or user access pFofiles assigned@ia ngéd-to-
know basis.

13. Does your department rely on any security policies? If sofindicate here:

14. Please describe any accessfcontrols and/or ways in which yourwill limit or restrict unauthorized
changes (such as additions or deletions) to personal information.

15. Please describe howgyountrack wha'has access to the personal information.

Part 4 - Accuracy/Correction/Retention of Personal Information

16. How is an individual’s information updated or corrected? If information is not updated or
corrected (for physical, procedural or other reasons) please explain how it will be annotated. If
personal information will be disclosed to others, how will the public body notify them of the
update, correction or annotation?
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If you do not yet have a
schedule is in place. Pl
one year requiremen
assistance.

) is attached. I sistance completing an ISA, please
contact the In ati overnance Officer.

21. Does the program invo ccess to personally identifiable information for research or statistical
purposes? If yes, please explain.

For example: your public body will be disclosing information to PhD students so that they can
conduct research.
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Please check this box if the related Research Agreement (.
attached. If you require assistance completing an RA please conta
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Part 7 - Program Area Signatures

Name of Individual leading the Signature

Program/Project

(Normally the individual who

completed the PIA)

Department Head Sgnat@ &
Director or Dean Overseeing the M Dat

Program/Project

Contact Responsible for Sys Signature Date
Maintenance an
(if applicable)

] ure Date

Head of Public Body or Diiﬁnate \:s,iture Date

Once the PIA has been approved with or without conditions, the Information Governance Officer will collect signatures
from the individuals indicated above. A copy will be provided to all signatories for convenience or to attach to a
requisition or file with a contract.

A final copy of this PIA (with all signatures) will be kept on record with the Information Governance Officer.
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