UNIVERSITY OF
. UNBC NORTHERN BRITISH COLUMBIA Priva Cy Imp act A ssessment

Student Housing Demand Survey -AEST

Form adapted from the BC Government template for Non-
Ministry Public Bodies. June 2014 PIA# 19-002 (Office of the University Secretariat to assign)

Part 1 - General

Why do | need to do a PIA (Privacy Impact Assessment)?
Section 69(5.3) of the Freedom of Information and Protection of Privacy Act (FIPPA) req
conduct a privacy impact assessment (PIA) in accordance with the directions of themi
bodies should contact the information Governance Officer to determine inter

a public body to
or FIPPA. Public
d sign-off of the

accurately assessed.

_Department:
_PIA Drafter:
. Email:

. Department

| Business Service
i

Name of

Manager:

NBC) is supporting the Ministry of Advanced
onduct a Student Housing Demand Survey to assess the
ed Customer Relationship Index (CRi), a consulting firm
across Canada, to conduct this survey across the province

CRi requires the co-oper of UNBC in order to be able to survey their entire student body. CRi
uses QuestionPro’s survey tools to carry out all its surveys. An audited SOC 2 Type 2 data centre
report documents a secure, well-governed facility. QuestionPro maintains full control of their bare
metal server, from the Operating System through to their web survey software. Offsite backup copies
also remain in Canada.
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email servers will automatically translate the aliased email a
address and forward the survey invitations to the students.

UNBC email addresses.

2. Scope of this PIA

2
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Part 2 - Protection of Personal Information

In the following questions, delete the descriptive text and replace it

5. Storage or Access outside Canada

information they provide along with the possibilftyit wi } ] Canade.
maintenance and troubleshooting re distributed
to international servers in Australia personal

defined. Answer the following
-linking initiative” under the
e may be a data linking initiative and
t related to data-linking initiatives.

or combined with yes
m those for which the .’
personal informatio no
compiled;
tween either (1) two or more public : s I
more public bodies and one or more agencies. ‘ o
If you have answer all three questions, please contact the f
- Information Governan fficer to discuss the requirements of a data-linking | N/A

initiative.

e e e P S—— e A e I SIS ey i err =l L L == 51
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7. Common or Integrated Program or Activity*

In FIPPA, “common or integrated program or activity” is strictly d
| questions to determine whether your initiative qualifies as “a

services);

2. Those services are provided through:
(a) a public body and at least one o
collaboratively to provide that ser
(b) one public body working on beha

bodies or agencies;

4
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8. Personal Information Flow Diagram and/or Personal Information Flow Tak

Option 2: Data Flow for a Housing Demand Survey where CRi uses Whitelisted Database to send out Email Invitation

Converted
o] toStudent
Server - email with
Unique 10

Survey on Secure
Server in Toronto + An

Institutional =
Student Ingtitution
Database

Universities

Colleges &

Students

QPro

 Whitelisted SUVEY

development
=+| addresses+ x
Unique 1Ds including variable

questions

Whitellkted
‘Database

swers from variable
questions

| Type FIPPA
Authority
Collection 26(c)
Use / 32(a),
Disclosure 33.1(e.1)
nd provided to CRi. Only
vided to CRi.
ail address to link to unique Use 32(a)
Respondent ID nu rs they generate to allow for analysis
of individual participants
4. | CRi uploads the list of aliases to QuestionPro, and uses Disclosure 33.1(e.1)
QuestionPro to contact the students through the alias
email address linking to their UNBC email address. CRi only
uses QuestionPro to contact the students to invite them to

]
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the survey and to remind them up to two times to submit
responses if needed. Each student receives an individual
token as a hyperlink in their email which will correspond to
the Respondent ID numbers created at CRi. When students
complete a survey, their alias email is removed from the
whitelist to avoid further contact.

/

NS

26(e), 32(b)

Students will be informed of the risks
ended questions or opting into the draw
collection notice in their e
6. | CRi will run intermitte 32(a)
emails have not pra
response rate goa
7. se 32(b)
who " CRi will inform
re selected, and UN
1 s to
After th@idata collection p ill purge Disposition 31
the aliagllist and its link to UNBC
ur eir own list of
pondent IDs fr
9.8\ CRi aggregates raw d Use 32(a)
submit to calculator tool.
9. Risk Mitigation
Please identify any cy risks, even very unlikely ones, associated with the initiative and the

mitigation strategies that will be implemented. Please provide details of all such strategies. Also,
please identify the likelihood (low, medium, or high) of this risk happening and the degree of impact

it would have on individuals if it occurred.

Examples can be removed and additional lines added as needed.

6
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| Risk Mitigation Table

Pt e Ry

SN
Likelihood [{lr

7
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4,
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10. Collection Notice

To be attached to email and reminders sent to survey participants bef;
instructions to begin.

The Ministry of Advanced Education, Skills and Training, in pa
from students regarding housing needs and preferences w
institution.

By accepting below, | consent to allow CRi Inc. to ¢
on behalf of the Ministry of Advanced Educatio
will be stored on servers in Toronto, Ontario,
Question Pro and third party teams outside of

* Determining studen
housing.

ro's servers on or before May 31, 2019
, 2019. Responses provided in this study will not

istry of Advanced Edu
of the informa@ti at | the following survey. | understand that by accepting

ciated with providing an external company with any of my

| understand that by refu to accept the terms in this notice, | will not be able to participate in

the following survey.

| have read the contents of this consent notice, and by accepting, | am providing informed consent
to participate according to the terms above.

Accept = go to survey Refuse = terminate
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Part 3 - Security of Personal Information

Please consult with the Information Governance Officer, the Chief Information Officer or the
IT Security Officer when filling out this section if you have any quéstions.

11. Please describe the physical security measures related to the initiativéXif applicable).

12. Pleasefd@seribe the technical security niPasuresrelatéd to the initiative (if applicable).
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13. Does your department rely on any security policies? If so, indicate here:

14. Please describe any access controls and/or ways in which you will lifinit or restrictiunauthorized
changes (such as additions or deletions) to personal informationg

15. Please describe how you track who has access tgfthe personal information.

Part 4 - Accuracy/Correctionf/Retention efPersonal Information

16. How is an individual/shinformation updated or corrected? If infermation is not updated or
corrected (for physical, pfacedural or other reasons) please explain‘how it will be annotated. If
personal information will béydisclesed to others, how Wil the public'body notify them of the
update, correétion,or annptation?

Respondeatssmay ask thattheir complete response.is withdrawn by contacting Christie Ray, Senior
AdviséF, Business\Develepment who willfequest thelalias email corresponding to the student from
ITS.[Christie will then provide the aligéemail address t@)CRi to remove that respondent’s
submission from their results.

17. Does youriinifiative use personal information to'make decisions that directly affect an
individual(s)? If yes, please explain.

No.

18. If you answered “yes” to question 17, please explain the efforts that will be made to ensure
that the personal information'fs accurate and complete.

N/A

19. If you answered “yes” to question 17, do you have a records retention and/or disposition
schedule that will ensure that personal information is kept for at least one year after it is used in
making a decision directly affecting an individual?

N/A
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Part 5 - Further Information

20. Does the initiative involve systematic disclosures of personal in se explain.

No

21. Does the program involve access to persona
purposes? If yes, please explain.

itiative? If yes, please list the legislatively
er this same section, this information is

Any survey responses containing specific demographic information within less than five responses,
need to be aggregated to broader classifications during reporting.

Any substantive changes to the information provided in this PIA must be reviewed by the
Information Governance Officer to reassess conditions of approval.
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Part 7 - Program Area Signatures

Christie Ray [magl5,20(9
Name of Individual leading the Date ’
Program/Project

(Normally the individual who

completed the PIA)

Lisa Haslett “&W S0 1“1,
Director or Dean Overseeing the ignature Date

Program/Project

KesinSehretien N/A R(A

Contact Responsible for Systems Signature Date

Maintenance and/or Security

(if applicable)

Adam Cullum Mor 5 201 =
Information Governance Officet ignature Date

(Privacy Officer)

B : ¥ & B JEARE : :
Once the PIM\has been approved with or without conditiens, the Information Governance Officer will collect signatures

from the indiviidualslindicated above. Algepy will be provided to all signatories for convenience or to attachto a
requisition or file with a contract.

A final 5py of this PIA (with all signatures) wll#pe kept on record with the Information Governance Officer.
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