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Privacy Impact Assessment (“PIA”)

Form A

Please review the entire form before you answer any questions. Providing morejinformation
than the questions asks, providing information answering the wrong questions, orleaving
sections blank will delay Privacy Officer approval.

In the following questions, answer the open ended questions in'the bolded prompts. Keep bold
font on all answers provided. Answer Yes / No questions bydeleting the answer that does not
apply. Do not add open ended text to Yes / No responses.

Name of Department: Institutional Research
PIA Drafter: Valerie Boyes

Email: Valerie.boyes@unbc.ca Phone;250-960-5540
Oversight Provided by: Trevor Smith
Email: trevor.smith@unbc.ca Phonen250-960-5888

Description and Scope of Information Management

Describe the purpose of\younprojectfinitiative/softwaré.gPescribe a briefhigh level overview of
the functions, who will benefitfroem those functions, andi\whoWwill.be impacted if that is not
transparent. Indicate,if there are groups that are restricted from usérand the reason for
proposed restrictions. Describe whether there‘are other reference documents including previous
PlAs, whitepapers, ancompliance documentationithat may support this assessment.

In 2016, the BC Sexual'Violence and Misconduct Paolicy Act was introduced requiring all
public post-secondary institutions (PSlIs) to put in place policies to prevent and respond
to sexual violence and misconduct (SVM)."Section 5(1) of the Sexual Violence and
MisconduetPolicy Act allows the Minister of Advanced Education and Skills Training
(Ministry) to direct Post Secondary institutions to conduct the survey to assess the
effectiveness of their policy. The Ministry, working with representatives from across the
public post-secondary;system developed a short ‘Student Perception Survey’ on key
issues related to sexual violenceypolicy implementation at their institutions. This survey
is a collaborative effort'between Leger (formerly Insights West) and BCcampus and was
supported by a working group and a Technical Advisory Group from the post-secondary
sector.

The purpose of the survey is to gather baseline data to better understand students’
knowledge, attitudes, and perceptions of sexual violence and misconduct (SVM)
pertaining to process and policy implementation at the institutions they are attending.
This survey will assess the effectiveness of sexual violence policies in responding to and
preventing sexual violence. The results from this survey will be used to inform both
current and future initiatives to ensure that students are safe and supported. Survey
questions are designed to measure student attitudes, behaviours, and knowledge
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regarding sexual violence at post-secondary institutions. At no time will respondents be
asked personal questions related to sexual violence experiences.

The objective of this study is to better understand student perceptionséof sexual violence
at B.C. post-secondary institutions so we can create a safer and healthierlearning
environment for students.

The Ministry expects that all institutions will participate and circulatethe Student Sexual
Violence Perception survey to their students during Winten2022 semester. Survey
participation will be voluntary for students. Leger will prépare a report ondhe aggregated
outcomes of the survey for the Ministry, which will also'be shared withgost-secondary
institutions. In addition, Leger will also provide a basic individualized'survey reportto
each institution and an optional analytical analysis report; these reports will notbe
shared with the Ministry. To track changes ovértime, it is the intention of the Ministry o
work with the sector to administer the survey again iffuture years.

Students to be excluded are those:
¢ Under the age of 17 years; or
o Enrolled as dual-credit students; or
e Enrolled for less than three credits or 42 hours to date; or
¢ Enrolled in a contracttraining programthrough their employer.

AlbElements of Information or Data

Using concise point form, please listithe elements of information or data involved in the initiative,
even if no persenal informationis,involved. This couldiinclude client’'s name, age, address,
work/home emaily werk/home phone number, educational history, employment history, work
status, health information;financial information;‘photos, G@mments on a blog, or information
specifiefoyourisubjectarea.

The following demographic data will be eollected to help us understand differences in

students’ opinions, experiences, and perspectives:
o TAge

Gender identity

Identification as 2LGBTQQIA+

Identification as an Indigenous person

Identification‘as a'visible,minority

Domesticfor interhational student

Identification,as a person with a disability

On-/off-campusyresidency

Graduate or undergraduate student

Years at current institution

Questions on the survey include:
e Enrollment type (full-time, part-time/continuing studies, not currently enrolled)
e Course delivery type
e Online interaction with other students
e Access/understanding of sexual violence and misconduct resources
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Ability to report sexual violence
Perception of safety from SVM on campus
Perception of actions taken steps to prevent sexual violence
Sexual violence information, education, training or supports at institution to
understand ‘health relationships’ and ‘sexual boundaries’.
Types of sexual violence education needed at institution
¢ Perception of prevalence of sexual violence at institution'includihg SVM
involvement with alcohol or drugs
Perception of online/technology use in sexual violence at institution
¢ Students knowledge of consent and myths about SVM
Agreement with statements about behavioursowards and beliefs about SVMd@at
institution
Students knowledge of sexual violence incidents occurring at institution
Trust in institutions sexual violence policies and procedures, and response
Who at the institution student would most likely report an incident to
What can institution do to encourage reporting andncident
How to improve prevention of and response to sexual violence at institution
Feedback on the survey

Privacy Impact Assessment (“PIA”)

Students will not be asked fors€ontact information and no incentive will be offered with
this survey.

Locationof Where Information is Managed

Does the information manager, vender, and / or servi¢elprovider operateffom an office outside
of Canada? No

Does any user ofithe infermation managed in this, initiative@access this information from outside
of Canadaibeyend during short-term tempearary travel? No

Does this initiative have any components that temporarily, process information outside of
Canada? No

Does thisiinitiative store information fer operationat use outside of Canada? No

Does this initiative back up or make additienal or redundant copies of information outside of
Canada? No
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Privacy Impact Assessment (“PIA”)

Form B

Please review the entire form before you answer any questions. Provi
than the questions asks, providing information answering the wron
sections blank will delay Privacy Officer approval.

In the following questions, answer the open ended question
Keep bold font on all answers provided. Answer Yes / No
does not apply. Do not add open ended text to Yes / N

Name of Department: Institutional Research
PIA Drafter: Valerie Boyes

Email: Valerie.boyes@unbc.ca
Oversight Provided by: Trevor Smith
Email: trevor.smith@unbc.ca

Appro

| have contacted the C
technical security asses
applicable to itiative.

ent department to complete a
ment, contract, MOA, MOU or

oses? If yesdhwi rivacy Officer to ensure that an Access to Restricted
Records Agreeme i
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Data-linking Initiative

In FIPPA, "data linking" and “data-linking initiative” are strictly defined. Answer thexollowing
questions to determine whether your initiative qualifies as a “data-linKing initiative” underthe
Act. If you answer “yes” to all 3 questions, your initiative may be afdata linking initiative and you
must comply with specific requirements under the Act related teydata-linKing initiatives.

Is personal information from one database linked or combined,with personaldnformation from
another database? No

Is the purpose for the linkage different from the original purpose forwhich the personal
information in each database was originally obtained or gompiled? N/A

Is the data linking is occurring between either two'er more public bodies or one or more public
bodies and one or more agencies? N/A

If | have answered yes to the above threegquestions 4l will work with,the'Privacy Officer to
ensure | meet the requirementsdfor-a data-linking initiative? N/A

Common©Or Integrated Program or Activity

In FIPPA, “common or integrated,program or activity” is strictly defined. Answer the following
questions to determine,whether your initiative gualifies as “afeommon or integrated program or
activity” under the'Act. If'you answer “yes” to alli3,of these questions, you must comply with
requirementsiunder the Act for common orfintegratéd programs and activities.

Does this initiative involve a programéor activity that provides a service (or services) through a
public body and at least one other public bodyor agency working collaboratively to provide that
service2No

Does this initiative involve a pragram oractivity that provides a service (or services) through a
public body that is working on behalf of one,or more other public bodies or agencies? No

The common or integrated program/activity is confirmed by written documentation that meets
the requirements set,out inithe Regulations? (Privacy Officer will answer). No

Please note: If your initiative involves a “data-linking initiative” or a “common or integrated
program or activity”, advanced notification and consultation on this PIA must take place with the
Office of the Information and Privacy Commissioner (OIPC) as well. Contact the Governance
Officer — Access, Privacy and Records Management to determine how to proceed with this
notification and consultation in the early stages of developing the initiative, program or activity.
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Personal Information Flow Diagram and/or Personal Information

this initiative. Unless not possible, ensure these steps are arrang
chronologically in order to make a transparent work flow. The P
steps and determine which type of information manageme
that the practice is compliant with sections under the Act

Description/Purpose

1. [ unBe designates a contact p
liaison with Leger, selects surve
customization level of re

2.
3.
4,
and Scope of
in this PIA
5 nymously. Students will

students will not be linked to their
survey answ BC and Leger will know the survey
link. Results wi ed in aggregate to the Ministry and
UNBC to remove ossibility of identifying students through
the mosaic.

6. Leger will confirm when they start to receive survey responses
and will send weekly response rate updates.

7. | At the end of the survey Leger conducts data analysis and
reporting. Leger will provide the Ministry of Advanced
Education and Skills Training and BC Campus with a written
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report based on the total aggregated responses for all
institutions. This report will include charts that show the results
from all the questions, a written analysis of the results, and an
executive summary of key insights. Within this analysis, results
for key subgroups where differences are relevant and
significant will be reported on, including demographics (e.g.,
gender, membership in minority groups, etc.), behavioural
differences (e.q., received education or training on sexual
violence), and institutional results (e.qg., institution type, dsban
vs. rural, etc.).

8. | UNBC will receive the results for their institution a#flo
additional charge. These results will be provided as Excéls
based data tables that show the results for tHe” specific
institution in comparison to the aggregatediresultsgor all
institutions. It will include standard cros§stabulati@ns (including
demographics and behaviours) for resultS{teaPthat instigition
where sample sizes allow for reliable analysig)

9. | Final cross-tabulation specificali@gs are to be dé@rmined by
the Ministry.

10. | UNBC may also purcha$é addifional clistaffized results,
including a PowerPaoffit report plus custom data tablesdiregtly
from Leger. This gptioR@hre@®rt is only available if sifficient
number of survéytesporses are available to perform this level
of analysis witholl\r1Sk of ideRitifying students tli@egh mosaic.

1. | UNBC rgmiews reslilits aMBhshares them with stalleholdeitas
needed faRaSSessment arid decision making on Sexu@!
violence progesses@nd policies.

Risk Mitigation Table

Please identify any privacy risks, even very unlikely ones, associated with the initiative and the
mitigation strategies that will be implemented. Please provide details of all such strategies. The
Privacy Officer will helpnidentify thedlikelihood (low, medium, or high) of this risk happening and
thesdegree of impact itweuld havesen individuals if it occurred.

Risk Mitigation Table

% | Mitigation Strategy Likelihood | Impact
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Collection / Consent Notice

If your initiative is collecting personal information directly or indirectly ffom individuals, yol must
ensure that all individuals involved are told the following:

e The purpose for which the information is being collected

e The legal authority for collecting it, and

e The title, business address and business telephafie number of an officer or employée
who can answer questions about the collection.

Please include your proposed wording for a colle€tion & gonsent notice and where,it willbe
located for individuals to read before collection takes place in the space below. The Privacy
Officer will review and provide feedback.

Initial Survey Invitation — Sample Language:
Email subject line: Sexual Violence Perception Survey Invitation
Dear [INSERT STUDENT NAME],
Sexual violence preventiofiin all its forms is a top priority,at UNBC.

The Province of B.C. is conducting an important survey to better understand how
post-secondary students see and perceive the ' ways sexual violence is handled at
your s¢hool and about'your insights into accessing information and resources.

Add your voice to'help create better supports‘and services at B.C. post-secondary
schoolsyFeedback from this survey will'help UNBC assess how we are doing in
serving the needs of our students and inform, future programs and policies at our
institution.

All responses to the survey will be completely anonymous; results will be
provided in aggregate, andyou will not be linked with your individual answers.

If you choose to complete the survey, know that at no time will you be asked to
disclose infofmation,about personal experience related to sexual violence.

The surveyshould\take about 15 minutes to complete. We value your feedback
and appreciate your support in our effort to improve the UNBC experience for
current and future students.

The survey closes'soon, so please click below to participate today!

SURVEY LINK
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TRIGGER WARNING: This survey, and pages it links to, contain information about
sexual violence that may be triggering. Although the survey does notsask
questions about a respondent’s personal experience with sexual y¥iolence, it'does
refer to acts or attempted acts related to sexual violence, including those that lack
consent. If any content upsets you, please feel free to exit the survey at any time.

Privacy Impact Assessment (“PIA”)

If the survey link does not work, copy and paste the following URL inte your
browser’s address bar: [INSERT SURVEY URL]

UNBC does not have direct control over the management of the information
collected and has not directly assessed the security'of.its handling. BCCampus
has conducted a Privacy Impact Assessment for this survey. Though anénymous,
survey responses will include a respondent's school. In the event of a data,breach
at the survey service provider, it is possiblefthat individual respondents from
UNBC could be identified due to the relatively small size of the UNBC student
body.

If you have any questions about,this survey, or how UNBCplans to use;the
results, please contactthellnterim\Director Student Affairs and\Housing, Justin
Foster at justin.fostef@unbec.ca

Thank you for your time and consideration in completingythis survey.
Sincerely,
Dr. Mark, Dale

Interim Provostiand\Vice-President Academic

SUPPORTS: If you experience distress beforey during, or after you complete this
survey or/wish to access support, please visit https://www2.unbc.ca/sexual-
violencefhelp or contactVictimLinkBCat 1-800-563-0808 or
www.endingviolenceé:org/need-help or Victim Safety Unit at 604-660-0316 or Toll
Free 1-877-315-8822.

This survey i§ hosted by LCeger, an independent research company. If you have
questions,or need technical'help while you complete the survey, please email
legerweb@leger360.com.

You can find privacy information for BCCampus at Privacy — BCcampus and for
Leger at Privacy Policy — Leger (leger360.com).

If you wish to opt-out of future survey notifications or reminders, please email
institutionalresearch@unbc.ca requesting that your email be removed from the
next reminder email(s).
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Reminder emails use the same language in regards to purpose, authority, and support
contact.

Privacy Impact Assessment (“PIA”)

Survey landing page — Headers and setup:

[DISPLAY MINISTRY OF ADVANCED EDUCATION AND SKILLS TRAINING LOGO.IN
BANNER]

[SCRIPT USING Voxco SOFTWARE FOR EXCLUSIVELY CANADIAN SERVER STORAGE]
[SHOW SURVEY PROGRESS TRACKING BAR]

[TURN IP ADDRESS/TRACKING COOKIES OFF/(RESPONDENTS CANNOT RETURN TO
THE SAME PLACE IN THE SURVEY)]

[INCLUDE THE OPTION TO SKIP EACHJNDIVIDUAL QUESTION]
[INCLUDE OPTION TO EXIT SURVEY AT ANY TIME]

Survey landing page — Consentj=anguage:
Introduction

Thank you for taking'the time to share your opinions withhus. This survey is for
undergraduate and graduate students in British Columbia‘and should take you
about 15 minutes to .complete. It is being conducted on behalf of the Ministry of
Advanced Education‘and Skills Training to better understand student perceptions
of sexual viclence at B.C. public post-secondarydnstitutions.

Yourresponse is anonymous, and’'the results will be provided to the Ministry in
aggregate; you will not be linked with yourindividual answers.

You will not be asked for any personal information during this survey. Sometimes,
people may unintentionally share personal information while completing a survey.
If thissthappens, the information remains confidential under the Freedom of
Information and Protection of Privacy Act.

Your personakhinformationiis collected under Sections 26 (c) and (e) of the
Freedom Of Informationrand Protection of Privacy Act (FOIPPA). If you have any
questions about'this collection you may contact:

Director, Colleges and\Community Access
PO Box 9877; STN.PROV GOVT

Victoria, BC, VBW9T6

Ph: 250 952-2011

TRIGGER WARNING: This survey, and pages it links to, contain information about
sexual violence that may be triggering. Although the survey does not ask
questions about your personal experience with sexual violence, it does refer to
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acts or attempted acts related to sexual violence, including those that lack
consent. If any content is upsetting, please feel free to exit the surve time.

will be asked about your perceptions of the culture at
access to information and resources. At no time wi

If you experience distress before, durin
wish to access support, please visit:

or

or contact VictimLinkBC at 1-800-563-
or www.endingviolence.org/need-help/

ket res h company. It
Informa and

b@leger360.com.
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Information Management Controls

Please describe any access controls and/or ways in which you will limit or restrict unauthorized
changes (such as additions or deletions) to personal information. How is@ccessito information
monitored and logged?

UNBC: The institution is responsible for sending email invitations and reminders about
the survey directly to its student body with the imbedded URL, inviting students to
participate. Other than sharing with Leger the number of initial survey invitations sent,
institutions are not required to share any other information about individual studentstor
the student body.

UNBC will receive data in aggregate form only{ 'Institutional Research staff willensure
they have the opportunity to work with other departments to support those interpreting
aggregate data.

Insights West: Insights West was purchased by Legef in 2021 and Le&ger is fulfilling their
contract with BC Campus to conductithis survey using the software and‘contract. BC
Campus entered into with Insights West. The name Insights Westhas been replaced
with the name Leger when information has ,been copied fromithe BC Campus PIA for the
survey and other survey documents (e.g. Implementation Guide) into UNBC’s PIA.

Leger: Survey data is€ollecteddy a Leger survey built in VoxcoWeb Survey tool called
“Voxco Online”. Voxco’sihead office are in Montreal, Quebec andtheir client list
includes high profile Goverhment.of Canada departments as well as Canadian
corporations. dEheir website includes the following security'statement: “Our system
includes strong security controls, password management, and'granular access
permissions. It enables'you to comply with‘regulations that govern privacy and data
protection'such as ' GDPR, HIPAA, FISMA, PIPEDA, CNIL.”
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Student Sexual Violence Perception Surve

For more information on Technical Specs and the Montreal Data Centerthat Voxco uses,
please visit: http://www.cologix.com/data-centers/montreal/mti3/.

Leger’s experience in the market research industry has them@ttunedd{o the importance
of security and confidentiality in the industry. Only those directly involved imthe SVM
Student Climate Survey work will have access to the project files: Furthermore, all
personal/confidential information is removed from data files prior to.working with any.
outside partners. Across the different survey types§ personal information is only used in
cases where it is needed to segment the data during the data processing stage. Our data
processor only sees unique id codes, so that réspondents are‘anonymous. All printed
materials are disposed of through shredding services:

Leger works on an Apple environment (MacBook, iPhong), which allows for remote
clearing of hard drive data should any of these devices be compromised. IIINNEGIGzGgGEE

lkeger has worked with Macinhome Consulting Inc. to set up their secure network and
ensure itslongoing security. This is an independent company hired by Leger to ensure
their client data is safe fromany potential threats. Leger is committed to conducting
audits/no less than once a yearywith the likelihood of an increased frequency as the
company grows. Potential security issues are being identified and addressed on an
ohgoing basis as Legengrows. This’is conducted by the Macinhome support team,
which provides 24-hour‘@mergency support service and are able to log into computers
remotely via secure eonnection to fix any issues.

Every employee of Legeris held accountable for the security of their panel list and client
information and their contracts tie them to act professionally in all aspects of their work.

Employees responsible for security or privacy breaches are subject to disciplinary action
up to and including termination.

Leger will provide each institution with a unique survey URL to distribute to the students

in the survey invitations. The URL will be an open link that does not track IP addresses,
so it can be used by all students at your institution anonymously.
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Leger accesses the data to create reports for the BC Government and individual
institutions. The data set has personally identifiable information removed before'Leger
uploads it for report creation. Only the project manager and data analyst have access to
the data. The raw data will be stored in secure cloud storage and only acecessed for
report creation.

Leger provides BC Campus with a written report based on the total aggregated
responses for all institutions that pose no privacy risk if they weresnade public. Itis
anticipated these reports will be delivered via email and#hen distributed to'the Ministry
and individual institutions.

UNBC will receive the results as Excel-based dataitables that show the results fof UNBC
in comparison to the aggregated results for alldnstitutions. UNBC will only bed@iven
cross-tabulations where sample sizes allowfor reliable analysis and only if there at léast
100 completed surveys for the institution.

How is an individual’s information updated or corrected? Ifdnformation is net updated or
corrected (for physical, procedural or@ther reasons) please explain how it willbe,annetated. If
personal information will be disclosed to'ethers, howwill the public body notify them'efthe
update, correction or annotation?

To protect student privacy all students are provided the same link whichis)unique to
UNBC. Sometimes, people maysnintentionally share personalinformation while
completing a survey. If this happens, the information remains confidential under the
Freedom of Information\and Protection of Privacy(Act:

Students who haveyquestions or need technical help\while you'complete the survey,
please email legerweb@leger360.com.

Information Disposal

Does your initiative use personalinfermation to‘make decisions that directly affect an
individual(s)?*No

If you answered “yes”, please explain the'efforts that will be made to ensure that information
management from collectionite,dispoesal will ensure that information used to make a decision
about someone isgaccurate, complete, available when needed and disposed of to meet legal
requirements. Desgribe thexecords retention timeline for the records generated from this
initiative.

N/A

If you answered yes above, please describe retention schedules that apply where retention
exceeds the one-year requirement under the Act. Please contact the Governance Officer —

Privacy, Access and Records Management if you require assistance.

N/A
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Leger has confirmed that they will delete all survey data after 12 months u
extension is requested by the client.

Personal Information Banks

personal information. If yes, | will contact the Privacy
this is a Personal Information Bank (PIB) and identi
listed in section 69 (6) of FIPPA. N/A
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Form C

Once the PIA has been approved with or without conditions, the Privacy Officer will collect
signatures from the individuals provided below. A copy of the PIA will bexdistributed to all
signatories for convenience or to attach to a requisition or file with a cantract.

Please fill in the name, position, and date in the bolded areas indicated then each individual
signs under the signature line confirming that individual agrees with thedorresponding
statement above the signature line.

Name of Individual leading the Program/Project: Valerie'Boyes
Position: Institutional Planning Analyst

| confirm the information management practicesiin, thi§'initiativeshave been documented on
Form A, and B as applicable, as accurately as | am aware and | commit to communicating
appropriate information management practices to allNindividuals participatingyin this initiative as
appropriate. | commit to following the'doecumented practices on this PIA, or arranging‘a\PIA
amendment if | am aware information management gractices in thisinitiative change:

2022/02/04
Signature: ___ Date YYYY/MM/DD
Chief Information Security,Officer Dave Kubert
(insert whateve, opriateghere)
Signature: Date YYYY/MM/DD

Director or Dean Qverseeing the Program/Project: Enter here Justin Foster
Position: Enter here Directal, Student Affairs and Housing
| am accountable for oyerseeing my, staffinvolved in this initiative to ensure they adhere to

information management pragctices presented in this PIA. | will arrange for the project lead
named above to centactithe Privacy Officer to arrange a PIA amendment if required.

Signature: - Date YYYY/MM/DD 2022/02/06

COPY OF RECORD RELEASED JULY 31, 2024 IN RESPONSE TO FOI 24-18



u B UNIVERSITY OF
NORTHERN BRITISH COLUMBIA

PIA # 2021-020 Student Sexual Violence Perception Survey

Privacy Impact Assessment (“PIA”)

Privacy Officer: Doris Marshall Greenlaw

| confirm that this initiative to the best of my knowledge as written in F
applicable, has information management practices that comply with
of Information and Protection of Privacy Act.

A final copy of this PIA (with all signatures) will b
Privacy Impact Assessment does not commit inancially or operationall

initiative. This signed form does not guarantee er appropriate assessm
been completed for this initiative.
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