UNIVERSITY OF
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Ministry Public Bodies. June 2014 PIA Amendment#1 16-016 (0ffice of the University Secretariat to assign)

Why do 1 need to doa PlA (Privacy Impact Assessment)?
Section 69(5.3) of the Freedom of Information and Protection of Privacy Act (FIPPA) requires the head of a public body to
conduct a privacy impact assessment (PIA) in accordance with the directions of the minister responsible for FIPPA. Public
bodies should contact the Information Governance Officer todetermine internal policies for review and sign-off of the
PIA. If you have any questions about this PIA template ogFIPPA generally, please contact Adam llum (Information

accurately assessed _

Part 1 - General

‘ Name of
Department:
PIA Drafter:

Email;

Phone: | 250960 6517

Program Mana

Ll Ll

| Phone: | 250960 5289

text and replace it with your own.

ithin the Freedom of Information and Protection of Privacy Act
stored in a designated folder on a computer are automatically
ud infrastructure. Files can also be accessed from, and stored by,
eb browsers. Files stored on Sync.com can be shared with other users of
n be set up dynamically to include specific individuals with whom the files
are desired to hared. Sync.com is a Canadian company with data centres only in Canada
(specifically Toronto and Markham, Ontario). No data other than the files themselves are stored in
Sync.com (for example, there is no Active Directory synchronization).

2. Scope of this PIA

This PIA covers the sharing of documents with external parties. While email is currently used to
share small files, the current process for sharing large files with parties external to UNBC is to use
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an internally developed, but outdated, system (fileportal.unbc.ca). The internal system was
developed for the purpose of sharing large files so as to avoid encumbering UNBC’s email system
with large attachments. Whatever documents are currently being shared, and whatever policies are
currently in place would also apply to using sync.co his is NOT intended to be used as a wholesale
document storage system; UNBC has its own idtérnal dgcument storage system (alse known by
common terms such as “H: Drive” or “G: Driv

3. Related Privacy Impact Assessments
Amendment of PIA 16-016.
4. All Elements of Information

relevant to the
he user, just as
to the files shared, user
jon required is the user’s

2
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Part 2 - Protection of Personal Information

In the following questions, delete the descriptive text and replace it with your own.

5. Storage or Access outside Canada

In FIPPA, "data linking" an i i tive” i ined. rthe following
questions to determi ini ifi iative” under

the Act. If you ans iati ing initiative
related to data-linking

initiatives.
No
2. the linkage is diffe
ation in each databa obtained or No
No
N/A
linking initiative.
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7. Common or Integrated Program or Activity*

activity” is strictly defined. Answer the
our initiative qualifies as “a common or

In FIPPA, “common or integrated program
following questions to determine wheth
integrated program or activity” under the
you must comply with requirements u
activities.

1. This initiative involves a progra
services);

ing initiative” or a “common or integrated
consultation on this PIA must take place with
Privacy Commissioner (OIPC) as well. Contact the
termine how to proceed with this notification and

2 ”

or activity’,

. Generally a file will be uploaded and a link will be provided to another
r may not have a Sync.com account and they will be able to download the

es on Sync.com will be subject to either a PIA for the corresponding initiative or
through REB approval.

9. Risk Mitigation Table

4
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Risk Mitigation Table | A - : |

- Mitigation Strategy Likelihood

|
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10. Collection Notice

Not applicable to the use of the system but may be applicable to associated projects using this
system if necessary.
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Part 3 - Security of Personal Information

Please consult with the Information Governance Officer, the Chief Information Officer or the
IT Security Officer when filling out this section if youshave any questions.

11. Please describe the physical security measuresgelated toghe initiative (if applicable)é

12. Please describe the technical security'fieasures related to the initiative (if applicable).

13. Does yourdepartment rely on any security policies? If s@pindicate here:

14. Please déscribelany access contfols and/orways inwhich you will limit or restrict unauthorized
changes (such as additions gf'deletions) to personal information.

15. Please deseribe how, you track who has access to the personal information.
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Part 4. - Accurac orrection/Retention of Personal Information

update, correction or annotation?

No personal information is to be stored in
project or initiative handling the

19, stion 17, do you have a records retention and/or disposition

ensure that personal information is kept for at least one year after it is used in

or REB applications. Sync.com Use Guidelines will indicate that Sync.com will not be a repository for
records and that information will be migrated to UNBC servers or provided to third parties and then
removed as soon as transferring the documents has completed. Records will not remain on
Sync.com for more than a year.

Part 5 - Further Information

8
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20. Does the initiative involve systematic disclosures of personal information? If yes, please explain.

No.

Please check this box if the related In
(ISA) is attached. If you require assi
contact the Information Governance

21. Does the program involve access
purposes? If yes, please expla
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Please ensure Parts 6 and 7 are attached to your subrhitted PIA. '

Use of Sync.com service will be subject to ji
Guidelines that ITS and the Information G
confirm they understand that Sync.com is n
personal information on behalf
Officer or through the Resear,

announcements
needed.
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Part 7 - Program Area Signatures

Glen Montgomery Jbr . 2 8’/7

Date

Name of Individual leading the
Program/Project
(Normally the individual who

completed the PIA)

Greg Condon 5%’/ %;
Program/Department Manager or Bate /

Project Sponsor

?O@Dave Kubert ..

Contact Respgnsible for Systems

Maintenance and/or Security
(if applicable)

8 June RO/F
Date

2% Jene 2017

Date

Adam Cullum
Informatidn Governance Officer

Once the PIA has bee approved!w' ith or 5.’; hout conditions, the Information Governance Officer will collect signatures
from the indivialuI Ialslin"'aifat abI ve. A copy will be provided to all signatories for convenience or to attach to a

requisition or file with a contract.
A final copylof this PIAywith all signatures) will be kept on record with the Information Governance Officer.

COPY OF RECORD RELEASI;I_J) JULY 31, 2024 IN RESPONSE TO FOI 24-18



COPY OF RECORD RELEASED JULY 31, 2024 IN RESPONSE TO FOI 24-18



