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Why do | need to do a PIA (Privacy Impact Assessment)?

Section 69(5.3) of the Freedom of Information and Protection of Privacy Act (FIPPA) requires the head of a public body to
conduct a privacy impact assessment (PIA) in accordance with the directions of the minister responsible for FIPPA.

Public bodies should contact the Information Governance O
of the PIA. If you have any questions about this PIA
(Information Governance Officer) at adam.cullum@unb

bc.ca/foippa.

to determine internal policies for review and sign-off
ct Adam Cullum

What if my initiative does not include
Public bodies still need to complete Part
Governance Officer even if it is thoug
been accurately assessed.

Part 1 - General

Name of InformationiBechnology Services
Department:

PIA Drafter: _Annette Doyle

Phone:

2. Scope of this P

All individuals with an affiliation to UNBC including but not limited to employees, students, and

researchers or any combination of these categories that will be generating records for or in
association with UNBC.
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3. Related Privacy Impact Assessments

N/A — This PIA will be referenced in future PIAs.

4. All Elements of Information or Data

Information will vary from project to pro
completing the duties of any public body
projects. Associated PlAs in the future wil
a particular project.
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Part 2 - Protection of Personal Information

In the following questions, delete the descriptive text and replace it with your own.

5. Storage or Access outside Canada

One of Sync’s selling features is that the inf

initiative” und
data linking.i

Information Go
linking initiative.
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7. Common or Integrated Program or Activity*

In FIPPA, “common or integrated program or
following questions to determine whether

programs and activities.

ctivity” is strictly defined. Answer the
r initiative qualifies as “a common or

1. This initiative involves a program
services);

2. Those services are

oy J %y B { i
Lk s % o 3

Description/Purpose ! (= pe

FIPPA

ification and consultation on this PIA must
ormation and Privacy Commissioner (OIPC) as well.
Officer to determine how to proceed with this
ly stages of developing the initiative, program or

Authori}y =

1. | potential Sync user requests UNBC Client Services help them | Disclosure
set up a Sync account associated with UNBC with a brief
description regarding the purpose. Client Services requires

33.2(c)

4
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the potential sync user to prove that a PIA or REB review for
the initiative has been done before providing the set up
unless only public information will be generated.

must complete a short test to qualify
UNBC dffiliate.

Training for
Security
Purposes /
Collection

Potential Sync user is listed a
services to determine if th

Client Services.

Collection

Paotential Sync tion 26(c)
Disclosure 33.2(c)
Use 33.2(c) and
32(a)
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10. Collection Noticée

No collection/use/discl@sure notibe necessary for this system. Each project or proposed use for the
system Will/maylgese 0te, conditions that need to be complied to if third party personal
informationYeabeing used™ Orientation of using Sync will be in place to ensure the sync account
user understandsshow information is stored.

6
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Part 3 - Security of Personal Information

Please consult with the Information Governance Officer, the Chief Information Officer or the
IT Security Officer when filling out this section if youwhave any questions.

11. Please describe the physical security measuresfrelated tdthe initiative (if applicablé):

12. Please describe the teghhical securityimeasures related to the initiative (if applicable).

13. Does your department rely o @any security policies? If so, indicate here:

14. Please describe any accessicontrols andf@r ways in which you will limit or restrict unauthorized
changes (such as additions orideletions) to personal information.

15. Please describe how you track who has access to the personal information.
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16. How is an individual’s information up
corrected (for physical, procedural or oth
personal information will be di
update, correction or annotati

the user stores on Sy
information if a thi

. Does your initi

making a decision directly affecting an individual?

Records retention schedules will be determined during associated PlAs. During the Sync
orientation, individuals will be shown how to delete information.

Eligibility lists will be reviewed annually to remove employees that no longer work for UNBC. As
part of an employee’s exit, the supervisor will be responsible for ensuring that the employee will

8
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not have access to department information stored on the Sync account. Outgoing employees will
be encouraged to generate a personal Sync account that does not have any affiliation to UNBC.

Part 5 - Further Information

20. Does the initiative involve systematic disclesu f personal information? If y.

Determined by associated PIA.

Please check this box if th
(ISA) is attached. If yo

21. Does the program involve informatio research or statistical

purposes? If

ss to personally identi

an RA please contact the

h Agreement (RA) is ‘
search Office or UNBC ’

section 69 (6) of FIPPA. Under this same section, this
blished in a public directory.

here is the option to have the PIA stored on servers, then the
be used for long term storage of the PIB.

Eligibili S wi
use a Sync unt.

t contain any details beyond a list of names indicating the users are eligible to
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Please ensure Parts 6 and 7 are attached to your submitted PIA.

term storage, an ass
service for universi

10
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Part 7 - Program Area Signatures

Annette Doyle

Name of Individual leading the
Program/Project

(Normally the individual who
completed the PIA)

| 3 2016
Dat

PaveKubert (Grec. (On)Dgp)

/2/0,'/7/ c

Program/Department Manager or Date

Project Sponsor

N/A

Contact Respahsible for Systems Signature Date

Maintenanceland/or Security
(if applicable)

Adam\Cullum

»ZTJL} 20(f

Informatieh Governance Officer ignature Date

N D R
Once the PIA has been approved with or without conditions, the Information Governance Officer will collect signatures
from the individuals indicatedsabove. A copy will be provided to all signatories for convenience or to attach to a

\ - requisition or file with a contract.

A final c¢::pyI !of-t is PIA{{with all signatures) will be kept on record with the Information Governance Officer.

=

g
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