UNB %ggfgggvys%inw COLUMBIA Privacy ImpaCt Assessment

TeamSynced
Form adapted from the BC Government template for Non-
Ministry Public Bodies. June 2014 PIA# 1 7- 005 (Office of the Uni

ecretariat to assign)

Why do | need to do a PIA (Privacy Impact Assessment)?

Section 69(5.3) of the Freedom of Infbrm__at_ion and Protection of Privacy Act (FIP.
conduct a privacy impact assessment (PIA) in accordance with the directions
bodies should contact the Informatlon Governance Offi icer to determm

What if my inltiative does not include ersonal info
Public bodies still need to complete Part 1 of the PIA
| Governance Officer even if it is thought that no personal i
accurately assessed

Part 1 - General

Name of
Department:

PIA Drafter:

Email: 250 960 5882

Departm
Manager:

Phone: | 250960 6368

TeamSynced is an a ionPto simplify team scheduling and communication. Features of the
application include:

e individual and group messaging between team members and coaching staff
e file sharing from coach to players and coaches allowing scouting reports on opponents,
workout programs, and other complete documents
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Ministry Public Bodies. June 2014 PIA# 1 7-005 (Office of the

e Access to a shared calendar showing course times, practice times,
study times to allow the team to coordinate schedules.
e Self-check-ins. The athletes will have the choice of checki

2. Scope of this PIA

Currently the Initiative covers the use of Team$
and Athletics department staff. In the fu
Timberwolves teams.

3. Related Privacy Impact Assessments

N/A
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You will receive support completmg the remaining steps of the PIA

Part 2 - Protection of Personal lnformatlon

In the following questions, delete the descriptive te

5. Storage or Access outside Canada

TeamSynced is hosted in the cloud with AWS (A
in the US-East region which is in the United States.
before the service can be used. Loca
in. Students cannot be required

complled

The data li
bodies or (

between either (1) two or more public NO
lic bodies and one or more agencies.

If you have an ed
Information Gove ce
initiative.

" to all three questions, please contact the
er to discuss the requirements of a data-linking
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Secretariat to assign)

PIA# 17-005 (office of th

7. Common or Integrated Program or Activity*

services);

2. Those services are provided throug
(a) a public body and at least one
collaboratively to provide that servi
(b) one public body working on behalf
bodies or agencies;

3. The common or integ

d program/actiVity is confirmed b

regulation.

Please check this
program or activi
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[ Type FIPPA
Authority
1. | The Head Coach rs the UNBC players and coaches Collection 26(d)
names, emails and phone number into the TeamSynced
hosted service by coach in order for the application to invite
users to join the group within the app.
2. | ysers (UNBC players and coaches) enter their own schedule | Collection 26(d)
4
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Form adapted from the BC Government template for Non-

Ministry Public Bodies. June 2014 PIA# 17-005 (Office of the University. Secretariat to assign)

information into the application and create new user
generated passwords to access the TeamSynced hosted
service once they receive the invite.

3. | Users may decide to check into events which geo-locates the le 26(d)
user through the use of their phone’s GPS. This informati
is posted into the check-ins section of the hosted servj

4. | Administrators including coaches and appropriat Disclosure 33
Athletics Staff can access player scheduling a
information.

5. | The head coach uses this information in pa Use 2(b
practice and training times for athletes.

6. | The UNBC Athletics staff will use Us )
determine who is available forwa as

7. lection/Disc | 26(d), 33.1(b)

lo
8. Use 32(b)
9. Disposition 31
Please identify an ks, even very unlikely ones, associated with the initiative and the

mitigation strategies e implemented. Please provide details of all such strategies. Also,
please identify the likeli (low, medium, or high) of this risk happening and the degree of impact
it would have on individuals if it occurred.

Examples can be removed and additional lines added as needed.
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 Risk MitigationTable N e
Risk | Mitigation Strategy 5 Likelihood _I_Imgggt__
1.
2. 1
3.
4, |
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10. Collection Notice

University of Northern British Columbi
Athletics and Recreation Departm

| hereby consent to allowing TeamSynced to collect and s i oste
service for the purpose of UNBC Athletics staff commu ] j

hosted service as under section 26(d) of the F
Act”) for the prescribed purpose of provi

| will be responsible for the ma
provides me the option of maki

r is an option rather than using my personal phone to log
ice on my personal phone or tablet, | understand that | am responsible
en I no longer want to use it. | am responsible for the permissions
at has on my privacy.

in. If | download the app
for removing the app from
that | give the app and the imp

| understand that by refusing to sign this waiver, | will not be able to use TeamSynced for the purpose of
communicating with my Timberwolves team and for scheduling training and practice sessions. | will be
responsible for communicating my schedule to my coach by an alternative means.
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Please sign below indicating that you are providing informed consent for UN thletre

to communicate with you and to manage your schedule.

ed Servi

Full Name:
(Please Print)

Student Number:

Signature:

in Team d to geo-locate
to use this service and | need

)j erica have stripped privacy rights of non-
vr’ g and time stamp your personal
A C

an government officials. If this

| hereby understand that | have
and time stamp when | have

Student Number:

Signature:
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Part 3 - Security of Personal Information

Please consult with the Information Governance Officer, the Chieffinformation, Officer or the
IT Security Officer when filling out this section if you have any géiestions

11. Please describe the physical security measures related to the'initiative (if applicable).

12. Please describe the technical security measurésrelatedfto the initiative (if applicable}:

13. Does your departiment fely on any security policies? If'§g,'indicate here:

140Pleaseldescribef@ny access controls and/or ways in which you will limit or restrict unauthorized
changes (such as additions @r, deletions) to personal information.

15. Please describe how you track who has access to the personal information.

\o |
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personal information will be disclosed to others, how otify them of the
update, correction or annotation?

Users have access to update their own informatio

17. Does your initiative use personal informatio

propose schedule practice and train
check-in system as an accountabiti

18.

in which student-athletes will
be checking to verify the information
ularly with student-athletes. Any

k-in results for those students that opt-in to use
up with student-athletes to confirm whether missed
e event or forgetting to check-in.

All scheduling and che information is stored and kept accessible to the Head Coach within in
the system unless the student-athlete deletes their own information or cancels their account. The
Head Coach will check Athletes profiles will be deleted from the application once they leave the
team. Any information taken from TeamSynced to make a decision will be kept for a year.

10
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Part 5 - Further Information

20. Does the initiative involve systematic disclosures of personal in ati f yes, please explain.

No

Please check this box if the related Informati
(ISA) is attached. If you require assistanc
contact the Information Governance O,

21. Does the program involve access to personally i cal

purposes? If yes, please explain.

No

If you require ompleting an
Information Gover , the UNBC

N/A

e Parts 6 and 7 submitted PIA.

11
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Part 6 - mmen ndition Concern

12
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Part 7 - Program Area Signatures

Todd Jordan _ \ ulu| 10,2017
Name of Individual leading the ignature Date

Program/Project
(Normally the individual who
completed the PIA)

4

Da\%& ='-' 7 {/ ;
ly 1317

Loralyn Murdoch
Director or Dean Overseeing the
Program/Project

Adam Cullum
Information Governance Officer Signature Date
(Privacy Officer)

13
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