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Why do | need to do a PIA (Privacy Impact Assessment)?
Section 69(5.3) of the Freedom of Information and Protection of Privacy Act (FIPPA) requires the head of a public body to
conduct a privacy impact assessment (PIA) in accordance with the directions of the minister responsible for FIPPA. Public
bodies should contact the Information Governance Officer t ermine internal policies for review and sign-off of the
PIA. If you have any questions about this PIA template o PA generally, please contact Ada llum (Information
Governance Officer) at adam.cullum@unbc.ca or (250) it http://www.unbc.ca/foi

What if my initiative does not include personal i
Public bodies still need to complete Partd.of the PI

it along with the si nformation

Governance Officer even if it is thought that rmation is involved. This ensur ative has been
accurately assessed.
Part 1 - General
Name of ffice of R rch
Department:
rch

PIA Drafter: [ Mark Barnes, Director of R

Phone: | 250-960-5184

ate grams 1

| Phone: | 250-960-6110 }

The TeejLab API Disco will assist researchers in gathering important data to facilitate
research an rk. I Discovery is a Software as a Service (SaaS) platform that offers
a unique op hers, developers and enterprises to reap the benefits of thousands
APIs in a seamless way. It allows users for exploring, testing and integrating
d by your own organization) as well as various external APIs (developed by
other organizditi t are available publicly on the Internet) without sacrificing the integrity,
security and pri of their data. API Discovery is the only platform that provides APl Composition
Analysis to discover security and compliance risks from APls embedded in software.”
https://apidiscovery.com

2. Scope of this PIA

The use of API Discovery at UNBC. UNBC users will use the API Discovery platform to search and test
various publicly available APIs for their research and professional development purposes. Once users
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find suitable APIs, they can use those APIs to create applications and other artifacts independent of
the API Discovery Platform.

3. Related Privacy Impact Assessments

n/a

4. All Elements of Information or Data

n Governance Officer for review,
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Part 2 - Protection of Personal Information

In the following questions, delete the descriptive textand replace it with your own.

5. Storage or Access outside Canada

To instance of the API Discovery platform t
in Montreal, QC (in AWS terminology it’s kn

an A

6. Data-linking Initiative*

In FIPPA, "data linking" inki i the following
questions to determi initiative” under
the Act. If you ans i ini e a data linking initiative

and you must elated to data-linking

initiatives.
no
no
no
u have answered
mation Gover N/A
linking initiativ
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7. Common or Integrated Program or Activity*

ctivity” is strictly defined. Answer the
ur initiative qualifies as “a common or

In FIPPA, “common or integrated program or
following questions to determine whether
integrated program or activity” under the
you must comply with requirements und
activities.

1. This initiative involves a program
services);

2. Those services are

at service; or
behalf of one or,

no

estions above. N/A

g initiative” or a “common or integrated
onsultation on this PIA must take place with
rivacy Commissioner (OIPC) as well. Contact the
rmine how to proceed with this notification and

4
COPY OF RECORD RELEASED JULY 31, 2024 IN RESPONSE TO FOI 24-18



TeejLab API Discovery
Form adapted from the BC Government template for Non-

Ministry Public Bodies. June 2014 PIA#19-008 (Office of the University Secretariat to assign)

8. Personal Information Flow Diagram and/or Personal Information Flow Table

. Teejtab

UNIVERSITY OF .
UNBC NORTHERN BRITISH COLUMBIA Priva Cy Imp act Assessment

Pepsonatiinformation Flow Table

‘W’ otion/Purpose : Type
- Authority
1. ith permission fro e Diregtor of Research, an individual | Collection 26(d) -
service through Through Terms
idiscovery:eom registration page. of Usage and

Privacy
Statement

2. | Once 1 idual conducts queries and, Use / 32(b),

t PIs available, receive responsive information. | Disclosure 33.1(1)(b) --
Through Terms
of Usage and
Privacy
Statement

3. | Each user’s search queries and the APIs utilized to find Use 32(b)
responsive data is tracked as a search history for each

individual user.
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4. | UNBC Office of Research tracks and deletes user accounts as | Disposition 31
needed to manage available licenses.

9. Risk Mitigation Table

| Mitigation Strategy

10. Collection Notice

Users can not completéithe registration process (and hence access the system) without accepting
TeejLab’s Terms of Usageland Privdey Statements. The use of APl Discovery is not required to continue
as a student, employee, or researchetat UNBC.

Part 3 - Security of Personal Information

Please consult with,the Information Governance Officer, the Chief Information Officer or the
IT Security Officer when filling out this section if you have any questions.

11. Please describe the physical security measures related to the initiative (if applicable).

6
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12. Please describe the technical security measures relatéd to the initiative (if applicable).

13. Does your department rely on any security policies?'If so, indicate here:

14. Please describe any access contrels and/orWays in which you willdifit,.or restrict unauthorized
changes (such as additionsfr deletions) to personal informatiofi:

15. Please describe how you track'who has access to thegersonal informatiop:

Part 4 - Accutacy/€orrection /Retention of Personal Information

16. How iis, an individual’s .information wupdated or corrected? If information is not updated or
corrected (for physical,‘procedural or‘ether reasons) please explain how it will be annotated. If
personal informatién will"be,disclosed to others, how will the public body notify them of the
update, correction or@nnotation?

Each individual@iseshas the eption of updating their personal information.

17. Does youk initiative use personal information to make decisions that directly affect an
individual(s)? If yespplease explain.

There is no funetienality built in the system to influence user behaviour or directly impact an
individual.

18. If you answered “yes” to question 17, please explain the efforts that will be made to ensure
that the personal information is accurate and complete.

N/A
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19. If you answered “yes” to question 17, do you have a records retention and/or disposition
schedule that will ensure that personal information is kept for at least one year after it is used in

making a decision directly affecting an individual?
N/A
Part 5 - Further Information
20. Does the initiative involve systematic disclosures of personal infle “
ent

e in
No.
se N/A

an RA please contact the N/A

22. Will a personal informati IB) result from this initiative? If yes, please list the legislatively
required i i

 Please ensure Parts 6 and 7 are attached to your submitted PIA.
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Part 6 - Comments, Conditions & Concerns

This PIA is based on a review of the material provided to the Information Governance Officer as of
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Part 7 - Program Area Signatures

Mark Barnes

Ao J“///‘/
Da/e.l /

Name of Individual leading the
Program/Project

(Normally the individual who
completed the PIA)

4412‘7//"

Geoffrey Payne

Overseeing the Program/Project Date
N/A

Contact Responsiblesfor Systems Signature Date
Maintenance afid/or Security

(if applicable)

Adam,Cullum
InfarmatiamGovernance Officer
(Privaey Officer)

e 29/19
DatE/ !
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